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Initiator responder b

init(B,b") listen(A)

accept(a,k)

connect(b,k

local IP local



Msg 1
Msg 2
Msg 3
Msg 4

where hy

I — T n;,gd;

r =1 n;, nr, g de,pr,

L — T ng,nre, g di, g dr, by, e, Hmac{ka } (7, €;)
r—+ 4. ng,nr,er, Hmac{kq}(r', er)

Hmac{k:}(g"d, nr, ni, IP;)

Encrypt{k.}(id;,id’, sa;, s;)
Encrypt{k.}(id,, sd’, s;)

Slgn{z}(m, Ny, gndia gAd'Pa pT)
Sign{r}(g"d,, ny, g"di, m;)

Hmac{g(d; d,)}(n;,n,,‘0) foru = a,e,v



r* 3 !

Msg 1
Msg 2
Msg 3
Msg 4

1 — 7
r—1.
A
r—1:

Sign{t}(ni,nr, g’
Sign{r}(g"dr,nr,

Hmac{g(d; d,)}(n;,n,,‘0) foru = a,e,v

ni, g d;

nivnTngdTvaa ht

Togy Tor, gAdia gAdra hta €45 Hmac{ka}(‘i’, e’i)
ng, Nr, er, Hmac{kq }(°r’, er)

d,., ny., m;, IP;)

(id;, id"
"t (id,,




Msg1 +—r: n;,gd,;
Msg2 r—i: n;negdrpr ht

Msg3 i—7r: n;negd;,gdr hy, e, Hmac{kq} (7, €;)
Msg4 r—i: n;neer, Hmac{kq}(°r, er)

where h; = Hmac{k:}(g"d, ny,ni,IP;)

g id ., sa;, s;)
' 5r)

i’\a gAdmpr)
d;, n;)

Hmac{g(d; d,)}(n;,n,.,‘0) foru = a,e,v




Msg 1
Msg 2
Msg 3
Msg 4

where hy

I — T n;,gd;
r =14 N, Nr, g dr,pr, hi
P — T N, Ne, g d;, g dr, ht,e;, Hmac{ka}(‘i’, €;)

r—1:. n;, nr,er, Hma

Hmac{k:} (g d;, ny,mi, |

Encrypt{k.}(id;,id’, sa;, s;)
Encrypt{k.}(id,, sd’, s;)

Slgn{z}(m, Ny, gndia gAd'Pa pT)
Sign{r}(g"d,, ny, g"di, m;)

e e



Msg 1
Msg 2
Msg 3
Msg 4

where hy

I — T n;,gd;

r =1 n;, nr, g de,pr,

L — T ng,nre, g di, g dr, by, e, Hmac{ka } (7, €;)
r—+ 4. ng,nr,er, Hmac{kq}(r', er)

Hmac{k:}(g"d, nr, ni, IP;)

Encrypt{k.}(id;,id’, sa;, s;)
Encrypt{k.}(id,, sd’, s;)

Slgn{z}(m, Ny, gndia gAd'Pa pT)
Sign{r}(g"d,, ny, g"di, m;)

Hmac{g(d; d,)}(n;,n,,‘0) foru = a,e,v
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Msg1 +—r: n; qgd;

Msg2 r—14: n;ne gde pr, hy

Msg3 ¢ —r: n;,negd;,gdr he,e;, Hmac{kq} (7, €;)
Msg4 r—i: n;neer, Hmac{kqe}('r, er)

where h;

Hmac{k:} (g d,, 1y, 14, IP;)
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Msg 1
Msg 2
Msg 3
Msg 4

where h;

=T n,gd;

r—1: n;,Nr, g dr,Dr, by

i =71 ng,ne g d;,gdr ht,e;, Hmac{kq} (7, ;)
r— 1. ngnrer, Hmac{kq}('r, er)

Hmac{k:} (g d,, 1y, 14, IP;)
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Verify{Pk(k), Sign{k}(v)}(v) = True

s %$ $ 9

us.({pk = Pk(s)} | 6<Sign{8}(M)>>
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initiator responder b

init* (S, id,. , 8a;)

listen on S?

. accept (id, sa;, ky)

rconnect (

|C|b7 Saﬂr, k/v>
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M, N .= terms
x,Y, 2 variable
m,n,s,t name
B"X exponential
Pk(K) public key (and identity)
S{K}(T) public-key signature
V{K, S}(D) public-key signature verification
H{K}(T) keyed crypto hash function
E{K}(T) shared-key encryption
D{K}(T) shared-key decryption
o s constant tags for key derivation
1(.,.),2(., ., ., _,),...constructors for JFK messages

F1(), - FZ0)
KesS

selectors for JFK messages
sets (for authorized identities)



1@

(97y) 2
V{Pk(k),S{k}(v)}(v)
D{k}(E{k}(v))

Fr(n(oy, ..o vi,.00)
Ke{ . K, ...}

RecoverKey(S{k}(v))
RecoverText(S{k}(v))

(972)"y

True

True

Pk(k)

Diffie-Hellman exponentials
Public key signature verification

Shared-key decryption

Selection of message fields
Set membership (authorization)

Public key recovery *
Signed text recovery *



* %

= |] PK“[I%R"] JFK for principals a € £

a€Ll
= va.{id* = Pk(a)} | [] Signing key a and identity ¢d®
= vd,{z. =g"d:} | [] DH secret and exponential
= vh{h =27d:} | [lu=q.e0 Ku DH computation
= {ky = H{h}(n;,nr, Ty)} derivation of key &k,

Only a specific subset of principals appear in £
These are "compliant principals”.
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[1Di |tinit*(Sr, idy, sa;).I1 ]
7

vn;.(1(ng, x;)) |

(Q(rn’r/p Ny, Lr, Pr, h’t))13

Vke kg ko.C; |

vs;e; h;.

{s; = S{a}(ns, nr, x4, e, pr)} |
{ei — E{pT7 ke}(idav Id;, SQyq, Sz)} |
{hi = H{ka}(Ti, )} |

<3(n17 Ny, Ly, Ly, h, €45 hz)>

(4(674, h,r))f5

iof H{ka}(Tr, er) = hy then

vidy sar sr.{idy, say, sy = D{pr, ke}(er)} |
iof ©dy € Sy then

if Vsr,idr}(ng, nr, x;, xr) then

COI’)neCta<ldr , SAr, kq)>

%

init handler (for a)

send message 1
wait for message 2

compute the keys
build message 3

send message 3
wait for message 4

check MAC
decrypt
authorize
authenticate
open session
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