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The Win32 API

Win32 API is the layer on 
which all modern 
Windows applications 
are built

.NET is built on top, and 
contains many managed 
classes that wrap Win32 
functionality
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Business Goals

I. Significantly reduce the number 
of exploitable buffer overruns in 
Windows Vista

II. Change development process so 
products after Vista are more 
secure
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Standard Annotation Language

ÅCreated in summer June 2002 joint effort with 
product groups and CSE

ÅSpecifies programmer intent which leads to: 

ïBetter coverage (reduce false negatives)

ïReduced noise   (reduce false positives)

ïEcosystem of tools  

ïHigh impact results
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Measured Outcomes

Headers for toy application 
only expose 1/5th of all 
Win32 APIs

Developers did more than 
the minimum required for 
security!

#include< tchar.h >
#include< windows.h >
#include< wincrypt.h >
#include< wininet.h >
#include< shlwapi.h >
#include< shlobj.h >

int _tmain ƽƛƾ 
{
return 0;

}

Mutable
String  

Arguments

Functions

Total 1096 20,928

Annotated 1031 6,918

6



How We Got There!

Code

SALInfer

MIDL 
Compiler

Manual 
Annotation

SAL

espX, IO, MSRC, 
Prefast,

Prefix, TruscanΣ Χ

Triage Warnings

Code Fixes SAL Fixes

Warnings
Drive these 

to zero!

Lock in 
progress!
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Focus of This Talk

Code

SALInfer

MIDL 
Compiler

Manual 
Annotation

SAL

espX, IO, MSRC, 
Prefast,

Prefix, TruscanΣ Χ

Triage Warnings

Code Fixes SAL Fixes

Warnings
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Technical Design Goals

ÅImproves coverage and accuracy of static tools

ÅLocks in progress for the future

ÅUsable by an average windows developer

ÅCannotbreak existing Win32 public APIs or 
force changes in data-structures (i.e. no fat 
pointers) 
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Technical Design Non-Goals

ÅNo need to guarantee safety

ÅNo need to be efficiently checked as part of 
ƴƻǊƳŀƭ  ŦƻǊŜƎǊƻǳƴŘ άŜŘƛǘ-debug-ŎƻƳǇƛƭŜέ 
loop

ÅNo need to handle all the corner cases

Åbƻ ƴŜŜŘ ǘƻ ōŜ άǇǊŜǘǘȅέ 
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Take a Peek Yourself!

For MSDN documented Win32 APIs start here
http://msdn2.microsoft.com/en-us/library/aa139672.aspx

or  Google ά[ƛǾŜ {ŜŀǊŎƘέ ŦƻǊ ǘƘŜƳ

Annotated headers can be download  from  

Vista SDK

ŦƛǊǎǘ ǎŜŀǊŎƘ Ƙƛǘ ŦƻǊ ά±ƛǎǘŀ {5Yέ

11

http://msdn2.microsoft.com/en-us/library/aa139672.aspx
http://msdn2.microsoft.com/en-us/library/aa139672.aspx
http://msdn2.microsoft.com/en-us/library/aa139672.aspx
http://www.microsoft.com/downloads/details.aspx?familyid=C2B1E300-F358-4523-B479-F53D234CDCCF


MSDN Documentation for an API
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memcpy, wmemcpy, (cont)

CƻǊ ŜǾŜǊȅ !tL ǘƘŜǊŜΩǎ 
usually a wide version.
Many errors are 
ŎƻƴŦǳǎƛƴƎ άōȅǘŜέ ǾŜǊǎǳǎ 
άŜƭŜƳŜƴǘέ Ŏƻǳƴǘǎ

Wǳǎǘ ǎŀȅ άbƻέ ǘƻ ōŀŘ !tLǎΦ
Not all the information is relevant 
to buffer overruns.
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This unfortunately is a typical Win32 API
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A common pattern

Not so common pattern
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How to Solve a Problem like 
MultiByteToWideChar?

ÅStart with an approximate specification

ÅSee how much noise and real bugs you find

ÅPower up the tools and refine until you find 
the next thing to worry about

ÅNeed conditional null termination to handle 
case when cbMultiByte is -1 

ÅBuffer size weakening handles cbMultiByte0 
case
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A common pattern to communicate 
buffer sizes to callee

Optional reference argument!

Optional buffer!
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Double null termination! 
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Does Your Head Hurt Yet?
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Does Your Head Hurt Yet?

If only C had exceptions, garbage 
collection, and a better string type 
the Win32 APIs would be much 
simpler!
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