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Abstract. This paper introduces the notion d profile-based cooperation as a
way to support awarenessand informal communication between mobile users
during chance encounters. We describe the design o Proem, aweaable system
for profile-based cooperation that enables users to publish and exchange
personal profile information duing ptysicd encounters. The Proem system is
used to initiate cntad between individuals by identifying mutual interests or
common friends. In contrast to most previous reseach that concentrates on
collaboration in well-defined and closed user groups, Proem supports informal
communication between individuals who have never met before and who dan’t
know ead other. We illustrate the benefits of profile-based cooperation by
describing several usage scenarios for the Proem system.

1 Introduction

During the murse of aday we encounter and meet alarge number of people, some
of whom we know personally and some of whom we never met before. In everyday
language we use the verb “to med” to describe many different situations. To meet
someone can mean to have a faceto-face onversation or to be introduced to
someone. On the other extreme, it can simply describe asituation where we ae in
someone's physical presence without communicating. In contrast to a meding, an
encounter describes a situation where we med someone unexpededly, for examplein
a hallway or an elevator. Such an encounter with another person is a cance for
striking up a mnversation and for exchanging information. It has been realized that
unexpected and unplanned encounters between co-workers play an important role in
collaboration and coordination of work activities.

Encounters can also be virtual. Visitors can encounter each ather in virtual-redity
environments and online chat rooms. Similarly, web-based on-line communities like
SixDegrees [SixDegress 1999] support the notion of co-presence by informing
visitors who else is online. Often, online cmmunities require members to describe
their online personality in form of user profiles, a more or lesstruthful description of
who they are or want to be, what they like and what they don’t. By giving users
aacess to other members profiles, online mmunities are &le to foster
communication between users who have never met before in red life. In this way,



encounters in virtual worlds or on the Internet can serve apurpose similar to red-
world encounters: they promoteinformal communication by increasing awarenessand
they are achance for one-on-one cnversations through dired messging.

Today’s mobile technology provides the means to apply the concept of user
profiles to real-world encounters between individuals. On the one hand, there is a
rapidly growing acceptance of palm-size, handheld and wearable computers, and on
the other hand there is the imminent arrival of ubiquitous wireless communication.
Based on this background we investigate how the concept of user profiles and online
identities can be used to support cooperation during physical encounters of
individuals who congregate in groups or large aowds, such as at indoor/outdoor
meeings, conferences, and trade-show events.

This paper introduces our notion of profile-based cooperation as a way to support
awareness and informal communicaion between mobile users during chance
encounters. We dso report on the design of amobile system called Proem that we ae
building as atestbed for our ideas. Proem provides the infrastructure for mobile users
to publish and exchange personal profile information during physica encounters.
Proem can be seen as an extension d the Inter-Persona -Awareness Device (IPAD)
ideaintroduced by [Holmquist 1998; Holmquist et a 1999] and exemplified by the
Hummingbird mobile device

In the following sedions, we will introduce our concept of profile-based
cooperation and describe the design of the Proem system.

2 Profile-Based Cooperation

We ae interested in the question of how mobile devices (handheld and weaable
devices) can be used during chance encounters to support cooperation. In particular
and in contrast to most previous reseach, we are interested in how mobil e technology
can be used during encounters of people who have never met before and who cn't
know each other. We have developed the notion of profile-based cooperation as a
means to support awarenessand informal communication between mobile users. Our
ideais based on four fundamental concepts:

1. User Profile: acolledion of persona data stored on amobile devicethat describes
the user.

2. Encounter: a situation of physicd proximity of two or moreindividuals.

3. Profile Exchange: the transmission of personal data between two or more mobile
devices during an encounter.

4. Rules of Encounter: predefined behaviors that are triggered as sde dfect of a
profile exchange.

We will now discussthese mnceptsin more detail.

2.1 Profiles

A profile is a description of an individual — his or her personal tastes, interests,
expertise, and gpinions. What isand isn’t in a profile depends on the specific context.
A profile is defined by the individual that it describes with the express purpose of
sharing this information with athers, friends as well as colleagues and strangers. A



profile can contain any information whose exchange with athers might be beneficial
to either the sending or recaving party.

Typicd information that could be part of a profile includes: name and address
phone, fax numbers and email addresses, company affiliation; calendar information
and appointments; a list of to-do tasks; alist of friends and relatives, hedth-related
and emergency information; alist of the user’s favorite web sites; an assumed name
or user id; a @lledion of favorite poems; classifieds the user placed in last week’s
newspaper; the title and author of every single book the user owns; model and year of
the user’s car; alist of favorite recipes; a list of the user’s publications; keywords
indicaing the user’' s research interests.

A profile is smilar to a vCard [vCard 1996] in that it is intended for automated
exchange of personal data. But a profile goes beyond mere contad information and
may include a much more detailed description of the user.

In order to make sense of profile information, users must share a ©@mmon
understanding of the types of information contained within profiles. Users must agree
on the meaning and purpose of an attribute such asi nt er est , or else they can not
succesgully exchange profile data.

Profiles dould be extensible: individual users sould be @le to add additional
information categories at any time. This requires a semantic foundation for profiles
that is smilarly flexible.

2.2 Encounters

The purpose of maintaining a profile is to exchange it with ather users during an
encounter. We define an encounter between individuals as a situation
1. wherethese individuals are in close physicd proximity to ead other,

2. the mobile devices of these individuals have discovered each other’ s presenceand
3. these devices are &le to communicate.

This definition does not say anything about how devices discover ead aher, nor
how close they have to come in order to do so. Many diff erent technol ogies have been
used in the past for discovering nearby devices, including infrared transmitters and
nea-field radios. Similarly, this definition does not say whether discovery and
communication are independent functions or can be combined into one, as would be
posshle with wireless ad hoc networks, future short-range wireless networks like
Bluetooth and Home RF, or Personal AreaNetworks [Zimmerman 1996].

Encounters have several important properties:

¢ Encounters can occur between two or more individuals.

¢ Encounters are asymmetrical: it is posgble that user A encounters user B, but not
viceversa

* Encounters are situations with a time duration, not momentary events. encounters
can be short, lasting only a few seconds, or they can be long-lasting, going on for
hours. For example, the encounter between two individuals passng ead aher in a
hallway might last just a few seconds. On the other hand, two or more peoplein a
lengthy meeting encounter each other for the full duration of that meeting.

» Encounters are nontransitive: if user A encounters user B, and users B encounters
user C, then user A does not necessarily encounter user C.



e Anencounter occurs even if no dataistransferred between the involved parties.

2.3 Profile Exchange

An encounter between individuals is a chance for an exchange of profile data
There are two parties involved in an exchange: the owner is the individual who is
described by a profile; the reader is any individual who accesses another user’'s
profile.

We define the following principlesfor the exchange of profiles:

e Owner control: access to profile data should be controlled by its owner; that
includes control over what information to include, with whom to shareit, and when
to share.

* Reader selection: dissemination o profile information should be mntrolled by the
reader, not the owner. In other words, profile data should not be pushed onto
devices of unsuspeding users, but required to be pulled by readers.

¢ Reciprocity: owners sould be @le to restrict accessto their data to individuas
which themselves are willing to share their data.

Other requirements we see asimportant are:

« Support for multiple privacy levels with the dfed that owners are able to deny
strangers accessto data which they are willing to share with friends.

e Support for anonymous as well as authenticated exchange: on the one hand, users
who wish to do so should be able to hide their true identity, using an assumed
identity instead. On the other hand, trusted and secure e<change between
authenticated parties should be supported aswell.

2.4 Rulesof Encounter

Every day we mee and encounter so many people that it wouldn’t be viable to
manually scan profiles of all these people in the vague hope of finding some bit of
information that catches our interest. Our concept of profile-based cooperation thus
contains as integral part the notion of software agents that on behalf of the user scan
profiles for user-defined patterns. These agents not only should know what to look
for, but also what to do once they discover it. Such software agents embody ‘rules of
encounter’ between individuals.

The tasks these ggents perform can range from very simple ones to very complex
ones. Agents could inform the user that something interesting has been found, they
could colled data over a longer time period or they could even perform automated
negotiations with agents of other users. Some simple examples include:

e “Alert mewhen | meet afriend of mine.”

* “Alert me when | meet someone who sellsan IBM PC110.”

e “Alert mewhen | meet someone who went to my junior high school.”

e “Save arecord of everyone | med whoisinterested in wearable computing.”



2.5 Usage Scenariosand User Benefits

In order to highlight the benefits of publishing and exchanging profiles we
introduce the following three usage scenarios:

The first usage scenario is a scientific conference or trade show where encounters
between people who don’'t know each ather occur often. Typically, at a conference or
workshop we only know a handful of people personally, have seen or informally met
a large number of other people, but have never met nor spoken to the majority of
participants.

The second usage scenario is a swap med, a fleamarket-like event where people
come together in order to buy and sell rare and unusual items. One of the difficulties
of swap medsisto find the person who sellsthe item that oneisinterested in.

The third usage scenario is a meding between a small group of people, such as a
visit to a onstruction site by architeds, contradors, and owners.

In these scenarios profile-based cooperation can occur in a variety of ways. A
device that implements the functionality as described above could serve multiple
pUrposes:
¢ Asawareness tool it could enable us to know the names and company affiliations

of other people in a meding.

e Asareminder it could alert usto the presence of people we want to med or talk to
in person (“When | meda Howard, remind methat | need to get the key from him.)”

e Asadiaryit could kegp arecord o all individuals we meet during the course of a
day. This could be particularly useful when we meet alot of potentially interesting
people we don't know yet, but might want to contact later on, such as during a
conferenceor trade show (“Tell mewho | met today.”)

* Asamatchmaker it could alert us to the presence of some yet unknown person we
might want to meet based on a description we defined. For example, during a swap
med we could be alerted to the presence of someone who sells a predousitem we
have been looking for for a long time. Similarly, we ould set up our device to
advertise items we want to sell so that other people can become avare of us. (“Let
me know if someone aound here sell sa head casket for a 1967 Jaguar E-Type.”)

Many more uses are possble within the framework of profile-based cooperation.

3 TheProem System

To explore our concept of profile-based cooperation we are devel oping the Proemt
system. Proem is an experimental prototype that is currently under construction. It
consists of several mobile mmputers with accessto a Metricom wireless campus-
wide network and a WaveL AN wireless indoor network. We use regular laptop
computers as well as weaable computers. One of them isa commercial Viawearable
computer, while the other is a self-built wearable computer we constructed from
components of a laptop computer (Figure 1). Both computers are described in more
detail elsewhere [Bauer et a, 1998; Kortuem et al, 1998; Kortuem et al, 1999a).

1A ‘proem’ is abrief introduction.



Fig. 1. Weaable Computer and Proem Radio Bea®n

Each of these computersis equipped with asimple radio transmitter that sends out
and receives beaon signals. These signals can be used to determine which other
devices are in the immediate vicinity (the transmisson range is about 6-10 feet). The
radio transmitters are constructed from radio packet controllers from Radiomatrix
[Radiomatrix 1998]. Figure 1 shows an ealy prototype without case. Thefinal design
ismuch smaller, fitting comfortably in a pager case including 9V battery.

Eadh Proem device runs oftware that is implemented in Java and is divided up into

threelayersas siown in Figure 2.

* The lowest layer isthe service layer. It is based on Jini, Sun’s network plug-and-
play architecture [Sun 1998]. The main function of the service layer is to
interconnect two devices during an encounter.

e The middle layer is divided up into three @mponents:. the profile, a profile cade
for storing other user’s profiles, and a rule base that contains the ‘rules of
encournter’

User Interface

! | !

User Profile Profile Cache +— Rule Base
Services

Fig. 2. Proem System Architecture



e The top layer is the user interface ad contains functions for profile and rule
editing.

In the following sedions we will give abrief run down of the overall Proem design

from auser’s perspedive before we explain the service component in more detail.

3.1 ProfileEditor

The profile editor (Figure 3) alows usersto define their profile.

The profile is a tree-like data structure containing personal information about the
user. The led nodes of a profile ae dtribute-value pairs. Interior nodes represent
named profile sections. Attribute values are untyped; they are ether strings or
comma-separated lists of strings. For example, the atribute fullname  hasasimple
string value like ‘James Joyce’ . The value of the dtribute interests isalist
of strings like ‘wearable computing, CSCW, rock climbing’

23 JFC Application H[=]
File Edit Help

Users |/Beha'uiors |/Pruﬁle rPermissions |
=3 Prafile
D FullMame ="Gerd Koruem"
© I Mame
© [ Home Address
® ] Email
D Email 1 ="kortuemi@cs.uoregon.edu”
[y Emailz="
[y Emailz ="
D Haorme Page = "hitpuifanani. o5 uoregon.edul~kotuem®
D UID ="proem:fedu.uoregon.csikoruem”
© [ History -

[kortuem@es.upregon.edy || Save Clear

Fig. 3. Profile Editor

Severd profile sedions require speda mentioning:

e Theunique user id (UID) attribute stores the owner’ sglobal unique user id. We use
a syntax for UIDs that follows the Unique Resource Identifier spedficaion
[URI98]. A UID isastring consisting of a protocol part, adomain part and a user
part. For example, proem://edu.uoregon.cs/kortuem identifies the user
kortuem in the domaic.uoregon.edu.

e The friend sedion o the Profile contains three separate attributes:
FirstDegree , SecondDegree and ThirdDegree . The value of ead o
these atributes is a list of UIDs representing friends of the first degree, second
degree and third degree Friends of the first degree ae immediate friends of the
user. Friends of the second degree are friends of friends of the user, and friends of
the third degree ae friends of friends of friends of the user. The user only has to



specify immediate friends of the first degree The values for second degree and
third degreefriends are automaticdly gathered during encounters from the profiles
of friends and friends of friends.

3.2 Awareness Tool

The avarenesstool is displays the names of al Proem users who are physically close
(Figure 4). A time stamp counts the number of time units the respedive user has been
present neaby. After selecting a name from the list, the user can view or save the
entire profile, or take a snap shot of everyone in the immediate vicinity.

[E3JFC Application [_ O[]
File Edit Help
(Users rBehmﬂors rPruﬁle rPermissiuns |
UID | Lzer Mame Time Stamp

proermfiedu.uoregon.css.. | Martin Bauer 15 - |
proemfiedu.uoregon.css..  Thadd 21

proermfide.uni-stuttgart.c...| Philip Keuter 2

anonymous anonymous 4

View Profile | | Save Profile | | Take Snapshot

Fig. 4. Awareness Tool

3.3 RuleEditor

Therule dlitor (Figure 5) allows usersto define ‘rules of encounter’, that is automatic
system behaviors that are exeaited whenever certain conditions are met. Each rule
consists of two parts. The rule action spedfies which behavior will be executed, while
the rule condition defines when an action is triggered. Rules are exeauted once for
each encountered user.

The syntax for conditionsisas follows:

<cond> ::= <ternmp <op> <termp
<op> o= == contains | is_in
<ternp ::= <attribute> | <val ue>

The == operator tests for equality of two strings; the operator cont ai ns tests if
the second argument is a substring of the first argument; the operator i s_i n testsif
the first argument is a substring of the first argument.

There are two huilt in actions that can be used in rules: al ert brings up adiaog
box and is used to inform the user that a cndition was met; cal | allows users to



specify the name of a Java procedure that will be alled whenever the condition is
true.

Using these simple rules, the user can define avariety of interesting and useful
behaviors. The following are some examples:
¢ Alert meif | meet someone with my last name

(I astn ame ==*" kort uem” -> aler t)
¢ Alert meif | meet someone who sellsan IBM PC110
(sell contains “PC110” ->aler t)

e Alert meif amed afriend of mine.
(uidi s_in/Fr iends/Fi rstDe gree -> aler t)

e Savearecord of everyone | med who isinterested in weaable mmputing
(i nter est cont ains “we arabl e conmputing” -> call“sa ve”)

[E5 JFC Application [_[O]
File Edit Help

Users |/Behaviors rPruﬁIe rPermissiuns |

Caondition | Action | Status
name =="kartuem" alert enahled
sell contains "PC110" alert enahled
interest=="wearable com... | call "save" disabled

New Delete

Fig. 5. Rule Editor

3.5 Device Discovery

The main function of Proem’s @rvice layer isto gve devices mutual accessto eath
other’s profiles. Our solution for connecting Proem devices in an ad hoc manner is
based on Jini, Sun’s network plug-and-play architecture. Jini provides smple
mechanisms to plug devices together to form an impromptu community - a
community put together without any planning, install ation, or human intervention.

Each Proem device implements a Jini service ReadProfile() which when called
returns the complete profile. Using standard Jini procedures this srvice publishesits
cgpabilities and availability by registering a service advertisments with the lookup
servicewhich is dni’sversion of a servicetrader. The Service advertisement contains
a service handle and an offer descriptor.

A Proem device (the dient) that wantsto gain aceess to RealProfile() services of
co-located devices (the servers) has to follow a two step procedure. The first step
consists of locating the lookup services of al co-locaed devices. In Jini, thisis done



by broadcasting a multicast request throughout a network. In turn, lookup services of
al devicesthat receive such areguest answer back to let the client know that they are
able and willing to provide information about services that have been registered with
them. The dient now queries each device lookup service by supplying a service
template.?. In response, it receves a mllection of matching service proxies. These
service proxies, which are moved dynamicdly acrossthe network, are then used to
cdl the remote services?®

Since users and their devices constantly move aound in space Proem devices do
not form long-lasting stable configurations. Thus, having discovered a service and
having gained acassto it through its srvice proxy isnot aguaranteethat a serviceis
usable. In between the time aservicewas discovered and the time a client attempts to
accessit, the distance between both devices might so large that they are out of range.
If this is the case and the service cannot be reeched, the service proxy is smply
discarded.

The role of client and server as described aboveis not fixed. Each Proem deviceis
a the same time dient and server. Upon request each device makes its srvice
available to other devices, and each device dso requests other accessto remote
services.

3.5 Privacy and Security

Since profiles can contain sensitive information, there is a potentia threa to
individual privacy that might make Proem users wary of sharing any information.
However, the Proem system can only be dfective if users are willing to freely share
persona datawith each other. It isthus criticd to addressprivacy and seaurity isues.

Personal privacy can be seaured by a combination of control and awareness
¢ The user must be given control over the release of their information, i.e. control

over which information is released to whom and when.

e The user should be avare of who aacesses his or her profile, i.e. the user should be
ableto trad the exchange and usage of their personal profile.

Our solution for privacy protedion is based on a combination of access control
lists and user authentication.

Simply speaking, user can protect selective parts of their profile by an access
control list. Whether acaess to a sedion is granted depends on the contents of an
accesscontrol li st associated with each profile section. An accesscontrol list spedfies
which users have and have not accessto that particular profile sedion. Proem knows
four built-in acaess control lists. While the meaning of these access control lists is
built-in, membership is determined dynamically:
¢ Degreel contains those users who are explicitly named in the ‘Friends/Degreel’

sedion of the profile. Thus accessto a profile section with assciated access

2 The dient filters out responses from devices that are not in the immediate vicinity using the
information from the radio transmitter. This gep would na be necessary if we used a true
short-range wireless network.

3 The aility of moving service proxies, i.e. compiled Java ade, aaoss the network on-
demand, distingushes Jni from other static trader architedures.



<?xmv ersion="1.0" encodi ng="UTF-8"?>
<profile version="1.0">
<ui d access="al | ">proem //edu. uoregon. cs/ kort uenx/ ui d>
<fn access="al | ">CGerd Kortuenx/fn>
<n access="al | "><famni | y>Kortuenx/fam|y>
<gi ven>Ger d</ gi ven>
<m ddl e>Wer ner </ nmi ddl e>
</ n>
<telt el.type="WORK" access="all"”">+1-541-346-1381</tel >
<adr access="degree3">
<or gani zati on>Uni versity of Oregon</organization>
<street>1333 E 13t h</street>
<l ocal i t y>Eugene</l ocal i ty>
<r egi on>0R</ r egi on>
<pcode>97403</ pcode>
<count ry>US</ country>
</ adr >
<emai | access="al | ">kortuem@s. uor egon. edu</ emai | >
<emmi | access="all"”>kortuem@r afi kar chi ve. conx/ emai | >
<honmepage access="all">
http://ww. cs. uoregon. edu/ ~kor t uenx/ homepage>
<webl i nks access="all">
<url >http://wear abl es. gat ech. edu</url >
<url >http://ww. cs. uoregon. edu/ r esear ch/ wear abl es</ ur| >
<url >http://wear abl es. ww. nmedi a. m t. edu/ wear abl es</url >
<url >http://ww. hitl.washi ngton. edu</url >
<url >http://ww. cs. purdue. edu/ resear ch/ cse/ nobi | e<ur | >
</ webl i nks>
<friends access="degree3”>
<degreel>proem //edu. uoregon. cs/ suruda,
proem //edu. uoregon. cs/j ay</ degreel>
<degr ee2>proem // edu. uoregon. cs/ zary,
proem //de.uni-stuttgart.cs/ mabauer,
proem // edu. washi ngton. hitl/grof </ degree2>
<degr ee3>proem//de. uni-stuttgart.cs/ peterh</degree3>
</friends>
<research access="all">
wear abl e conputing, nobile conputing, CSCW
augnented reality, wreless networking</research>
<hobbi es access="al |l ">rock clinbing, scuba diving, soccer,
novi e post ers</hobbi es>
<cl assi fi eds access="all">
<sel | >http://sar.cl assifiedwar ehouse. conf search. cwl?t
=2&| c=news&cat =bst & p=at v2_&news=news_r eg</sel | >
</classifieds>
</profile>

Fig. 6. XML-encoded profile with accessmodifiers (partial)

control list Degreel is granted only to those users who are explicitly named in the
‘Friends/Degreel’ sedion of the profile.

* Degree? grants accessrightsto all friends of friends of the user, that is, to al users
who are named in the Friend/Degree2 section.

» Degree3 grants accessrights to al friends of friends of the user, that is, to al users
who are named in the Friend/Degree3 section.

¢ All grantsaacessto all users.



As explained above, the Friend/Degree? and Friend/Degree3 attributes are updated
whenever the user encounters afriend or 2 degree friend.

User authentication is performed on the service level. The caling client has to
provideits guid asfirst argument of ead servicecall.

3.6 Communication Encoding

Proem profiles are encoded as XML documents (Figure 6). The interna
representation of profile information on the device is left to the implementation.
Different Proem implementation can use different internal representation formats for
profiles.

4  Discussion and Related Work

Profile-based cooperation is a way to support awareness and informal
communicaion between mobile users during chance encounters. Our work has
Precursors in many arees.

More recently researchers have started to understand how important informal
communication and awareness is for effedive workplace ollaboration. Severa
reseachers [Dourish and Bly 1992, Greenberg 1996, Tollmar et a 1996; Whittaker
1994; Whittaker 1997] investigated the role of informal communication in dffice
settings, while others [Belloti and Bly 1996] studied the same question in settings
where people are mobile within an office. Most of this work, however, focuses on
creding awarenessbetween people who know ead ather, for example @m-workers. In
contrast, our work is motivated by the question in how mobile technology can be used
for awareness and informal communication between people who have never met
before or don’t know each other very well.

At first look Proem fits the description of an Inter-Personal Awareness Device
(IPAD) laid out in [Holmquist 1998;Holmquist et a 1999] and exemplified by the
Hummingbird. It can initiate ontact between individual s—for example by identifying
mutual interests or friends, but it is not used for a sustained actual communication.
Like the Hummingbird, Proem devices are not designed to carry on sustained
communicaion or to replace atua face-to-face onversations. Proem, however,
differs from Hummingbirds in severa respects. Most importantly, Proem supports
informal communication between individuals who have never met before and who
don’t know ead other. Hummingbird only supports inter-personal awarenessamong
members of awell-defined and closed user group. In that respect, Proem is smilar to
the Lovegety [Iwatani 1998], a popular Japanese toy that functions as matchmaker
between users of the opposite sex. The success of the Lovegety is a hint that
anonymous exchange of preferences and interests can be useful even on arelatively
shallow level.

More elaborate profiles have been used in the Groupwea system that is based on
interactive nametags (call ed "thinking tags") that assst conversation between people
by informing users how much they have in common with regard to a set of
precompiled background information [Borovy 1996; Borovy et a 1998a; Borovy et
a. 1998b]. Our concept of profil e-based cooperation dffers from Groupwea in two



important resped. First, GroupWea requires and supports only face-to-face
conversations while Proem allows two users to exchange their profiles whenever they
are physicaly close, regardless of whether they talk to each other or not. Second,
Groupwear relies on a predefined profile structure. Users have no red control over the
content of their profile, they cannot change it or add to it, nor can they deddeto hide
certain information from other users.

One of the most important differences to the works quoted aboveis Proem’ s ability
to creae areoord of the user’s encounters. As such Proem is less of an awareness
devicethan it isamemory aid or eledronic diary. Thus Proem’ s function extends well
beyond the adual time of an encounter. Whether or not two users preferences match
can be determined well after the atual encounter occurred. Users might or might not
have been aware of the data exchange at the time it happens.

Another source of inspiration for our work was the growing body of reseach on
web-based online emmunities and personalized delivery of web content. The Open
Profiling Standard (OPS) introduced by Firefly defines a framework for the trusted
exchange of profile information between a web site and its visitors [Firefly
1997a;Firefly 1997b;Firefly 1997c]. The Firefly Pasgort is an individua’s trusted
identity and persona profile that stores information about who people are, what
people like, and what they don' t. OPS emphasis on trust and seaurity refleds the
primary intended applicaion of OPS, which is e-commerce. Our domain of interest
does not seem to require the same level of trust and seaurity. We see, however, aneed
to provide ways to grant or deny acass to a profile section based on the readers
identity. For example, most people do not want to give out their addressto anyone
who happens to passby, but they might not care whether a friend or colleague gains
accessto it. Similarly reservations can be expeded for other types of information as
well.

5 Conclusion

In the preceling sections we have done two things: we have laid out a framework
for what we cadl profile-based cooperation of mobile users, and we have described
the design of Proem, a system that exemplifies sosme of our ideas. We see profile-
based cooperation as away to support awarenessand informal communicaion during
chance encounters of mobile users who have never met before or don't know ead
other very well. We discussed some principles sich as owner control, reader
selection and reciprocity that we believe should guide the exchange of profile data.

While the first experiences with the prototype ae encouraging from a technicd
point of view, we have limited insight into the social issues of exchanging personal
profile data. A systematic evaluation is made difficult by the limited availability of
the current system and the small size of the user population.

We ae now pursuing continued reseach in the diredions discussed in this paper.
In particular, we investigate the use of negotiation protocols for further automating
the exchange of profiles [Kortuem et al, 1999b.
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