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Controls provided by current systems are insufficient
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Recommender objective
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Generate a plan for 
context-aware obfuscation of sensor data

depending on the 
prioritized whitelist and blacklist

such that 
accuracy of whitelist is maximized and 
accuracy of blacklist is minimized.
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Divide-and-conquer strategy
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Recommend a plan containing 
allow/deny rules for sensors

depending on the 
prioritized whitelist and blacklist

such that 
accuracy of whitelist is maximized and 
accuracy of blacklist is minimized.

Support manual override/configuration of 
fine-grained context-aware rules
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Concluding Remarks

•We designed and implemented ipShield which
-  proposes the use of inferences as the currency for privacy and utility 

specification.
- advocates that the burden of configuring fine-grained privacy rules 

should be shifted from the user to the system.
- provides insight into how and what data is being used by apps and better 

visibility into potential risks and consequences of sharing data.

•  Going forward we want to...
- develop the rule recommender to generate rules for obfuscating data.
- augment ipShield with ability to perform static analysis of app code to 

better understand the risks presented by the apps.
- allow crowd-sourcing for bootstrapping of rules.

 ipShield can be downloaded at http://tinyurl.com/ipshieldgit
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Thank You 
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Rule: If ((TimeOfDay in [12am-11:59pm]) and (Place=Bar) and (AppName=Saga) 
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Distribution of sensors by type

28

Accelerometer

GPS

Microphone

WiFi

Soft Sensors

Bluetooth

Gyroscope

Cellular

Camera

Others 

0 5 10 15 20

% of apps


