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BRIEF DESCRIPTION 
Problem: To locate faults that reside in branch statements. Ap-
proach: To perform fault localization using program state history. 

ABSTRACT 
A common type of program fault is related to branch statements, 
which is referred to as branch fault. In an object-oriented (OO) 
programming paradigm, branch statements are typically used to 
implement state-dependent behavior of classes or clusters of 
classes. Thus, one effective way to locate the branch fault in an 
OO program is to identify a condition on the object or object clus-
ter state that activates the fault. In this paper, we briefly present 
our recent work regarding this basic idea. The presented approach 
combines static and dynamic analysis. It first generates a set of 
suspicious candidates by extracting relevant predicates from the 
source code, and then filters out irrelevant candidates by analyz-
ing program state history which is recorded incrementally in the 
executions of successl and failure-inducing test cases. 

Categories and Subject Descriptors 
D.2.4 [Software Engineering]: Testing and Debugging – debug-
ging aids, diagnostics 

General Terms 
 Verification, Measurement 
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1. INTRODUCTION 
Software debugging is a process that locates and removes faults in 
a program. It involves at least two core activities: finding the 
cause of a failure (known as a fault) and modifying the related 
code. Previous empirical studies [7] report that fault localization 
if performed manually often contributes to major software devel-
opment cost. Automating the process of fault localization is there-
fore desirable.  

Due to the prevalent use of branch statements in programming, 
faults related to them have received extensive attention [5] [8] [9] 

[15]. We refer to this kind of fault as a branch fault. Branch faults 
are especially common in object-oriented (OO) program. Many 
OO design methodologies encourage the use of state models to 
analyze state-dependent behavior of classes or clusters of classes 
[1].A vastly popular way to manually implement them is to use 
branch statements. Branch faults are thus introduced into the sys-
tem by mistake or misunderstanding of these behaviors. For ex-
ample, in the entire bug history of a medium-sized java program 
nanoxml1, 75% of bugs are branch faults.  

For brevity, we classify the branch faults into three main catego-
ries. Their distribution in nanoxml is shown in Table 1. Other 
branch faults exist but are not as common as these three. Thus, in 
this work we focus on these three types only. Some examples of 
these three categories in OO program are illustrated in Table 2. 

1. Erroneous expression: The conditional expression of 
a branch statement is incorrect. Thus, in some case the 
program execution will follow a wrong branch.  

2. Erroneous branch: The computation in a branch 
statement is faulty. Whenever this branch is executed, 
the error may thus be triggered. 

3. Missing branch: An entire branch is missing. This 
branch can be the “else” part of the “if” statement, the 
whole “if” statement, or a case in “switch” statement, 
and so on. 

Table 1: Distribution of branch faults in nanoxml 
Erroneous 
expression 

Erroneous 
branch 

Missing 
branch 

Others (Not 
branch fault) 

15% 42% 18% 24% 

The branch fault is activated if the program state satisfies some 
particular condition prior to the execution of the branch statement. 
We refer to this condition as the fault-enabling condition, which 
intuitively is a predicate over the program state. For example, for 
an “Erroneous condition expression” fault, the fault-enabling 
condition is the exclusive-or of correct expression and erroneous 
expression. Some concrete examples of fault-enabling conditions 
are shown in Table 3. 

We conjecture that locating a branch fault should involve finding 
the erroneous or missing branch statement in the program as well 
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as the fault-enabling condition. This information facilitates fault 
repair. When the complete specification of the program is not 
available, localization of branch faults by static analysis would be 
difficult. Thus, some authors propose dynamic analysis ap-
proaches, such as DIDUCE [6] and Carrot [12]. The basic intui-
tion is to first hypothesize a list of suspicious program points. 
They are typically located right before every branch statement. 
Next, the history of the program state is recorded in both the suc-
cessful runs and failure-inducing runs. Then an analysis is per-
formed to find a list of predicates that hold and only hold in the 
execution of failure-inducing test cases. These predicates form a 
candidate set of suspicious fault-enabling conditions. Developers 
can thus select a condition from the candidate lists. If the condi-
tion is a fault-enabling condition, the branch fault is located. 

Table 3: Examples of fault-enabling conditions 
Faults Fault-enabling Condition 

Wrongly type “if(A||B)” as “if(A&&B)”  (¬A&&B)||(A&&¬B) 

Processing in “if(A&&B){…}” is erroneous (A&&B) 

Missing the else part of “if(A&&B){…}” (¬A||¬B) 

Although the basic idea is straightforward, in practice there are at 
least three important issues. First, pre-determining a set of rele-
vant predicates is required. Existing approaches use a fixed 
scheme set to generate such a set. For example, for any two inte-
ger variables a and b, a>b, a<b, a=b, a≤b, a≥b are added into the 
initial set. However, it is heuristic and thus may not cover the 
fault-enabling condition, which seriously degrades the fault-
locating accuracy [12]. On the other hand, it is practically impos-
sible to include all predicates on the program state. Hence, how to 
find a suitable initial set becomes an important issue. Second, 
recording program state history is a very expensive operation in 
terms of space and time. For example, running the Daikon [4] tool 
(which is used by Carrot to record program state history) on one 
single run of a utility java program will result in 11.5 gigabytes of 
program states history [11]. Scalability thus is a prime concern. 
Finally, a lot of predicates in the candidate set are redundant, 
which are undesirable since it increases the analysis cost. This 
problem is also discussed in [8]. 

In this paper, we focus on how to alleviate the first two problems 
of localizing faults in OO programs. In an OO program, branch 
statements are often used to implement state-dependent behavior 
of classes or class clusters. Thus, the conditional expression and 
its corresponding fault-enabling condition would involve query-
ing the state of an object or object cluster. Based on this observa-
tion, we propose a static analysis step to find relevant predicates 
from a source code instead of using a fixed set of a predicate 
scheme. We also investigate how to exploit the relationships be-
tween program points and how the program’s state history can be 
recorded incrementally in order to improve the time and space 
efficiency. 

The remainder of this paper is organized as follows: Section 2 
discusses the related work for locating branch faults. Section 3 
analyzes the problem in more detail while Section 4 presents our 
approach. Section 5 discusses how this work will be evaluated, 
and portrays future work.  

2. RELATED WORK 
Various studies have been conducted on automated fault localiza-
tion. Static analysis [10] checks a source code against several pre-
defined properties. Violation of these properties indicates poten-
tial faults. Dynamic analysis, instead, relies on the information 
collected from program execution, which is more suitable for 
detecting branch faults that are related to program-specific seman-
tics. Besides DIDUCE [6] and Carrot [12], there are at least two 
other categories of dynamic analysis techniques that can be used 
for locating a branch fault: 

Statistical debugging: statistical debugging [5] [8] [9] focuses on 
the comparison of statistics that characterize the runtime behavior 
between failure-causing executions and successful executions of a 
program. The runtime behavior is recorded in the evaluation his-
tory of conditional expression as a predicate. Statistics on this 
history are collected over multiple executions and analyzed after-
ward. For example, Chao et al. [9] build two statistical models for 
each predicate on evaluation history of failure-causing executions 
and successful executions, respectively. If the two modes of a 
predicate differ significantly, then this predicate is suspicious. A 
common requirement for statistic debugging is that a large 
amount of test cases, both successful and failure-inducing, are 
needed to gain statistical significance. In practice it may not be 
satisfied, especially for failure-inducing test cases. Another short-
coming is that it only gives the location of suspicious conditional 
statement without the information on the fault-enabling condition. 

Predicate switching: predicate switching [15] follows a totally 
different idea from statistical debugging. Instead of just observing 
and comparing the dynamic behavior, it tries to modify the run-
time behavior of a program by changing the evaluation results of 
a predicate’s outcome and alters the control flow. Given a failure-
inducing test case, this approach repeatedly executes the program 
and tries switching the results of each predicate evaluation in-
stance in a separated run until a run of the program gives the cor-
rect result. Then, by examining the last switched predicate, the 
faulty conditional statement can be identified. This idea is similar 
to Delta Debugging [14], which tries to change the value of vari-
ables instead of the predicate evaluation result. The advantage of 
predicate switching is that it only requires one failure-inducing 
test case to locate the fault. However, predicate switching can 
only handle an erroneous conditional expression. In case of erro-
neous processing, switching the corresponding predicate evalua-
tion result generally does not produce the correct output. Besides, 
a fault related to a missing branch can not be located by this tech-
nique. 

Table 2: Examples of branch faults in AspectJ compiler (all from class org.aspectj.weaver.bcel.BcelWeaver) 
Bug ID Category Bug fix 

125699 Erroneous conditional 
expression 

Change “if(advice.getConcreteAspect().isAnnotationStyleAspect()){…}” at line 502 to  
“if(advice.getConcreteAspect().isAnnotationStyleAspect()|| 
     advice.getDeclaringAspect()!=null&& 
     advice.getDeclaringAspect().resolve(world).isAnnotationStyleAspect()) {…}” 

77166 Erroneous branch Modify the branch body of “if (!ba.hasMatchedSomething()) {…}” at line 1004 

119882 Missing branch Adding a branch statement at line 1092: 
“if(theDelegate.getClass().getName().endsWith("EclipseSourceType")){...}” 



3. ANALYSIS OF THE PROBLEM 
As mentioned in Section 1, one effective way to locate a branch 
fault is to find a list of candidate fault-enabling conditions that 
hold and only hold in failing runs of programs. To find this candi-
date set, we need to first hypothesize a list of relevant predicates 
and then use dynamic analysis to filter out the irrelevant. Two 
basic observations in an OO program are helpful for finding such 
a relevant predicates set:  

First, in an OO program, conditional expression of branch state-
ments are typically predicates on the observable state of objects 
instead of an internal state. This observation is not surprising 
since OO methodologies encourage information hiding and dis-
courages direct examination of the value of object attributes to 
determine the program state. For example, in Table 2, all condi-
tional expressions consist of predicates on the return value of 
query-only methods [13] instead of object attributes. A more 
complicated case involves the observable state of a cluster of 
objects, such as whether two list objects contain the same number 
of items.  

Second, the conditional expression often consists of several 
atomic predicates over the observable state of an object. These 
atomic predicates are often meant to be the predicate abstraction 
of observable states and we observe that they often appear more 
than once in the source code. Let us clarify the meaning of atomic 
predicates using an account example. Suppose that the observable 
state of a class account contains an integer attribute representing 
its current balance. Without other information, guessing the rele-
vant predicates on it would be difficult. However, if the balance is 
compared with some constant values such as “100” and “500” 
throughout the source code (e.g., balance > 100, balance < 500, 
we call them atomic predicates), then the relevant predicates of 
the fault-enabling condition can be heuristically constructed as a 
logic expression of these atomic predicates (e.g. balance > 100 
and balance < 500). Our observation is that in an OO program, 
this is often the case. Although predicate abstraction of an observ-
able state may not be explicitly available in the class definition, 
they can be mined from other parts of source codes containing 
reference to the observable state.  

These two observations give hints on how to determine the set of 
hypothesized fault-enabling conditions: for each class, we first 
identify its observable state from its definition, then we mine the 
atomic predicates to generate the initial relevant predicates set. 
However, to what extent these observations hold for typical OO 
programs is unclear. We are implementing a static analysis tool 
prototype to examine several large open-source programs to ver-
ify the above conjecture.   
Now assume that given a program point, we can construct a rele-
vant predicate sets as candidates of fault-enabling condition. The 
next research question is where a fault-enabling condition may 
locate in the source code. For an erroneous conditional expression 
fault and an erroneous branch fault, the position is at the condi-
tional expression of a branch statement. However, for a missing 
branch fault, the position is unclear. For simplicity, we choose the 
entry and exit of block statements, where the missing branch may 
most likely be located.   

4. APPROACH 
Based on the analysis of the problem, we propose our approach 
for locating a branch fault in an OO program. In this section, we 

first formulate the problem, then introduce the basic work flow of 
our approach and discuss our techniques.  

4.1 Formulating the problem 
Based on the analysis in Section 3, we define relevant concepts as 
follows: 

Definition 1 (Observable state): Given an object of class C, its 
observable state with respect to a concrete state S is defined as 
O= <O1, O2, O3…On >. Each Oi is called an observable state 
component which is determined by a query-only method M of C 
that does not receive object reference as argument. If M returns a 
primitive type value, then this return value directly forms a com-
ponent. If it returns an object reference of Class C’, then the ob-
servable state components of C’ are added as observable state 
components of C.  

Given m objects of classes C1, C2, C3…Cm, the observable state of 
this m-objects cluster is the union of all these objects’ observable 
states in addition to some joint state components. These joint state 
components are determined by query-only methods of C1, C2, 
C3…Cm that receive object references of C1, C2, C3…Cm as argu-
ments.  

Note that an observable state may contain a recursion structure. 
For example, suppose there an item object has a query-only 
method returning reference to its container, while its container in 
turn has a pure method returning reference to this object.  

Definition 2 (Predicate abstraction): A predicate abstraction p is 
defined as an atomic predicate on an observable state O of an 
object or an object cluster. This can be a comparison of state com-
ponents with some constant value, a comparison of two state com-
ponents, or the state component itself if it is a Boolean value. 

Given a program point P, there are a set of objects visible at the 
program point. We model the program state at P as the observ-
able state of these visible objects. The relevant predicates at this 
point are thus a logic composition of predicate abstractions on this 
observable state. 

4.2 Work flow of our approach 
The basic work flow of our approach is: For each program point, 
we generate a set of relevant predicates. Then we run the failure-
inducing and passed test cases separately and record an observ-
able state history for all program points. Next, in the relevant 
predicates set of each program point, we identify predicates that 
hold and only hold in the execution of failure-inducing test cases. 
Finally, developers review these predicates to find the real fault-
enabling condition.  

In the first step, we use a static analysis technique to find predi-
cate abstractions in the program and use them as atomic predi-
cates of candidate relevant predicates. If the observations in Sec-
tion 3 hold, then intuitively the resultant predicate set would have 
a higher chance to cover the fault-enabling condition than the 
aforementioned heuristic approach.  
The second step is to dynamically collect program state history. 
While it can be done automatically, the time and space complexi-
ties become the main concerns. Specifically, a straightforward 
implementation that retrieves and records whole program states at 
every execution instance of a program point is impractical for 
real-life programs like AspectJ compiler, which contains thou-



sands of methods with tens of thousands of program points. Each 
program point may be executed many times in a run. Recording a 
full program state history is neither time nor space-efficient.  
To tackle these problems, we observe that there are a lot of re-
dundancies in the straightforward implementation. Some objects 
are shared among different program points either intra-
procedurally or inter-procedurally. And not all components of the 
observable state change across two consecutive program points 
sharing this object. A more appealing approach is to record a full 
observable state only at some program points. Then at other pro-
gram points we only record state delta, that is, components that 
have changed afterwards. Intuitively, two object references at two 
program points may refer to the same object. We say that object 
reference RA at program point A covers object reference RB at 
program point B iff: at an execution instance of B, RB refers to 
object o, and then there must exist previously an execution in-
stance of A in which RA also refers to o. Once we determine the 
covering relation of all object references at different program 
points, the recording process could be simplified. For those ob-
jects not covered by other object references, we record all their 
object states; otherwise we only record the state delta. However, 
to determine the exact covering relation would be difficult. To 
this end, we introduce the notion of a dynamic dominance graph 
to determine a safe approximation of the covering relation. The 
basic idea is to determine the dynamic dominance relation be-
tween program points, and then use static analysis to determine a 
subset of covering relations. 
A remaining issue is how to find the fault-enabling condition. 
This is a standard AI problem setting which is similar to those 
focused on inductive logic programming (ILP) [2]. We are search-
ing for an effective algorithm for this particular problem. 

5. EVALUATION 
Our experimental plan aims to investigate whether our approach 
can efficiently locate a branch fault in real-life programs. The 
evaluation is three-fold. First, whether or not the fault-enabling 
condition can be covered by the relevant predicate set generated 
in the static analysis step. Second, whether or not the incremental 
recording approach can improve the time and space efficiency 
comparing to the straightforward approach. Third, how the quan-
tity and quality of passed and failure-inducing test cases affect the 
accuracy of the results. Currently, we are conducting an experi-
ment on several open-source projects including AspectJ to gather 
raw data for analysis. 
There is still a lot of work to be done. In particular, it is unclear 
whether or not using an abstract program states to hypothesize 
fault-enabling conditions is effective for locating branch faults. 
More careful investigation on bug history of real-life projects is 
desirable. Besides, effective algorithms for finding fault-enabling 
conditions from recorded program state history is still to be de-
vised. We are also interested in investigating the possibility of 
running this algorithm online. 
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