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ABSTRACT

Failure investigation and statistical debugging are two crit-
ical components in automated failure analysis. Although
related, the two components have always been studied sep-
arately in previous work. In this paper, we propose a fault-
aware fingerprinting technique that relates the two compo-
nents and puts them into mutualism, i.e., each component
benefits and benefits from the other. Technically, we use
statistical debugging algorithms to find the fault location
each failing trace suggests, and take the suggested fault lo-
cation as the fingerprint of the failing trace. The fingerprint
is fault-aware in that it embodies the fault location each
failing trace suggests. With fingerprinting, we can cluster
together failing traces that suggest similar fault locations,
rather than those that are literally similar to each other
as done by previous work. We observe from experiments
that the fingerprint-based clustering renders more meaning-
ful results than the literal trace similarity-based approach.
On the other hand, we also observe that the investigation
of failing traces in the fingerprint space can help developers
interpret statistical debugging results. In this paper, we re-
port on the achieved results that exemplify the promises of
the fault-aware fingerprinting technique, and propose future
work for discussion and comments.
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1. MOTIVATION

Recent complex software systems, like Netscape/Mozilla,
Microsoft Windows and GNOME, usually feature a failure
reporting component, which, with the user’s permission, au-
tomatically collects and sends back failing traces for future
analysis. In principle, these collected failing traces could

Permission to make digital or hard copies of all or part o thvwork for

personal or classroom use is granted without fee providatdbpies are
not made or distributed for profit or commercial advantage that copies
bear this notice and the full citation on the first page. Toyootherwise, to
republish, to post on servers or to redistribute to listguies prior specific
permission and/or a fee.

Copyright 200X ACM X-XXXXX-XX-X/XX/XX ... $5.00.

be used for fault diagnosis. But as collected failing traces
are usually due to multiple faults, developers need to first
cluster failing traces likely due to the same fault together,
and then assign each cluster of failing traces to responsible
developers accordingly. As failing traces can be automati-
cally collected in large volumes, automated algorithms are
needed.

Podgurski et al. propose to cluster failing traces based
on the literal trace similarity [16]. For example, traces with
similar branch and statement coverage are grouped together.
Their hypothesis is that failing traces due to the same fault
likely exhibit similar program behaviors. But as will be seen
in Section 4, because a fault can be triggered by different
inputs in different ways, the resultant program behavior can
be quite divergent. Therefore, new algorithms are needed
to cluster traces due to the same fault together, rather than
those with similar behaviors. We denote this the clustering
problem, a central problem in failure investigation.

Ultimately, the collected failing traces are used for fault
diagnosis. Recent years have seen a number of fault local-
ization algorithms developed [2,6,9,10,13,15,17-19], which
can automatically identify likely fault locations. According
to a recent study [11], statistical debugging algorithms, rep-
resented by TARANTULA [9], LI1BLITO5 [10] and SOBER [13],
are generally more accurate than the others. However, de-
spite the accuracy, people usually complain about the in-
terpretability problem of statistical debugging. Specifically,
statistical debugging generates a ranking of all instrumented
predicates as the debugging result. However, without a con-
crete failing case, a developer may find it hard to under-
stand why certain predicates are ranked high. Therefore, in
order to take advantage of the high accuracy of statistical
debugging, a concrete failing trace that can illustrate the
debugging result needs to be found.

Although both failure investigation and statistical debug-
ging are related to fault analysis, they two have always
been studied separately in previous work. In this paper, we
propose a fault-aware fingerprinting technique that relates
them, and furthermore puts them into mutualism. The mo-
tivation is that now that we want to cluster failing traces
due to the same fault together, why do not we automatically
find the fault location each failing trace suggests through sta-
tistical debugging algorithms, and then cluster failing traces
based on the suggested locations? We take the fault loca-
tion each failing trace suggests as the fingerprint of the fail-
ing trace, and investigate failing traces in the fingerprint
space, rather than in the original trace space. Because



the fingerprint embodies the suggested fault location (fault-
awareness), clustering in the fingerprint space will likely ren-
der more reasonable results. Moreover, because the debug-
ging result from statistical debugging is in the same form as
fingerprints, a proper failing trace that can illustrate the de-
bugging result can be found in the fingerprint space. There-
fore, by virtue of the fingerprinting technique, the cluster-
ing problem in failure investigation and the interpretability
problem in statistical debugging can be tackled simultane-
ously.

The rest of the paper is organized as follows. We first
discuss related work in Section 2, and then present the fault-
aware fingerprinting technique in Section 3. We report on
achieved results and propose future work in Sections 4 and
5, respectively. Finally, Section 6 concludes this proposal.

2. RELATED WORK

First, statistical debugging is related to fault localization
in general. A great number of localization algorithms have
been developed recently [2, 6,9, 10, 13,15, 17-19]. Despite
their different appearances, these algorithms share a com-
mon debugging principle, that is, to contrast failure traces
against passing ones. Depending on whether one or multiple
failing traces are used in contrast, existing algorithms can
be grouped into the following two categories.

The first category includes algorithms that contrast a given
failing trace to a passing one, as represented by Delta De-
bugging [18], its derivatives CT [2] and HDD [15], NN /PERM
[17], SLICECHOP [6] and PREDSWITCH [19]. The passing
trace can be either given, like in Delta Debugging, CT and
HDD, or automatically derived, like in NN /PERM, SLICECHOP
and PREDSWITCH. For example, the passing trace used by
NN/PERM is derived by searching a set of available pass-
ing traces, and that used by SLICECHOP and PREDSWITCH
is simply the failing trace when the failure is avoided un-
der certain manipulations. On the other hand, the second
category mainly consists of statistical debugging algorithms,
which contrast multiple failing traces against a set of pass-
ing ones. Representative algorithms are TARANTULA [9],
LiBLITO5 [10] and SOBER [13].

Because statistical debugging bases its fault analysis on
multiple failing traces, the interpretability problem natu-
rally arises: It is unclear which failing trace can illustrate
the debugging result. In comparison, algorithms in the first
category do not suffer from the interpretability problem be-
cause whatever debugging result is derived from the given
failing trace. Although short on interpretability, statistical
debugging is shown to be more accurate than those in the
first category [11]. Therefore, if the interpretability prob-
lem can be alleviated or solved, statistical debugging will be
more appealing.

The second line of related work is around automated anal-
ysis of failure behaviors, which includes the following two
major problems: (1) how to distinguish failing traces from
passing ones, and (2) how to identify failing traces due to
the same fault from a set of failing traces. For a higher
level of automation, no specification is usually assumed.
Previously, researchers applied classification techniques to
the first problem, and encouraging results have been ob-
served [1,7]. Besides classification-based techniques, Dick-
inson et al. propose a clustering-based approach, called clus-
ter filtering, which relates clustering outliers to failing traces
in a set of mostly passing executions [3,4]. As to the sec-

ond problem, the most remarkable approach is proposed by
Podgurski et al. [16], which clusters failing traces based on
the literal trace similarity. So far, we have not seen any work
that utilizes existing fault localization algorithms to better
understand and analyze failure behaviors.

3. FAULT-AWARE FINGERPRINTING

Suppose a program P is instrumented with L predicates,
and a set of m failing traces F = {fi, f2, -+, fm} and a
set of n passing traces P = {pi1,p2, - ,pn} are collected.
Conventionally, a statistical debugging algorithm, denoted
as SDA, takes P and F as inputs, and produces a predicate
ranking 7 as the fault debugging result, i.e., 7 = SDA(F, P).
We call 7 the global ranking because it is derived from all
the available failing traces. In general, higher ranked predi-
cates are more likely to be fault-relevant, i.e., pointing to the
fault location or its vicinity. Let 7(¢) denote the rank of the
predicate P; in 7. We say predicate P; ranks higher or before
predicate P; in 7 if and only if 7(i) < 7(j). For example,
7(3) = 1 means that the predicate Ps is the highest and its
rank is one.

As one may have noticed, SDA does not require F' and
P in their entirety. Instead, any subsets of F' and P can
be contrasted through SDA. As an extreme case, we can
contrast each failing trace f; € F' against P, and obtain the
debugging result 7;, i.e.,

7 =SpA({f:},P) (i=1,2,--- ,m). (1)

7; is called an individual ranking, and is taken as the finger-
print of f;. Moreover, because 7; shows the fault location f;
suggests, it is fault-aware.

Now that failing traces are fingerprinted into predicate
rankings, we can assess the proximity between failing traces
(i.e., failure proximity) in the fingerprint space. A distance
function Dist is needed to define on pairs of predicate rank-
ings, such that Dist(7s,7;) is small if and only if f; and
fj roughly suggest the same fault location. Once such a
Dist function is decided, the pair-wise distance between fail-
ing traces can be calculated, based on which failing traces
can be clustered accordingly. Because failing traces suggest-
ing roughly the same fault location are clustered together,
we hope this fingerprint-based approach could render better
clustering results. Finally, we note that because 7 is also
a predicate ranking, its distance from individual rankings
can also be calculated with the same Dist function. This
makes it possible to find a proper failing trace to illustrate
the debugging result 7.

In comparison with previous methods that group failures
based on the literal trace similarity, this fingerprint-based
approach features following advantages.

e Clustering in the fingerprint space are more likely to
group failing traces due to the same fault together by
virtue of the fault awareness of fingerprinting.

e Since only failing traces suggesting similar fault loca-
tions are clustered together, thus formed clustering au-
tomatically provides a guess about the fault location
the traces in each cluster are due to. Specifically, the
predicates ranked high in most individual rankings of
each cluster is the guessed fault location. This could
guide the assignment of failing traces to the respon-
sible developers, a task that might otherwise requires
non-trivial manual work.



e Because the distance between 7 and 7;’s can be calcu-
lated, the failing trace whose fingerprint is the closest
to 7 is a proper failing trace to illustrate the debugging
result.

As one can see, the last two advantages cannot be accom-
plished through trace similarity-based clustering. In the
next section, we report on our achieved results, which sup-
port the above three advantages.

4. ACHIEVED RESULT

In 2005, we developed a statistical debugging algorithm,
called SOBER, which automatically sifts fault-relevant pred-
icates based on a similar reasoning as hypothesis testing.
Specifically, every instrumented predicate is pre-assumed in-
nocent (i.e., irrelevant to fault) until a great divergence has
been observed between its behavior in failing and passing
traces. Readers interested in the technical details of SOBER
are referred to [13] and [11].
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Figure 1: Localization Quality Comparison

The SOBER algorithm proves effective in fault localization.
Figure 1 shows the quality comparison between SOBER and
another six existing localization algorithms, as evaluated on
the Siemens suite [8]. The Siemens suite contains 130 faulty
versions of seven subject programs, where each faulty ver-
sion contains one and only one manually injected fault. The
x-axis is for the T-score, which estimates what percentage
of code needs to be examined (before locating the fault)
given a debugging result. The y-axis indicates how many
faults can be located by each algorithm under a specific
T-score. The algorithms PREDSWITCH [19], HDD [15] and
SLICECHOP [6] are not depicted in Figure 1 because no re-
sult on the Siemens suite is available for PREDSWITCH and
HDD, and only 38 faulty versions were used in the evalua-
tion of SLICECHOP [6]. As indicated by Figure 1, SOBER
is clearly among the most effective fault localization algo-
rithms. We also compared SOBER with SLICECHOP on their
used 38 versions, and SOBER was shown better [11].

Besides SOBER, we recently implemented the fault-aware
fingerprinting technique, and had initially verified its us-
age [12]. Specifically, we instantiated SpA with the SOBER
algorithm, and Dist with a weighted Kendall’s tau distance.
For clarity in what follows, we define the failure proximity
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Figure 2: Proximity Graphs with R-Proximity (left)
and T-Proximity (right)

calculated in the fingerprint space as R-PROXIMITY, and re-
fer to the proximity based on literal trace similarity [16] as
T-PROXIMITY.

We evaluated the advantages of R-PROXIMITY over
T-PROXIMITY through a case study on grep-2.2, where two
logic faults were manually injected. The first fault is an “off-
by-one” error injected at Line 533 in grep.c, and the other
one is a “subclause-missing” error at Line 2270 in dfa.c.
The two faults together failed 136 of the entire 480 test
cases (48 due to the first fault and the other 88 due to the
second). Figure 2 visualizes the proximity between the 136
failing cases under R-PrOXIMITY (left) and T-PROXIMITY
(right). The red crosses and blue circles represent the fail-
ing cases due to the first and the second fault, respectively,
and the red cross bounded by a diamond symbol denotes
the global ranking.

Supportive results for the claimed three advantages are
observed from this case study. First, failing traces tend to
form denser clusters under R-PROXIMITY, as indicated by
the rectangular region in the left figure where failing traces
due to the second fault form a dense cluster. In contrast,
these traces stretch in a line under T-PROXIMITY. This ob-
servation indicates that failing traces due to the same fault
can actually exhibit quite divergent behaviors, which ex-
plicitly undermines the hypothesis held by T-PROXIMITY.
Secondly, by examining the top predicates of the constitute
rankings, failing traces in each cluster can be assigned to re-
sponsible developers in a guided way. For example, as most
rankings in the rectangular region rank a predicate pointing
to Line 2270 of the dfa.c file at the top, the corresponding
failing traces should be assigned to the developers in charge
of the dfa.c file. Finally, a failing trace whose fingerprint
is the closest to the global ranking is easily found under
R-PrOXIMITY. And this trace proves helpful to help devel-
oper interpret the debugging result. Readers interested in
more experimental details are referred to [12].

5. PROPOSAL OF FUTURE WORK

Because the fault-aware fingerprinting technique provides
a brand-new presentation of failing traces, we believe its
usage has not been fully exploited. In this section, we put
forward three pieces of future work for discussion.

5.1 Fault Localization as Election

Because fingerprint rankings embody the fault each failure
trace suggests, we now consider an election-like approach to
fault localization. Specifically, the instrumented predicates
are the candidates, and each failing trace is like a voter. In
consequence, the fingerprint rankings are the votes for fault



locations: higher ranked predicates (i.e., locations) receive
a larger weight of favor. If we can consolidate the m votes
T1,T2,- - , Tm properly, better fault debugging results can be
expected by the virtue of election.

The problem of consolidating multiple rankings is called
rank aggregation, and has been well-studied in both statis-
tics and computer science [5,14]. But no one has explored its
usage in fault localization. Moreover, based on our under-
standing, some widely-adopted rank aggregation algorithms,
like MedRank [5], may not immediately apply to fault lo-
calization because some factors specific to fault localization
need to be considered. For example, the proximity between
predicates should be taken into account, and some superflu-
ous predicates may need to be first excluded before aggre-
gation.

5.2 PDG-based Proximity Measurement

Although encouraging results have been obtained with
R-PrOXIMITY, where the Dist function is instantiated with
a weighted Kendall’s tau distance, there could be other dis-
tances to better quantify the extent to which two fingerprint
rankings suggest the same fault. In R-PROXIMITY, the prox-
imity between predicates is not considered, which could be
a potential drawback. For example, suppose P; and P» are
two predicates pointing to two different but close locations.
Then under R-PROXIMITY, two rankings with P, and P»
as the top predicate respectively are regarded dissimilar al-
though they do suggest the same location. Therefore, a dis-
tance function that takes predicate proximity into account
will likely perform better.

Inspired by how T-score is defined to measure the proxim-
ity between debugging results and the real fault location [13],
we propose to define Dist based on Program Dependency
Graphs (PDGs). First, the top-k predicates of each rank-
ing are treated as the set of fault locations suggested by the
corresponding failing trace. Then the distance between two
failing traces is defined by the closeness between the two
sets of locations on PDGs. For example, we can expand
the two sets of locations simultaneously through breadth-
first search, and check what percentage of the entire PDG is
covered before the expanded sets intersect. In comparison
with R-ProximiTy, this PDG-based approach incorporates
PDGs as a knowledge base for distance calculation, and in
consequence, is expected to characterize the failure proxim-
ity more truthfully.

5.3 Beyond Statistical Debugging

Although our discussion has been around statistical de-
bugging so far, the fingerprinting idea is actually compati-
ble with other debugging algorithms. The only requirement
for a given debugging algorithm is a distance definition that
properly quantifies the closeness between two debugging re-
sults. Now that a great number of fault localization algo-
rithms have been developed, it could be interesting to inves-
tigate what distance is needed by each algorithm, and which
algorithm best fingerprints failing traces for clustering.

6. CONCLUSION

In this paper, we proposed a fault-aware fingerprinting
technique that relates statistical debugging and failure inves-
tigation, and furthermore puts them into mutualism. The
statistical debugging-based fingerprinting technique renders
more meaningful clusterings of failing traces, and failure in-

vestigation in the fingerprint space helps alleviate the inter-
pretability problem of statistical debugging. We reported
on the achieved results, and proposed three pieces of future
work for discussion.

Because our background is mainly on statistics and data
mining, we are eagerly seeking comments and guidance from
experts in software engineering community. For example,
we are unclear what future work is really worthwhile, and
would like to know how industry processes the huge volume
of collected failing traces .
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