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ABSTRACT

Our research proposes a novel framework to automatically infer
system-specific interface properties from program source code us-
ing static model-checking traces.

Area: Software Engineering, sub-area: Software Verification

1. INTRODUCTION
Robustness, security, and performance of software systems are

governed by various temporal properties related to system inter-
faces. Violations of these properties often lead to system crashes,
security compromises, and performance degradation. Static verifi-
cation has been shown to be effective in checking temporal prop-
erties related to system interfaces. But manually specifying these
properties is cumbersome and requires the knowledge of interface
specifications. We design and implement a novel approach [1] to
effectively generate a large number of concrete interface robust-
ness properties for static verification from a few generic, high-level
user specified robustness rules for exception handling. Interface
specifications, required for the generation of concrete properties,
and many system-specific properties are often not documented by
developers. Our research proposes a novel framework to automati-
cally infer system-specific interface specifications [2] and temporal
properties from program source code. We use a model checker to
generate static traces related to the interfaces. The interface specifi-
cations and temporal properties are inferred from these traces using
statistical analysis and certain heuristics. We report our initial ex-
perience of applying our framework on the POSIX-APIs used in
Redhat-9.0 open source packages. We implement our ideas in an
existing static analyzer that employs push-down model-checking.

The rest of the paper is organized as follows. Section 2 presents
our approach for generating interface robustness properties. Sec-
tion 3 presents our proposed framework for generating interface
traces using model checking, from which interface specifications
and properties can be inferred. Section 4 describes preliminary re-
sults. Section 5 presents related work and Section 6 concludes.
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Figure 1: A Framework for Generating Concrete Properties

2. PROPERTY GENERATION
Our goal is to allow developers to specify robustness rules gener-

ically without the knowledge of the system, language, or interfaces.
These rules can then be verified against the system under analy-
sis. To abstract away these details from developers, we use two
key observations about interfaces and their robustness rules. The
first observation is that related interfaces have similar structural el-

ements (such as function parameters, returns, return values on suc-
cess/failure, and error flags) when specified at a certain abstract
level. The second observation is that most interface robustness vio-
lations are temporal orderings of certain interface actions (such as
invoking an interface, checking interface return for success/failure,
dereferencing interface return value, aliasing interface return value,
and passing interface return value to a function) that could be per-
formed on an interface or its elements.

The overview of our approach [1] is shown in Figure 1. Develop-
ers define generic rules at a high level over interface elements and
actions, without the details of interfaces and source code. Generic
rules are Finite State Machines (FSM) whose transition edges are
interface actions. The details of interfaces are stored in a specifi-
cation database (specDB) and the source-code details of interface
elements and actions are stored in a pattern database (patternDB)
using the Abstract Syntax Tree (AST) notation. The generic rules
are translated into concrete properties by a propertyEngine that
queries specDB for interface-level information and patternDB for
source-code details of interface elements and actions. The pattern-DB
is a constant file specific to each programming language and con-
tains the source code information for different language operations
(such as dereference and check) that can be performed on simple
and derived data types. The pattern-DB can also be built for lan-
guages such as C++ and Java. The details of our approach are given
elsewhere [1].
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Figure 2: Framework for Inferring Interface Specifications

3. PROPOSAL AND CONTRIBUTIONS
For our preliminary experiments and results [1], we manually

generated the specification database for more than 280 POSIX-
APIs. Although it is a one time effort, it is a tedious process.
POSIX-APIs are widely used and well known. Their specifications
can be found in the UNIX manual pages. But most interfaces are
system or application specific and their specifications are often un-
documented. The return values of such interfaces on success and
failure, error flag values, proper checking routines, or correct usage
of a given interface or a set of interfaces cannot be immediately
inferred from inspecting the source code.

We next concisely describe our approach to derive these specifi-
cations automatically from the program source code by using infer-
ence techniques on model checking traces. The key idea is to force
the model checker to output interface action traces along each ex-
ecution sequence in the program. Trigger automata are used for
this purpose and can be generically specified by the users. The pro-
gram statements in these traces contain interface actions that are
necessary for specDB inference. Trigger automata are Finite State
Machines in which state transitions happen on selected interface
actions. Unlike the FSMs representing generic rules, these au-
tomata do not define any interface rules. Instead, the trigger FSM
causes the push-down model checking procedure to selectively and
conservatively output interface action traces. Interface specifica-
tions are inferred from these action traces. Our inference algo-
rithm uses certain heuristics such as “failure checks are usually fol-
lowed by a call to exit or similar other abort routines”, “interface
returns are usually checked against failure values”, and “failure re-
turn values are usually negative numbers”. The high-level overview
of our framework is shown in Figure 2.

We can extend our proposed framework to infer application-specific
interface properties (from the source code), which are often not
documented by the developers. These properties, if violated, can
have robustness, security, performance, or race-condition implica-
tions. Interface robustness properties, for example, are often intra-
procedural in nature. Such properties can be inferred from analyz-
ing intra-procedural model-checking traces. For a given interface,
we can write trigger automata to cause the model checker output
traces involving interface actions and other program statements
that get invoked before, after, or between two interface actions.
From these traces, we can infer how other interfaces, function calls,
parameter variables, success/failure checks, and other related pro-

gram statements interact with the given interface. By implement-
ing simple data flow extensions to the push-down model-checking
procedure, we could infer basic data-flow-sensitive interface prop-
erties.

An important class of security properties dictate how an interface
or a set of interfaces can be used in the program [7,18]. Like robust-
ness properties, most security properties can be defined by certain
temporal orderings of interface actions. Intra-procedural analy-
sis is sufficient to extract most robustness properties from source
code. But many security properties that dictate the ordering of in-
terfaces cut across procedural boundaries. For a given set of in-
terfaces, we use the inter-procedural push-down model-checking
procedure of our static analyzer to generate program traces. Inter-
procedural properties can be mined from these traces. The users
specify a set of interesting APIs to be analyzed. Triggers are gener-
ated for these APIs from which properties are statistically inferred.
The inferred properties can be fed back to the model checker for
verification against other packages. Stronger inference can be done
based on the number of times the properties are violated or satis-
fied during this verification process and also on the knowledge of
locations where the property was violated. Program slicing tech-
niques [20] can be used to reduce the trace size. Program slicing
causes the model checker to output only those program statements
that are relevant to the set of interfaces under consideration. Slicing
reduces the trace size and increases the precision of property infer-
ence. Multiple packages can be analyzed to increase the trace size
if interfaces under consideration are sparsely used in the package
being analyzed.

In summary, we make the following major contributions:

• We design and implement an approach [1] for effectively
generating interface properties from a few generic, high level
robustness rules and apply it to the the well known POSIX-
API system interfaces.

• We propose a framework [2] for automatically inferring the
interface specifications directly from the program source code
and show how the inferred specifications can be used in gen-
erating robustness properties for static analysis.

• We explore how we can automatically and scalably infer system-
specific intra- and inter-procedural properties using statisti-
cal analysis on model checking traces.

4. PRELIMINARY RESULTS
We applied the property generation framework on 10 Redhat 9.0

open source packages. These 10 packages include nearly 100K
lines of C code. We specified six simple generic properties, all of
which pertain to the safe usage of memory pointers that hold the
interface return values. Roughly, 1000 concrete formal properties (
> 30,000 lines) were generated from 6 generically specified rules
( < 60 lines) for 280 POSIX-API interfaces, highlighting the ef-
fectiveness of our approach. For static verification, we selected 60
critical API calls that are mainly used for memory management,
file and string I/O, permission management, setting privileges, and
spawning processes. For these 60 APIs, more than 300 concrete
rules were generated and they were checked against the 10 Redhat-
9.0 open source packages for robustness violations. Given these
properties, the static analyzer detected around 200 robustness prob-
lems in 10 Redhat-9.0 packages. For static verification, we used a
publicly available static analyzer called MOPS [7] with our data
flow extensions. Table 1(a) presents the total number of robustness
property violations identified by our tool for each of the checked
packages. We have shown the API-level violation breakdown for



Table 1: Robustness violations detected for the open source

packages
package # errors 

ftp-0.17-17 18 

ncompress-4.2.4-33 6 

routed-0.17-14 15 

rsh-0.17-14 9 

sysklogd-1.3.31-3 27 

sysstat-4.0.7-3 24 

SysVinit-2.84-13 64 

tftp-0.32-4 14 

traceroute-1.4a12-9 7 

zlib-1.1.3-3 4 

   (a) Overall Errors 10 Packages              (b) Errors from SysVinit-2.84-13

API # errors API # errors 

fdopen 1 chdir 2 

closedir 1 fstat 3 

fflush 2 malloc 1 

fileno 1 open 2 

fputc 1 fclose 12 

fputs 2 putchar 1 

fseek 2 unlink 4 

ftell 1 write 4 

getpwuid 1 setuid 1 

close 26   

Table 2: Inference results for 7 APIs with largest trace size

across 10 open source packages

 fopen fdopen getenv getpwnam malloc open opendir 

ftp-0.17-17

ncompress-4.2.4-33 

routed-0.17-14

rsh-0.17-14

sysklogd-1.3.31-3 

sysstat-4.0.7-3 

SysVinit-2.84-13 

tftp-0.32-4

traceroute-1.4a12-9 

zlib-1.1.3-3

Inferred

Trace Size 100 13 15 6 70 116 8 

 : Specification inferred 

 : Specification not inferred 

one selected package (SysVinit-2.84-13) in Table 1(b). We re-
ported the detailed results elsewhere [1].

For the experiments above, the POSIX specification database
for 280 POSIX-APIs was manually built. We used our inference
framework to infer specifications for 60 critical APIs selected for
our property generation experiments. For these 60 APIs, more
than 100 concrete triggers were automatically generated by the
propertyEngine and they were used against the same 10 Redhat-
9.0 open source packages for specification inference. Table 2 presents
the inference results for 7 APIs across 10 packages.

We selected 7 APIs that gave largest total trace size with the
10 selected packages. The “Inferred” row in the table specifies if
the interace specification could be inferred from the 10 packages
we analyzed. An API specification is said to be inferred from the
analysis of a set of packages, if it can be inferred by at least one
package in the set. The last row in table shows the trace size for the
7 APIs across 10 analyzed packages. Of the 60 APIs, we success-
fully inferred the specifications for 22 APIs. Hence, just by analyz-
ing 10 packages, we inferred specifications for more than a third
of the critical APIs used in these packages. We expect the num-
ber of APIs with inferred specifications to increase as we analyze
more packages. When we analyzed the 10 open source packages
using the manually specified specDB with the approach [1] shown
in Figure 1, we found 188 robustness violations. Using the infer-
ence framework proposed on these 10 packages, we could detect 28
out of 188 robustness violations automatically. The false negative
ratio decreases as the number of packages analyzed increases. The
detailed results were reported elsewhere [2].

5. RELATED WORK
Engler et al. [9] infer bugs by statically identifying inconsisten-

cies from commonly observed behavior. They use simple system-
specific static analysis to automatically extract programmer beliefs

from the source code, and flag belief contradictions as bugs. They
specify a general template for a rule, and allow the automatic anal-
ysis to specialize the template to the checked system. We use trig-
ger automata to focus on certain parts of the code (for example,
interface actions) and infer interface specifications from model-
checking traces. In addition, our inferred specifications are com-
bined with generic robustness rules to generate concrete robustness
properties for static verification. We also propose a framework for
inter-procedural rule inference using model-checking traces.

Various approaches have been developed to dynamically infer
properties for a program and statically or dynamically check the
program against the inferred properties. For example, Ernst et
al. [10] developed the Daikon tool to infer operational abstractions
from test executions. Nimmer and Ernst [16] then feed these in-
ferred operational abstractions to a static verification tool in order
to filter out inferred operational abstractions that are not universally
true. Xie and Notkin [21] feed the inferred operational abstractions
to a test generation tool for finding their violations dynamically;
generated tests that cause the violations are selected for inspec-
tion. Yang et al. [22] infer temporal properties from program exe-
cutions and then feed the inferred properties to a static verification
tool in order to detect their violations for finding bugs. Ammons
et al. [3, 4] infers formal properties by observing program execu-
tion and concisely summarizing the frequent interaction patterns
as state machines. All the preceding approaches use dynamic in-
ference techniques and then check inferred properties with static
or dynamic verification, whereas our approach uses static infer-
ence techniques and verifies inferred properties with static verifi-
cation. Additionally, test cases are required for generating dynamic
traces and they might not exercise all the execution sequences in
the source code.

Static compiler analysis has been widely used to find bugs and
security holes in source code [14]. The Meta-Compilation (MC) [5]
project uses programmer-written compiler extensions to statically
find bugs in operating systems and cache protocols. MOPS [7] is
a control-flow-sensitive static checker that checks for certain vul-
nerable system-call sequences in a program. MOPS, however is
data-flow-insensitive. Tools like SLAM [6] and BLAST [12] are
static analysis tools based on theorem proving and model check-
ing boolean abstractions of a program with iterative refinements.
These tools do not hide the interface and source-code-level details
from the user. Our proposed framework and its implementation
could be easily adapted to effectively generate interface robustness
properties for these tools to check. Furthermore, we could adapt
these tools for the purposes of property inference. CHET [17]
uses model checking techniques to verify properties in moderate-
sized Java programs. Our current work focuses on inferring prop-
erties from packages written using C. We could adapt the CHET
tool for inferring properties from packages written in Java. Liu et
al. [15] developed LtRules, which receives a given set of APIs, cre-
ates all possible API properties determined by a set of templates,
and checks the generated API properties against “good” software
packages by using the BLAST [12] model checker. The template
instantiations that pass the BLAST test are considered to be prop-
erties. These properties are used for verifying other programs. This
technique requires “good” reference test programs and fails to in-
fer properties if reference programs have bugs. Our approach gen-
erates triggers from user-specified APIs instead of concrete prop-
erties like LtRules. As we use statistical techniques for property
inference, we can still infer properties from buggy programs.

Dwyer et al. [8] proposed a pattern-based approach that can ac-
commodate properties typically specified with temporal logic or
regular expressions. The PROPEL [19] approach provide templates



that explicitly capture details for patterns that commonly occur in
the properties that are created for model checking and other types of
analysis. With Propel, users are shown the evolving property spec-
ification in both natural language sentences and graphical finite-
state automata (FSA). Developers can use tools such as PROPEL
to write generic interface robustness rules. We address the problem
of effectively translating these generic rules into concrete proper-
ties across many system-specific interfaces, hiding the interface and
source code level details from the user.

Program traces have been previously used for various purposes
such as program understanding and debugging. Groce et al. [11]
present techniques for modifying a program such that it can pro-
duce exactly those executions consistent with a given trace of events,
enabling efficient analysis of the reduced program. Howard et al. [13]
propose a framework for analyzing traces by checking them against
a formal model using a standard model checker. We use a model
checker to output program traces related to the interfaces and use
them for property inference.

6. CONCLUSIONS
We designed and implemented a novel approach [1] to effec-

tively generate a large number of concrete interface robustness prop-
erties for static verification from a few generic, high-level user
specified robustness rules for exception handling. Results showed
that we can effectively generate more than a thousand useful inter-
face robustness properties for 280 POSIX-APIs from 6 generically
specified rules. Given these properties, the static analyzer detected
around 200 robustness problems in 10 Redhat-9.0 packages. Inter-
face specifications, required for the generation of concrete proper-
ties, and many system-specific properties are often not documented
by developers. Our research proposes a novel framework to au-
tomatically infer system-specific interface specifications [2] and
temporal properties from program source code. We use a model
checker to generate static traces related to the interfaces. The inter-
face specifications and temporal properties are inferred from these
traces using statistical analysis and certain heuristics. We imple-
mented a prototype for an existing static analyzer with our data-
flow and trace-generation extensions. The preliminary results are
promising. With our framework, we successfully inferred the spec-
ifications for 22 out of 60 POSIX-APIs by analyzing 10 Redhat-9.0
packages.
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