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Abstract—There is a growing consensus that crosscutting concerns harm code quality. An example of a crosscutting concern is a
functional requirement whose implementation is distributed across multiple software modules. We asked the question, “How much
does the amount that a concern is crosscutting affect the number of defects in a program?” We conducted three extensive case
studies to help answer this question. All three studies revealed a moderate to strong statistically significant correlation between the
degree of scattering and the number of defects. This paper describes the experimental framework we developed to conduct the
studies, the metrics we adopted and developed to measure the degree of scattering, the studies we performed, the efforts we
undertook to remove experimental and other biases, and the results we obtained. In the process, we have formulated a theory that

explains why increased scattering might lead to increased defects.

Index Terms—Crosscutting concerns, fault proneness, feature location, requirements traceability, mining software repositories,
metrics, statistical analysis, empirical software engineering, open source software.

1 INTRODUCTION

DESPITE the significant effort that developers put into
producing reliable software, defects still surface after
the software is deployed. Defects creep in at every stage of
the development process, avoid detection during testing,
and all too often appear as failures to the user. Enormous
effort goes into avoiding defects (e.g., defensive program-
ming) and, when that fails, detecting defects (e.g., code
inspections, program analysis, prerelease testing) to reduce
the number of defects in a delivered software system. These
efforts might be better directed if we had a better under-
standing of what causes defects.

This paper considers the possibility that one cause of
defects is poor modularization of the concerns of the
program. A concern is any consideration that can impact the
implementation of a program [53]. A software requirement is
an example of a kind of concern. When a concerns
implementation is not modularized, that is, the implemen-
tation is scattered across the program and possibly tangled
with the source code related to other concerns, the concern
is said to be crosscutting [42]. Several empirical studies [25],
[28], [29], [30], [47], [60], [64] provide evidence that
crosscutting concerns degrade code quality because they
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negatively impact internal quality metrics (i.e., measures
derived from the program itself [41]), such as program size,
coupling, and separation of concerns.

But, do these negative impacts on internal quality
metrics also result in negative impacts on external quality?
Internal metrics are of little value unless there is convincing
evidence that they are related to important externally
visible quality attributes [35], [38], such as maintenance
effort, field reliability, and observed defects [21].

We argue in this paper that crosscutting concerns* might
negatively impact at least one external quality attribute
defects, i.e., mistakes in the program text. Our theory is that
a crosscutting concern is harder to implement and change
consistently because multiple possibly unrelated loca-
tions in the code have to be found and updated
simultaneously. Furthermore, crosscutting concerns may
be harder to understand because developers must reason
about code that is distributed across the program and must
mentally untangle the code from the code related to other
concerns. We hypothesize that this increased complexity
leads to increased defects.

To formulate our theory, we present a formal model of
concerns and their relationship to program elements and
we introduce a set of metrics that measure the extent to
which that relationship is crosscutting. To test our hypoth-
esis, we conducted three case studies to gather data on
scattering and defect counts. We then applied correlation
analysis to gather empirical evidence of a cause-effect
relationship between scattering and defects.

We found a moderate to strong correlation between
scattering and defects for all three case studies. This
suggests that scattering may cause or contribute to defects,
which if true has many implications. First and foremost,
our evidence suggests that one way we can improve
software reliability is to modularize crosscutting concerns

or at least ensure they are well tested. Second, our

1. For this paper, we consider a crosscutting concern to be synonymous
with a scattered concern [26].
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findings suggest that cognitive complexity measures (e.g.,
concern-oriented metrics) are perhaps more appropriate
predictors of software quality than structural complexity
measures (e.g., coupling, code churn). Third, it prompts the
need for independent replication of our results to build
confidence that the relationship between scattering and
defects is real. Finally, our findings call for additional
research to determine the root cause of the supposed
relationship: Are changes to highly crosscutting concerns
more likely to be applied inconsistently? Are crosscutting
concerns inherently more difficult to understand?

This paper proceeds as follows: In Section 2, we present
a theory of the relationship between crosscutting and
defects and state our research hypothesis. In Section 3, we
describe our model of concerns and our suite of concern
metrics that are based on the model. In Section 4, we
outline the methodology we used to validate our theory. In
Section 5, we describe our case studies. We present the
results of our studies and a discussion in Section 6. We
address threats to internal and external validities in
Sections 7 and 8. We summarize related research in
Section 9. Section 10 concludes.

2  WHY MIGHT CROSSCUTTING CONCERNS CAUSE
DEFECTS?

Our theory is a set of models [31] that formalizes concepts
such as concerns, program elements, and defects,
and describes their interrelationships, along with how they
relate to the developer. In this section, we model the
relationship between developers and concerns. We use the
model to justify why crosscutting might cause defects,
which we need to draw meaningful conclusions from our
results [21].

Every line of code exists to satisfy some concern.
Concerns may be described in many ways and at various
levels of abstraction:

Features from a feature list.

Requirements from a software requirement docu-
ment.

Design patterns and design elements from a UML
design document.

Low-level programming concerns such as pro-
gramming language used, coding style, program-
ming idioms, code reuse, information hiding, and
algorithms.

When faced with the task of implementing a concern, a
developer creates perhaps without realizing it a concern
implementation plan that guides her implementation deci-
sions. It is in this plan that crosscutting first emerges. One
developer s plan may entail scattering the implementation
(e.g., she plans to copy-and-paste code), whereas another
may localize it (e.g., she plans to create a shared function).
The plan chosen depends on many variables, including the
development process (e.g., priorities, time, resources),
programming technology (e.g., program language), and
the developer s aptitude.

The relationship between the concerns and the program
is rarely documented [44]. This makes it difficult for
maintainers of the program to answers questions such as
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“Where are all the places that the undo feature is implemented?”
(i.e., top-down analysis [48]) and “What is this piece of code
for?” (i.e., bottom-up analysis [48]). Without a proper
understanding of the scattered nature of the concern
implementation, maintainers may make changes incor-
rectly or neglect to make changes in all the right places.

Our conjecture is that, when the implementation of a
concern is distributed (scattered) across many program
elements, the complexity of that implementation increases,
as does the difficulty of making changes correctly and
consistently, increasing the likelihood of defects. Stated
simply, crosscutting concerns are hard to find, understand,
and work with. More formally, our research hypothesis is
given as follows:

Hypothesis. The more scattered a concern’s implementation is,
the more defects it will have, regardless of the implementation
size.

The last stipulation about size is necessary since past
research has established that size, in terms of lines of code,
is already a strong predictor of defects [22]. Since we expect
scattering to be related to size, we must rule out the
possibility that an increase in defects is caused by an
increase in size alone. We will revisit this technicality in
Section 6.3 so, for now, we ask the reader to ignore it.

Some controlled experiments on program understanding
suggest our theory is valid. Letovsky and Soloway use the
term delocalized plan to refer to a concern whose imple-
mentation is “realized by lines scattered in different parts of the
program.” They observed that programmers had difficulty
understanding delocalized plans, resulting in several kinds
of incorrect modifications [46]. Similarly, Robillard et al.
observed that programmers made incorrect modifications
when they failed to account for the scattered nature of the
concern they were modifying:

“Unsuccessful subjects made all of their code modifications in one

place even if they should have been scattered to better align with

the existing design” [54].

Other studies indicate that programmers make mistakes
when modifying classes whose implementations are scat-
tered due to inheritance. Harrison et al. found that “systems
without inheritance are easier to modify than systems with either
three or five levels of inheritance” [32]. From the perspective of
our theory, inheritance scatters the implementations of the
underlying concerns.

In another study, Bruntink et al. observed that the idiom
used to implement a specific crosscutting concern (excep-
tion handling) made it “too easy to make small mistakes [that]
can lead to many faults spread all over the system” [9].

Finally, enhancements or fixes applied to a crosscutting
concern may induce changes in multiple source files,
leading to increased code churn. Nagappan and Ball
showed that code churn is a good predictor of system
defect density [49] and we propose that changes to
crosscutting concerns may be the root cause.

To validate our theory empirically and test our hypoth-
esis, we next describe our concern model and a suite of
metrics that operationalize the concept of highly scattered.
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Program
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Fig. 1. Relation between concerns and program elements.

3 A MODEL oF CONCERNS

Abstractly, a program specification, or simply specification, is a
description of a program. A specification may be executable,
e.g., a set of program elements, or nonexecutable, e.g., a
requirements specification or architectural design. Our
operational definition of a concern is an item from a
program’s nonexecutable specification. Thus, a nonexecutable
specification represents a concern domain of the program.

We define our concern-program element mapping as a
tuple M .. S;T;Cs;Ct;R. S is a set of concerns
organized into a hierarchy [59] described by
Cs ... T s1;5;5 js1;S2 2 S;s1 6. Sp; 51 is the parent of s,g. T is
a set of program elements organized according to Cr ...
ittt 2Tt 6.t;t; is the parent of t, in the
abstract syntax tree [1] of the program}. Finally, R is
the relation of interest between the two specifications,
R ..fs;tjs28S;t2Tg. This is depicted in Fig. 1.

Note that C; does not describe a class inheritance
hierarchy. It describes a forest of trees, the roots of which
are the abstract syntax trees of the individual source files,
which syntactically contain class definitions, which in turn
contain class member definitions, and so forth.

The program elements that are meaningful depend upon
the language in which the program is expressed. The
projects analyzed in this paper were written in Java, so we
are primarily interested in classes, fields, methods, and
statements.
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3.1 Terminology

We can now define some common terminology. A concern
is scattered if it is related to multiple target elements and
tangled if both it and at least one other concern are related to
the same target element [5], [17], [24] . For the purposes of
this paper, a crosscutting concern is a concern that is scattered
[26, p. 4].

This binary definition of scattering is simple and
unambiguous but is not very useful when most of the
concerns are scattered, which we believe to be the rule
rather than the exception [17], [62]. Hence, we need metrics
to determine the degree of scattering (DOS).

3.2 Concern Metrics

There are many ways to describe how a concern is
implemented. For the purpose of validating our theory,
we focused on four cognitive complexity metrics that
describe how scattered the concern s implementation is, in
absolute terms and in terms of statistical distribution, and
with respect to classes and methods (the elements of
interest in an object-oriented implementation). This allows
us to determine which characteristic of scattering, if any, is
the best predictor of defects.

Complexity metrics tend to be heavily influenced by size
(in terms of lines of code), which can lead a researcher to
perceive a cause-effect relationship where none exists [22].
To test for a possible influence, we also measured the
concerns size, i.e.,, the total number of lines of code
associated with the concern. We discuss the results of the
concern size tests in Section 6.3.

Table 1 provides a summary of the metrics, which we
will now describe in detail.

3.2.1 Program Element Contribution

Program element contribution (CONT) is the number of lines
of code in a program element that are associated with a
concern. The entire line is counted even if only a portion is
associated with the concern. Indeed, a line may be
associated with multiple concerns.

For a method or field associated with a concern, the
contribution is the number of lines in the method (method
declaration plus method body) or field declaration.

For classes, the contribution includes the lines of the
class declaration plus the contributions of the classs

TABLE 1
Concern Metrics
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