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exponentials

signatures

encrypted
messages
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a initiator responder b

local localIP

init(B,b’)

connect(b,k)

accept(a,k)

listen(A)
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a initiator responder b
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The protocol uses internal steps:
- low-level communications
- tests after receiving messages

We start from any reachable 
configuration of the protocol
(past & running sessions)

Each party gets the other’s 
identity & parameters, plus a 
shared key.

At the end of the protocol,
we can use an observational 
equivalence to simplify the 
established keys.

We end up exactly in the 
original configuration !

In particular, kv is a perfect key.
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In addition, the environment 
can observe mostly-opaque 
messages, still unrelated to 
the session key.
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