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* Lecture o: Small programs and proofs
* Lecture 1: Slighly larger programs and proofs

Outline

* Lecture 2: Implementation of a verifier
* Lecture 3: Reflections on language design




Teach concepts of program verification

Goals of Give you confidence that you can verify programs
lecturesoand 1 and write mechanically checked proofs

Show the auto-active interaction style




-Dafny (dafny.org)

* Programming language
- General purpose

* Designed to support
verification
(proof-oriented)

- Designed to be familiar to
Ianguage mainstream developers

- Constructs for
* Imperative programming
* Functional programming
* Specifications
* Proofs

Dafny:




* Teaching

* Over a decade, many universities

Dafny

W * Industrial use

- AWS's authorization engine

Paper at ICSE 2025, ol
Tali at AWS re:Inforce 2024: 03{2‘&’;;3&;3:;232?5
https://youtu.be/oshxAJGrwMU
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Double

* Min

* Sums
BoolSort

Programs




function Sum(s: seqg<int>): int {

if |s| = @ then 0 else s[0] + Sum(s[1..])
}
method ComputeSum(s: seqg<int>) returns (r: int)
ensures r = Sum(s)
: {
"What remains r o= 0

" var 1 := 0;
'.tO be_done while 1 < |s|
Invariants invariant 0 < i < |s|
invariant r = Sum(s[..1])
invariant Sum(s) = r + Sum(s[i..])
{
r, i :=r + s[i], 1 + 1;
}




method BoolSort(a: array<Data>)
modifies a
ensures forall i, j :: 0 <= 1 < j < a.Length ==> !a[i].key || a[j].key

var lo, hi := 0, a.Length;
while 1o != hi
invariant 0 <= lo <= hi <= a.lLength
. invariant forall i :: 0 <= i < lo ==> la[i].key
Sort W|th invariant forall i :: hi <= i < a.Length ==> a[i].key
// decreases hi - To
. {
boolean keys: Tt lalio] ey ¢
. lo := 1o + 1;
solution } else if a[hi - 1].key {
. . hi := hi - 1;
(variation o) } else {
al[lo], a[hi - 1] := al[hi - 1], a[lo];
To := 1o + 1;
hi := hi - 1;




method BoolSort(a: array<Data>)
modifies a
ensures forall i, j :: 0 <= 1 < j < a.Length ==> !a[i].key || a[j].key

var lo, hi := 0, a.Length;
while 1o != hi
invariant 0 <= lo <= hi <= a.lLength
. invariant forall i :: 0 <= i < lo ==> la[i].key
Sort W|th invariant forall i :: hi <= i < a.Length ==> a[i].key
decreases hi - lo, lo < a.Length && a[lo].key
: {
boolean keys: it lalio] ey ¢
: To := 1o + 1;
o) [Vidle]g } else if alhi - 1].key {
. . hi := hi - 1;
(variation 1) } else {
al[lo], a[hi - 1] := al[hi - 1], a[lo];
}
}




method BoolSort(a: array<Data>)
modifies a
ensures forall i, j :: 0 <= 1 < j < a.Length ==> !a[i].key || a[j].key

if a.Length <= 1 {
return;
}

var lo, hi := 0, a.Length;

Sort with while To + 1 != hi

invariant 0 <= 1o < hi <= a.lLength

bOOlean keys invariant forall i :: 0 <= i < lo ==> la[i].key

invariant forall i :: hi <= i < a.Length ==> a[i].key

. decreases hi - lo, a[lo].ke
solution : ‘ Y

if la[lo].key {

(variation 2) 10 := 1o + 1;
} else if alhi - 1].key {
hi := hi - 1;
} else {
al[lo], a[hi - 1] := al[hi - 1], a[lo];




method M(x: int) returns (y: int) {
<statements>
}

* Can mutate state
« Can be nondeterministic

+ Opaque (reasoning uses specification, never the body)

Methods vs

fUﬂCtiOnS function F(x: int): int {

<expr>
}

* Cannot mutate state
* Deterministic

* Transparent (reasoning uses body) — default,
or opaque




statement EXPFESSiOI"I

it G { if G then <expr> else <expr>
<statements>
} else { _
<statements> }Opt'ond
}
Statements vs
expressions
match E match E
case Nil => case Nil =>
<statements> <expr>
case Cons(x, tail) => case Cons(x, tail) =>

<statements> <expr>




* BruteSort

Programs * Gauss
* Lists

Lecture 1



method BruteSort(a: array<bool>)

modifies a

ensures forall i, j @+ 0 € i < j < a.Length = al[i] = aljl
ensures multiset(al..]) = multiset(old(al..]))

var c@ := 0;
ghost var cl := 0;
ghost var m := multiset{};
var n := 0;
while n < a.Length
invariant @ € n < a.lLength

invariant m = multiset(al..n])
BI’UtESOI’t invariant c@ = m[false] 8§ c1 = m[true]
(0/2) invariant c@ + cl1 = n
{
var X := a[n];
if x {
cl :=cl1 + 1;
} else {
cO := co0 + 1;
}
m m + multiset{x};

n + 1;

assert al..] = al..n];



BruteSort

(2/2)

n := 0;

while n < a.
invariant
invariant
invariant
invariant
invariant
invariant

Length

@ < n < a.length
forall 1, 7 @2 0 < 1 <
c0 #+= 0 = forall 1
multiset(old(al..])) =
c0 = m[false] & cl =
cO0 + c1l + n = a.lLength

var x = c0 = 0;

if x {

cl :=cl1 - 1;

} else {

cO := co - 1;

}

m:=m - multiset{x};

aln] := x;

n :=n+ 1,

}

assert al..]

= al..n];

J
0
m
m

<
S

+
[tr

n = al[i] = alj]l

i<n = la[i]
multiset(al..n])
ue]



method Gauss(n: nat) returns (t: nat)
ensures t == TriangleSum(n)

var i := 0;
while i < n
invariant 0 <= 1 <= n

invarian == TriangleSum(i)
Methods and T

i+ 1;
t + 1;

lemmas




method Gauss(n: nat) returns (t: nat)

ensures t == TriangleSum(n)

ensures t ==n * (n + 1) / 2
{

t := 0;

var i := 0;

while i < n
invariant 0 <= 1 <= n

invariant t == TriangleSum(i)
MEthOdS and invariant t == 1 * (1 + 1) / 2
{
;
t
ks

i+ 1;
t + 1;

lemmas




method Gauss(n: nat) returns (t: nat)

ensures t == TriangleSum(n)

ensures TriangleSum(n) == n * (n + 1) / 2
{

t := 0;

var i := 0;

while i < n
invariant 0 <= 1 <= n

invariant t == TriangleSum(i)
MEthOdS and invariant TriangleSum(i) == 1 * (i + 1) / 2
{
;
t:
}

lemmas

i+ 1;
t + 1;




method Gauss(n: nat)
ensures TriangleSum(n) == n * (n + 1) / 2
{

var i := 0;

while i < n

invariant 0 <= i <= n
Methods and

invariant TriangleSum(i) == 1 * (i + 1) / 2
{
lemmas

ii=1 + 1;




lTemma Gauss(n: nat)
ensures TriangleSum(n) == n * (n + 1) / 2
{

var i := 0;

while i < n

invariant 0 <= i <= n
Methods and

invariant TriangleSum(i) == 1 * (i + 1) / 2
{
lemmas

ii=1 + 1;




* Stating and proving a lemma is just another application of
program logic
(Note: not based on Curry-Howard correspondence)

* For both methods and lemmas, you have to establish the
postcondition for every input and every control path

* Calling a method/lemma obtains the information from its
postcondition (and, for methods, experiences any side effects)

* Methods that call themselves are known as recursive
* Lemmas that call themselves are known as inductive

These are really the same!




Triangle

numbers

function TriangleSum(n: nat): nat {
if n == 0 then 0 else TriangleSum(n - 1) + n

}

EBYUS
The Learning App

o0 000 0000
n T,=0 T,=1 T,=3 T,=6 T,=10
@
T = k O 0
n— 00 000
000 0000
k=0 0000 00000
00000 000000
T,=15 T,=21

Image credit: byjus.com



*Change the second loop in BruteSort to
go from a.Length downto0

Homework

- Define a datatype Tree and functions
Depth and Mirror. Then, prove
-Depth(Mirror(t)) == Depth(t)
“Mirror(Mirror(t)) ==




Lecture 2
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Intermediate
verification

languages
(IVLs)




Source program

Transiator

IVL program

VC generator

I

Verifier

architecture VCs

Logic Engine

i

Yes (and optionally a proof) or
No (and optionally a counterexample)

IVL = Intermediate Verification Language
VC = Verification Condition



IVL ::= Axiom* Proc*
Axiom ::= axiom Expr

Proc ::= procedure Id

requires Expr
eo— ensures Expr
{ Stmt }

IVL program
VC genera tor
VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)




VC generation

in @ nutshell

Source program

IVL program

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

Given

generate

IVL

axiom A9
axiom Al

procedure M@ requires PO ensures Q0 { SO }
procedure M1 requires P1 ensures Q1 { S1 }

AoAA1A..APo = wp[So, Qo]

AoOAALIA...AP1 = wp[[S1,Q1]




Demo

[ Source program Source -2 VL= VCs

IVL program
VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)




IVL In more

detail

Source program

IVL program
VC genera tor
VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

Stmt

Rhs

var X := Rhs
X := Rhs
assert Expr
Stmt ; Stmt
Stmt [J Stmt
loop

procedure call

::= Expr |



Weakest
preconditions

Wp[[X = €, Q]]=
Q[x := e]

Wp[[X =*! Q]]=
vVXx. Q

wp[[ assert e, Q | =
e AN Q

wp[ S;T, Q] =
wp[ S, wp[ T, Q ]I

wp[ SOT, QJ =
Wp[[ S! Q]] /\Wp[[ T!



a/ b

X

Well-formedness

(simple)

assert b # ©
X :=a /b

Source program
IVL program
VC genera tor
VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

Source

IVL




Choice of
integer

treatments

Source program
IVL program

VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

var a: u32, b: u32, x: u32

a+b

X
Il

a+b

X
Il

Xx := (a + b) % Ox1 0000 0000

assert a + b < Ox1 0000 0000
X :=a+b

if a + b < 0x1_0000_0000 {
X :=a+b

} else {
model the throwing of an exception

¥

Source

VL

IVL

VL

IVL




var X Source

100

Definite

IVL

aSSignment var x := *; var _defined x := false
if B {
X :=

Source program }
‘|: IVL program i_F C {
VC generator .
ves assert _defined x; y := X

}

100; defined x := true

Yes (and optionally a proof) or
No (and optionally a counterexample)




Translating a
typeinto a

larger type

Source program
IVL program

VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

datatype Color = Red | Blue | Green
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

if ¢ == Red {
SO

} else 1F && ¢ == Blue {

e lf, e = saue) a8
reen {

} else {
assert false;

Source

IVL




Translating a
typeinto a

larger type

Source program
IVL program

VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

datatype Color = Red | Blue | Green
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

if ¢ == Red {
SO

} else if ¢ == Blue {
S1

} else if ¢ == Green {
S2

} else { But the source-language

assert -Fa]_se; semantics guarantees
} that control never reaches

this branch

Source

IVL




datatype Color = Red | Blue | Green | Source
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

Translating a

. if ¢ == Red { A
type Into a =
Iargertype } else if ¢ == Blue {
S1
} else if ¢ == Green {

Source program
m S2 We would rather do this
IVL program } e ]. se {

LE 8 assume we never get here

VCs
}

Yes (and optionally a proof) or
No (and optionally a counterexample)




Translating a
typeinto a

larger type

Source program
IVL program

VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

datatype Color = Red | Blue | Green
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

if ¢ == Red {
SO

} else if ¢ == Blue {
S1

} else if ¢ == Green {
S2

} else {
assume false;

Source

IVL




datatype Color = Red | Blue | Green | Source
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

Translating a

: IVL
type Into a
Iar er tvpe assume ¢ == Red; SO
ger typ ]
assume ¢ == Blue; S1
Source program [l
{m assume c¢ == Green; S2

IVL program
VC generator D |t tU s OUt that

ves assume false is

Logic Engine

the unit element of

Yes (and optionally a proof) or
No (and optionally a counterexample)




Translating a
typeinto a

larger type

Source program
IVL program

VC generator

VCs
Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

datatype Color = Red | Blue | Green
var c: Color

match c

case Red => SO
case Blue => S1
case Green => S2

assume ¢ == Red; SO
0

assume ¢ == Blue; S1
[

assume c¢ == Green; S2

Source

IVL




Weakest
preconditions:

assume

wp[[ assert e, Q ]
e AN Q

wp[[ assume e, Q ]
e = Q



IVL

procedure M(x) returns (y)
requires P
ensures Q

call a := M(b)

Desuga I { Desugared IVL
var x := b Bind formal in-parameter
assert P Check precondition
var y := * ,

S Effect the procedure’s effect
e assume Q
L program a =y Assign actual out-parameter

VC generator }
VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)




Desugar loop

Source program

IVL program
VC generator

VCs

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)

while e VL

invariant J

{
S let x denote the variables
} assigned to by S
Desugared IVL
assert J Check the invariant on entry
X o= % | Fastforward to an arbitrary
assume J J loop iteration
if ] . . .
* Se { — Start in on the next iteration
assert J Check invariant is maintained

assume false Stop checking



wp[[assert J; x := *; assume 3J;
if e { S; assert J; assume false; },Q]

wp[[assert J; x := *; assume J,
wp[[if e { S; assert J; assume false; }, Q]

wp[[assert J; x := *; assume J,
(e=>wp[[S; assert J; assume false, Q])A
(~-e=0Q)]
wp[assert J; x := *; assume J, wp[assert J; x := *; assume J,
Wp Of |00p (e=>wp[S; assert J,false=QJ)A (e=wp[S,J)A(-e=Q)]
' (~e=Q)] =
desugarlng = wp[assert J; x = %
wp[assert J; x := *; assume J, J=(e=wp[S,J)A(-e=Q)]
(e=>wp[[S; assert J,true])A =

wp[ assert J,
Vx. J=(e=wp[S,IJ)A(-e=Q)]

(-e ﬁO)]]

wp[[assert J; x := *; assume J,
(e=>wp[S,JAtrue]) A
(~e=0Q)]

JIANVX J=(e=wp[S,J])A(-e=Q)




{JAe} S {J}
{J} while e do S {J A —e}

Hoare-logic

rule

JA

(Vx. JAe=wp[S,J])A
(VX. JA-e= Q)




calc { Source

IVL

SO
assert EQO == E1

. S1
ource program
{m assert E1 < E2

IVL program

VC generator

VCs

assume EOQ < E2

Logic Engine

Yes (and optionally a proof) or
No (and optionally a counterexample)




calc { Source

EQ;
== { S0 }
E1l;
< { S1}
E2;
}
VL
SO
assert EO == E1

assume false

: S1

ource program

{m assert E1 < E2
IVL program assume false

VC generator D
VCs

assume EOQ < E2

Yes (and optionally a proof) or
No (and optionally a counterexample)




calc { Source

IVL

SO; assert wf[] EQ ]; assert wf[ E1 ]
assert EO == E1
assume false
[
s pT—— S1; assert wf[] E2 ]
{ assert E1 < E2
IVL program assume false

VC generator D

VCs

assume EOQ < E2

Yes (and optionally a proof) or
No (and optionally a counterexample)




calc { Source

IVL

SO; assert wf[] EO ]; assert wf[ E1 ]
assert EQ == E1
assume false

I
. S1; assume wf[] E1 J; assert wf[ E2 ]
{ - assert E1 < E2

IVL program assume false

VC generator D

VCs

assume wf[ E@ ] A wf[ E2 ] A EO < E2

Yes (and optionally a proof) or
No (and optionally a counterexample)




- Avoiding exponential explosion: generating compact
verification conditions
Cormac Flanagan and James B. Saxe.
POPL 2001: 193-205,

SOm € - Efficient weakest preconditions
references K. Rustan M. Leino

Information Processing Letters, 93(6), 2005.
https://leino.science/papers/krmli14.pdf

(the first 3 describe good - Weakest-Precondition of Unstructured Programs
ways to compute wp, Mike Barnett and K. Rustan M. Leino.

the last shows the entire PASTE 2005.

2008 translation from Dafny https://leino.science/papers/krmlig7.pdf

to Boogie e e . .
gie) - Specification and verification of object-oriented software

K. Rustan M. Leino.
Marktoberdorf International Summer School 2008, lecture notes.
https://leino.science/papers/krmligo.pdf




- Satisfiability modulo theories (SMT) solver
Logic engine * Saturation-based first-order prover
* Al




Reflections on
language design




* Strings

Learning from

trying to verify
Java and C#




String concat(String s, String t)
{

¥

return s + t;

String

concatenation
INn Java




String concat(String s, String t)
{

return s + t;
Pure methods }

assert concat(a, b) == concat(a, b);




- Strings and other immutable types should not be references
» Include non-reference types in the language

* “Pure” methods are hard to make pure enough (that is, too
few methods are actually pure)
» Provide functions

Learning from
* Equals methods are the result of a too-OO mindset

» Use references if you need mutation or identity

trying to verify
Javaand C# > Otherwise, use datatypes

- Don't give access to this until it's really constructed
» Use 2-phase constructors

- It takes effort to prove the absence of arithmetic overflows
» Provide easy access to unbounded integers (even the default?)




-function
‘ghost function




- Sometimes, loops are overly specific

Specifications




method Init<X>(arr: array2<x>, x: X)
modifies arr

ensures forall 1, jJ @ < 1 < arr.Length0 &&
0 £ J < arr.Lengthl =
arr[i, j] = x
{
var m := 0,

while m < arr.Length0
invariant @ < m < arr.Length@
invariant forall a, b
O < a<mé& 0 < b < arr.Lengthl = arr[a, b] = x

Initialize a { o
var n := 0;

matrix while n < arr.Lengthl
! invariant @ < n < arr.lLengthl

invariant forall a, b
0 < a<mé& 0 < b < arr.Lengthl = arr[a, b] = x
invariant forall b :: 0 €< b < n = arr[m, b] = x
{
arr[m, n] := x;
n:=n+ 1;




method Init<X>(arr: array2<x>, x: X)
modifies arr

ensures forall 1, jJ O < 1 < arr.Length0 &&
0 < J < arr.Lengthl =
arr[i, j] = x
{
Aggregate forall i, j | @ £ 1 < arr.Length® & 0 < j < arr.Lengthl
{
statement , arr[i, j1 := x;

( statement)




- Sometimes, loops are overly specific
» Add aggregate statements

- Some loops are difficult to specify

Specifications




Remove the 4 @
minimum of

binary search

tree : 0 @ @

The minimum is the leftmost node: follow left children from the root, 8 — 4 — 2 — 1.




Remove(root: Node) {

var p := root

while p.left != null {
p := p.left

}

p.parent.left := null
// update all the Descendants
return p

Code for }

re!‘nF)VIng RecursiveRemove(root: Node) {
MminiMmum if p.left == null {

p.parent.left := null

return p
}
var r := RecursiveRemove(p.left)
p.Descendants := p.Descendants - {r}
return r

*) specifications and various edge cases omitted



- Sometimes, loops are overly specific
» Add aggregate statements

- Some loops are difficult to specify
» Offer tail-recursive compilation, modulo ghosts

* Having to rewrite functions with accumulators
L . to make them tail recursive is cumbersome
SpeC|f|cat|ons » Offer auto-accumulator tail recursion

* User-defined well-founded orders are difficult

to verify correct
» Provide a fixed well-founded order for all types




- Dafny supports specifying and verifying
mutable data structures in the heap by

Framing

* Includingmodifies and reads clauses
* Including sets
* Including ghosts




* Program proofs are becoming more accessible
Conclusion *Become familiar with proving programs!
* Teach!

\.
progon



