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I. INTRODUCTION IV. EVALUATION

 » One way of defend against Sybil Attacks: use Online Social Net-
works (OSNs)
 » Assupmption: Sybils have difficulties to establish links to hon-

est nodes (attack edges), which results in a minimal cut in the OSN 
graph

 » State-of-the-Art:
 » Detect Sybils by their po-

sition in graph (Sybil Detec-
tion)
 » Limit influence of Sybils’ 

(Sybil Tolerance)

II. TROUBLING OBSERVATIONS

 » Recent observations suggest that...
 » Up to 90% of requests by Sybils are accepted by honest users
 » A Sybil can passively gain hundreds of attack edges per day 
 » Sybils do not interconnect with each other as suggested, but 

rather with honest nodes (ratio 1/4 : 3/4)

 » Our work:
 » Revisit State-of-the-Art, 

analyze and evaluate the 
performance under new as-
sumption

III. SYBIL DEFENSES UNDER PRESSURE

 » Sybil Detection (SD) approaches:
 » Exploit the low reachability of Sybils from a trusted node

 » Primary method: random walk (exception: GateKeeper [4])
 » Decision (YES/NO for admission): 

 » Do walks intersect with a verifier? [1,2]
 » Landing probability of random walk [3,4]
 » Number of tickets obtained [5]

 » New assumption: 
 » Unable to distinguish?

 » Sybil Tolerance (ST) approaches
 » Limit influence of Sybils
 » Less universal than SD

 » Primary method: credit networks
 » Decision (YES/NO for specific application):

 » Path in OSN graph from source to destination with credit?
 » Send message [6]/collect vote [7] on path ; block otherwise

 » New assumption:
 » Increases spam and risk of honest user blocking
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 » SD approaches - Example SybilRank [3]:
 » If a Sybil node can obtain two randomly placed attack edges, it 

will rank better than 30% of honest nodes 
 » Exclusion of all Sybils -> exclusion of 30% of honest nodes
 » Reduce Sybil’s distance to the trust seed -> one randomly placed 

edge is enough
 » Exclusion of all Sybils -> exclusion of 85% of honest nodes

 »  All other SD approaches have the same issues.
 » Best performance: Slightly modified SybilLimit breaks at k=5

 » ST approaches - Example Ostra [5]:
 » Spam mitigation works well
 » But: number of blocked edges increases

 » Similar for SumUp and: Sybils can cycle through attack edges

 » A handful of attack edges is sufficient to confuse SD approaches
 » Goes along with theoretical guarantees from SD approaches 

(O(log n) admitted Sybils per attack edge)
 »  But: Sybils have shown to average about 150 attack edges

 » In ST approaches, issues are more specific:
 » Blocked messages, cycling through attack edges

 » Purely structural approaches are not a good choice
 » Enrich the links with meta data to distinguish honest links from 

attack edges in future approach

V. CONCLUSION & DISCUSSION
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(a) OS: CDF Delivery Rate (k varying)
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(b) OS: CDF Delivery Rate (k varying)
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(a) SR: CDF of Trust Values (k varying)
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(b) SR: CDF of Trust Values (k varying, d=2)
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          k=3 (Benign)
          k=3 (Sybil)
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1 random
attack
edge is
enough!

k=2,k=3: Sybils
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