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• Network distances (round-trip times) are important
– p2p streaming
– online/mobile gaming
– p2p file sharing
– cloud server selection
– etc.

• HOW? Usually…
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1.1 Network Coordinate (NC) Systems
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n-node network:
O(n2) measurements !



• NC: scalable way of estimating Internet distances (RTTs) 
with O(n) measurements!
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1.1 Network Coordinate (NC) Systems
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Coordinate A Coordinate B

Distance 
Estimation (A, B)

Each node has a Fixed number of  reference nodes (neighbors)

Constant * n: Not O(n2) measurements any more!

Coordinate C



• System Structure

– Centralized (landmark based)

– Decentralized (scalability)

• Based on different mathematical models

– Euclidean-based NC systems (ENC systems)

• GNP, Vivaldi, PIC

• Low prediction accuracy
– Matrix factorization-based NC systems (MFNC systems)

• IDES, DMF, Phoenix

5

1.1 Network Coordinate (NC) Systems

Introduction —— Security Issues —— NCShield & Evaluation —— Summary & Future Work

GNP: [T. S. E. Ng et al. INFOCOM’02]. PIC: [M. Costa et al. ICDCS’04]. Vivaldi: [F. Dabek et al. SIGCOMM’04].

IDES: [Y. Mao et al. JSAC’06]. DMF: Y. Liao et al. Networking’10]. Phoenix: [Y. Chen et al. TNSM’11].



• Matrix factorization-based NC systems 
– In a network of n nodes
– Goal: to obtain or approximate n-by-n distance matrix D, 

accurately
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1.2 MFNC Systems
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Internet 

Pair-wise distance matrix

d11 d12 …… d1n
d21 d22 …… d2n
… ... … … …
… … … … …
dn1 dn2 …… dnn

D: n×n



• Based on matrix factorization model
– Each node has an outgoing vector and an incoming vector, 

both d-dimensional, as the coordinates. (d<<n)
– Estimated distance: dot product calculation. 
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1.2 MFNC Systems
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Pair-wise distance matrix

d11 d12 …… d1n
d21 d22 …… d2n
… ... … … …
… … … … …
dn1 dn2 …… dnn

D: n×n

Outgoing vector
Incoming vector Pair-wise distance matrix

d11 d12 …… d1n
d21 d22 …… d2n
… ... … … …
… … … … …
dn1 dn2 …… dnn

D: n×n

≈
x11 … x1d
x21 … x2d
… ...  …
… … …
xn1 … xnd

y11 y12 … … y1n
… … … ...  …

yd1 yd2 … … xdn
×

X: n×d Y: d×n



• How a newcomer node obtains its outgoing and 
incoming vectors?

8

1.2 MFNC Systems
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A: outgoing vector
incoming vector

D: outgoing vector
incoming vector

A

H

E

D

C

B

d1

d2

Distance(A,B) ≈ A(outgoing vec) · B(incoming vec)  

H

H: outgoing vector
incoming vector



• Decentralized MFNC systems could suffer from insider 

attacks
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2.1 Security Issues
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Falsify the 

coordinates

I refuse!

Delay the 

RTT probe 

packets

Give me your 

coordinate and RTT

1:[M. Kaafar et al. SIGCOMM Workshop on Large-Scale Attack Defense, 2006.]. 



• E.g. Decentralized MFNC systems face insider attacks.
– Newcomer H, neighbor A and D.
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2.1 Security Issues
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Outgoing Incoming Distance to H

A (3,5) (1,6) 31
D (8,2) (11,3) 26
H (1,5) (2,5)

Outgoing Incoming Distance to H

A (3,5) (1,6) 31
D (4,4) (4,2) 36
H (7,4) (7,2)

A

H

E

D

C

B



• Classifications of attacks (based on malicious purposes)
– a. Disorder attack: To reduce the accuracy of entire system
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2.2 Attack Modeling
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My outgoing and 
incoming vectors 
are not accurate 
enough for distance 
estimation!



• Classifications of attacks (based on malicious purposes)
– b. Repulsion attack: To make victims look far away, thus 

reducing their attractiveness

12

2.2 Attack Modeling
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Hey, you are so far 
from me! I won’t 
connect to you!

incoming vector

outgoing vector



• Classifications of attacks (based on malicious purposes)
– c. Isolation attack: To make victims in a certain area, where 

many malicious nodes may be around
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2.2 Attack Modeling
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WOW, it seems I am 
nearest you! 
Connect me~

outgoing vector

incoming vector



• How can we deal with the attacks above?
• A Defense approach is desired!

• Considerations of such defense approach:
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3.1 NCShield
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Item Choice 1 Choice 2 Reason
Structure Centralized Decentralized Scalability

Mechanism History info Trust & reputation Node churn
Infrastructure DHT Gossip algorithm Overhead
TRS model Agent-Surveyor Score and vote Complexity



• NCShield: A score and vote based approach

• Part a. Secure gossip algorithm (Brahms) for unbiased
node sampling -- neighbor list (NList) and verification list 
(VList) construction
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3.1 NCShield
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Work flow control

a. node sampling 
algorithm

b. extra information 
model

c. coordinate 
verification model

Brahms: [E. Bortnikov et al. PODC’08]

NList
for NC 
update

VList
for NC 
verif.Brahms Brahms



• Part b. extra information model: dual-RE (relative error) 
model for score calculation
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3.1 NCShield
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Verification node Neighbor

outgoing vector

round-trip time

incoming vector

outgoing score
incoming score



• Part c. coordinate verification process: score, vote, judge
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3.1 NCShield

Introduction —— Security Issues —— NCShield & Evaluation —— Summary & Future Work

0.7, 0.9 0.2, 0.25 1.6, 0.4 1.3, 2.5

NCShield: 
he is 

malicious!



• NC system simulators:
– DMF simulation environment
– Phoenix simulation environment

• Data sets: real Internet traces
– Aggregate data sets:

• AMP: 110 nodes
• PlanetLab: 335 nodes
• King: 1740 nodes

– ”k200-allpairs-1h” dynamic data set: 200 nodes, 99 snapshots

• Typical parameters as in Phoenix and DMF systems.
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3.2 Evaluation Set-up
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• Metrics:
– Relative error (RE): for node i, j

– Ninetieth percentage relative error (NPRE): guarantees 90% of 
the links have lower RE values than it

• NPRE = 0.4 means the RE of 90% of all evaluated links are smaller 
than 0.4

• A global metric for performance evaluation of whole system

• All 3 attacks are evaluated in Phoenix and DMF systems, 
with aggregate data sets and dynamic data set.

19

3.2 Evaluation Set-up
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• Disorder attack
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3.3 Evaluations on Aggregate Data Sets
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(a) Phoenix on AMP Data Set (b) Phoenix on PlanetLab Data Set (c) Phoenix on King Data Set

(a) DMF on AMP Data Set (b) DMF on PlanetLab Data Set (c) DMF on King Data Set



• Internet distances are time varying
• NCShield is adaptive to such variation
• Disorder attack in Phoenix system:
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3.4 Evaluations on Dynamic Data Set
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w/o defense w/ defense

[P. Pietzuch et al. WORLDS’05]



• Identify links.RTT < predefined threshold (e.g. 100ms
for first-person perspective games)

• NC estimation for such link selection
• “Good” (“bad”) link: a link whose measured RTT is below 

(above) the predefined threshold
• Application-specified metrics: false positive (negative)                                                                         

rate -- FPR and FNR
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3.5 Online Game Scenario Evaluation
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Actual Predicted
True Positive good “good”

False Positive bad “good”

True Negative bad “bad”

False Negative good “bad”

FPR =  FP/(FP+TN)
FNR = FN/(TP+FN)

The lower, the better!



• Disorder attack in Phoenix system.
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3.5 Online Game Scenario Evaluation
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45.5%
25.2%

5.8%
3.7%



• We modeled the attacks on decentralized MFNC 
systems, and showed the severity of such attacks.

• A score and vote based approach with an effective and 
scalable node sampling mechanism.

• NCShield is practical and effective according to 
evaluations on aggregate data sets, dynamic data set 
and online game scenario. 

• Future work:
– New emerging frog-boiling attacks1

– Evaluations with Phoenix and DMF on a real network
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4. Summary & Future Work
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1Frogboiling attack: [E. Chan-Tin et al. TISSEC 2011].



Thank you very much!    Q&A!
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Gänseliesel (Goose girl)

The most kissed girl in 
the world.
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BAK: Relative Error 

Mostly used in NC research work!

RE =
|DE(i, j) – D(i, j)|

D(i, j)

Smaller prediction will not generate high RE!
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BAK: Repulsion Aggregate
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BAK: Isolation Aggregate
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BAK: Full Dynamic Simulation Results



• Euclidean-based NC systems (ENC systems)

– Each node has a d-dimensional coordinate

– Estimated distance: Euclidean distance calculation

– Triangle inequality violations (TIVs) widely exist in Internet!
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BAK: ENC Systems, TIV

Triangle Inequality should hold!

1:[H Zheng et al. PAM’05]

Czech 

Republic

Slovakia

Hungary

5.6 ms

3.6 ms

29.9 ms

A TIV example in GEANT network1

29.9 > 5.6+3.6



• Early research1 showed that decentralized ENC systems 
are vulnerable to insider attacks
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BAK: Attacks on Decentralized ENC systems

Falsify the 
coordinates

I refuse!
Delay the 
RTT probe 
packets

Give me your 
coordinate and RTT

1:[M. Kaafar et al. SIGCOMM Workshop on Large-Scale Attack Defense, 2006.]. 



• Common idea: using extra information to determine 
whether a neighbor is trustworthy or not.

• Existing approaches for securing decentralized ENC 
systems:
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BAK: Defense Approaches for ENC Systems

Approach Extra Info Infrastructure Drawback
Kalman Filter Surveyors observation Centralized Scalability
Outlier Detection History analysis Decentralized Node churns
RVivaldi Trust and reputation sys. Centralized Scalability
Veracity Information for vote Decentralized Overhead

Karman Filter: [M. A. Kaafar et al. SIGCOMM’07]. Outlier Detection: [D. Zage et al. CCS’07].
RVivaldi: [D. Saucez et al. DANS’07]. Veracity: [M. Sherr et al. ATC’09].



• Overhead analysis
– Typical DHT in an overlay network has O(log2N) route length. 
– N:  # of total participants.
– Veracity using DHT and NCShield using gossip-based algorithm

• 1024 nodes, 32 neighbors and 7 VList members,  a update round 
of all nodes, for verification.

• For detail analysis, please refer to the paper.
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BAK Overhead: DHT vs. Gossip

Mechanism Veracity using DHT NCShield using Gossip
# of messages 
needed

2674688 997376

62.7% overhead saved!


