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Abstract

Structured learning is the problem of finding a predictive model for mapping the in-
put data into complex outputs that have some internal structure. Structured output
prediction is a challenging task by itself, but the problem becomes even more difficult
when the input data is adversarially manipulated to deceive the predictive model. The
problem of adversarial structured output prediction is relatively new in the field of
machine learning. Many real world applications can be abstracted as an adversarial
structured output prediction problem. In this oral exam, I study the state-of-the-art
methods for solving the problem of structured learning and output prediction in ad-
versarial settings. In particular, I will mention the strengths and weaknesses of the

existing methods, and point to the open problems in the field.
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Chapter 1

Introduction

Traditional machine learning methods assume that both training and test data sam-
ples are independently drawn from the same distribution. If the data samples are
“Independently and Identically Drawn” (IID) from a distribution, then the mathe-
matical modeling of their joint distribution is simpler and cleaner. Although the IID
assumption rarely holds in practice, many of statistical approaches, including classical
machine learning, still suppose that it is satisfied; this allows simpler math, and more
tractability. Due to this fact, the classical machine learning algorithms fail in many of
the existing and emerging real-world problems. The IID assumption can be violated
for two reasons: first, the underlying distribution that generates the data is constantly
changing; therefore, the train and test data might be drawn from two different distri-
butions. The change in the distributions at train and test time may be due to different
reasons: random noise, natural concept drift such as change of topic in discussion fo-
rums, or malicious manipulation of the data by some adversary. Inter-dependent data
samples are the second cause of violation of the IID assumption. The dependency
of data samples can have different forms; for example, the sentences in a paragraph
of an English text are not statistically independent; or in a graph data, where each
vertex has a label, the label of each node may depend on the labels of the neighboring
nodes. A particularly important type of dependency is when the desired output of the
algorithm has some internal structure; examples of such outputs are the parse tree of

a sentence, the labeling of a graph, the segmentation of an image, etc.

To date, most of the modern methods in machine learning are designed to solve only
one of these two challenges; i.e., either they solve the problem of inter-related data,
or they are designed to be robust against noise, and natural or adversarial changes
in the distribution of samples. In this report, I study the state-of-the-art methods in

machine learning where both of the IID assumptions are violated: the samples are
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not independent and are not drawn from a static distribution at train and test time.
In particular, I focus on the worst-case scenario, where the test data is intentionally
manipulated by some adversary to deceive the machine learning algorithm. In the rest

of the report, I refer to this problem as adversarial structured prediction'.

A motivating example of adversarial structured prediction is collective classification
in adversarial settings. In collective classification [1], we wish to jointly label a set of
interconnected objects using both their attributes and their relationships. For example,
linked web pages are likely to have related topics; friends in a social network are likely to
have similar demographics; and proteins that interact with each other are likely to have
similar locations and related functions. Probabilistic graphical models, such as Markov
networks [2, 3], and their relational extensions, such as Markov logic networks [4], can
handle both uncertainty and complex relationships in a single model, making them

well-suited to collective classification problems.

Many collective classification models are evaluated on test data that is drawn from a
different distribution than the training data. This can be a matter of concept drift such
as varying topics in interconnected news web-pages at different times, or the change in
the distribution can be attributed to one or more adversaries who are actively modifying
their behavior in order to avoid detection. For example, when the search engines began
to use incoming links for ranking of the web pages, spammers began posting comments
on unrelated blogs or message boards with links back to their websites. Since incoming
links are used as an indication of the quality of the wep-page, manufacturing incoming
links makes a spammy web site appear more legitimate. Web-spam [5, 6] is one of
many examples with explicitly adversarial domains; some other examples are counter-

terrorism, online auction fraud [7], and spam in online social networks.

At this point point in time, there exists no complete theory of adversarial structured
prediction. In the rest of this section, I provide a high-level overview of the previous
studies and their limitations. Early research in adversarial machine learning included
methods for blocking the adversary by anticipating their next move [8], reverse en-
gineering classifiers [9, 10, 11], and building robust classifiers in presence of feature
deletion or other variations of the input data [12, 13]. Briickner and Scheffer showed
that, under modest assumptions, Nash equilibria can be found for domains such as
spam [14]; however, these assumptions are hard to satisfy in real world problems. In a
later paper, they showed how we can find Stackelberg equilibria [15]. In a Stackelberg
game, one of the players (called “the leader”, e.g. the machine learning algorithm)

takes action first, and then the other player (called “the follower”, e.g. the adversary)

!Prediction of dependent outputs is a special case of structured prediction, which is formally defined
in the next chapter.
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takes action. However, most of the current adversarial methods assume that instances

are independent, ignoring the relational nature of many domains.

Teo et al. [13] proposed a robust learning method in the presence of an adversary.
Their method was not primarily addressing structured output prediction, but if there
is an efficient way of simulating the adversary, then their method is applicable to struc-
tured learning as well. In their formulation they have a summation over all possible
adversarial actions, which is intractable if the number of adversarial actions is expo-
nential in the input size. By “Convex Adversarial Collective Classification” (CACC),
Torkamani and Lowd introduced one of the early algorithms for learning to predict
structured outputs in adversarial environments [16]. Unlike the previous research in
adversarial machine learning, CACC allows for dependencies among the labels of dif-

ferent objects.

Some of the studies have tried to use robust optimization for achieving stable models
in the presence of an adversary. Xu et al. [17] have studied the connection between
robustness and regularization in Support Vector Machines (SVMs). In their approach
they show that there is strong connection between regularization and robustness in
support vector machines for independent data points. Torkamani and Lowd [18] showed
that the same results hold for structured output prediction with SVMs; related this
phenomenon to the type of perturbations that the adversarial manipulation of data can
generate; and generalized this effect to a wide class of possible perturbations. Even this
work still has several limitations: for example, the robustness is guaranteed for certain
possible adversarial manipulation of data, and only works for structural support vector

machines.

A different view of adversarial machine learning, is about the securing the algorithms
against training data points that are adversarially engineered to mislead the learning
algorithm. This branch of adversarial manipulation of training data is called poisoning

attacks [19, 20, 21, 22].

While there are few works that directly address the problem of adversarial struc-
tured prediction, there are many papers that are somehow related to this topic. For
example, there are many application domains, especially in security, that seek solutions
in structured prediction algorithms; hence, robustness is a critical issue. There are new
optimization algorithms that try to solve the problem of structured prediction more

accurately and robustly.

Regret minimization is another field that studies robustness against adversarial com-
ponents (i.e. nature). This field is relatively new, and there is a good potential of

studying the regret minimization methods for structured prediction. The only work
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that refers to regret minimization for structured prediction is done by Ross et al. [23],
but even this work refers to a very specific structured prediction problem where the

desired output can be decomposed to a sequence of simple outputs.

One important aspect of adversarial machine learning that is currently missing in
the literature of adversarial structured prediction is deep analysis of vulnerability of
structured output prediction methods to exploratory evasion attacks. In particular, in
the existing studies the assumption is that the adversary is completely aware of the
classifier and the learned parameters of the classifier; but this assumption will not hold
in practice in general. In real problems, such as a web-spam detector in a search engine,
the parameters of the classifier are unknown for the spammers, and the spammers need

to infer them by exploration techniques.

In addition to above-mentioned problems, there are still many open questions. For
example, only the vulnerability of a few machine learning algorithms is studied in
depth, but many algorithms remain unexplored. The ideal goal is to design a global

robustness recipe that is applicable to most of the machine learning algorithm.

In this study, I have tried to cover theoretical foundations of both adversarial ma-
chine learning and structured prediction, and then have grouped the work that is

related to both of these fields. The following is the outline of this report:

Chapter 2, Structured Prediction: I address structured prediction problems
in this chapter. The chapter starts by some motivating examples of structured pre-
diction problems and theoretical foundations of supervised learning. Then, I formally
define structured prediction, and the concept of a feature function vector. I continue a
brief explaination of the state-of-the-art structured prediction methods. The discussed
methods are: structured perceptron; structured prediction based on the maximum
entropy approach and log-linear models; the max-margin approach; re-ranking; and
search-based methods. I also briefly talk about the “structured prediction cascades”
algorithm which results in more efficient use of computational resources. The chapter
concludes by several optimization methods that are mostly used for parameter learning

in structured prediction.

Chapter 3, Adversarial Machine Learning: A high-level overview of adver-
sarial machine learning is presented in this chapter. In fact, the adversary’s negative
effects on the learner results in poor performance of the learned model in the future.
In order to be robust to such negative effects, we should know the capabilities of the
adversaries. In this chapter, a theoretical model for the adversary is defined, and the
properties of the adversary are categorized based on different criteria. One criterion is

the type of the adversarial problem, in terms of the order in which the learner, or the
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adversary react to each others’ actions. Another important factor in adversarial prob-
lems is the knowledge of the learner about the adversary, and vice-versa. In most of the
real-world scenarios the knowledge of each party about the other one is limited, and
needs to be somehow inferred. In majority of existing methods, the assumption is that
in the worst-case, the adversary has complete knowledge about the learned parameters
of the machine learning algorithm, which is not necessarily a realistic assumption. In

this chapter I also briefly talk about regret minimization.

Chapter 4, Structured Prediction: This chapter is dedicated to existing meth-
ods for adversarial structured prediction and some of the applications. There is a small
body of research work that address both adversarial and structural problems at the
same time. This chapter covers the adversarial machine learning methods that are
either particularly designed for structured prediction, or have the capability of being
adapted for this task. This chapter also refers to applications of adversarial structured
prediction in real-world problems: many security problems fall into this category, along

with other problems in computer vision, speech recognition, outlier detection, etc.

Chapter 5, Structured Prediction: This chapter summarizes the report, and
highlights the remaining questions: Scaling-up to large-size problems is an important
challenge for machine learning in general, and adversarial structured prediction should
address it in the future as well. Inferring the adversary’s utility functions is another
important problem that can have impact on real-world problems, and there is much
room for improvement of existing algorithms. The chapter concludes by listing the

future directions that can be explored.
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Structured Prediction

Most of the classical prediction algorithms in machine learning are designed to solve
prediction problems whose outputs are a fixed number of binary or real valued vari-
ables. In contrast, there are problems with a strong interdependence among the output
variables, often with sequential, graphical, or combinatorial structure. These problems
involve prediction of complex outputs, where the output has some structure such as
trees and graphs; these kinds of outputs are called structured outputs. Problems of
this kind arise in security, computer vision, natural language processing, robotics, and

computational biology.

Structured prediction [24] provides a unified treatment for dealing with structured
outputs. The structured prediction algorithms root back in seminal work by McCallum
et al. [25]; Lafferty et al. [26]; Punyakanok et al. [27]; Collins [28]; Taskar et al. [3];
Altun et al. [29]; McAllester et al.[30]; Tsochantaridis et al. [31], among others.

In this chapter, the foundational background on structured prediction is explained.
In this chapter, I start by a brief explanation of the basics of supervised learning in
general, and then move on to definition of structured prediction. Then, I present
several training algorithms for structured predictors, and also discuss the underlying

optimization problems.

2.1 Supervised Learning

In machine learning, output prediction is the procedure of observing the input x (state
of some phenomenon) and using our understanding of the concept (the model that is
trained on past data) to predict the output y (some hidden property of the observed
data).
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FIGURE 2.1: Examples of structured prediction problems (top row:inputs, bottom
row: outputs), table from Ben Taskar [32]: (a) handwriting recognition; (b) natu-
ral language parsing; (c) disulfide bond prediction in proteins; (d) 3D point cloud

classification
Learning Prediction
" |
PastData ‘ I;'
New Data
{@ry),. . (@, ywn)} = Find h € H x
Hypotheses Such that: » ‘
h:X =Y, heH |mmp Yi = h(x;) 7 = h(x)

FIGURE 2.2: Supervised learning procedure

The goal is to find a mapping function (a.k.a hypothesis function) h € H : X — ),
where H is the space of relevant hypotheses, and X and ) are the set of possible
inputs and outputs respectively. Given x € X, the predicted output is § = h(z) €
Y. If Y = R™ (m-constant), then the problem is called regression; if |Y| = 2 (e.g.
Y = {0,1}), then the prediction is called binary classification; if } is a discrete set,
and |X| > |Y| > 2, then the problem is called multi-class classification. In structured

prediction |)| is usually very large.

The goal of the learning algorithm is to find a mapping function that produces
accurate predictions. The training data samples D = {(x1,41),- .., (xn,yn)} € (X X
V)V, are input-output pairs from the past (empirical distribution). We assume that
each sample (z;,y;) is drawn from an underlying joint distribution over inputs and
outputs: P(X,)). Also, we usually assume that y; is the correct output for the
input z;. For an input z;, the predicted output §; = h(z;) should be “close” to the
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true output y;. This closeness if usually defined by some non-negative loss function
[ :Y x)Y — R that determines the distance of §j to y. We are interested in the
hypothesis h that generalizes well to the unseen samples of the joint distribution over
inputs and outputs. From a statistical point of view would like to find h* € H, such

that the expected loss is minimized:

h* =argmin Eq ) px,y) [l (2(2), )] (2.1)
heH

In real world problems, we don’t have access to the whole population— or equiva-
lently, we don’t know P(X,)); therefore, the empirical population (observed samples

from the past) is used instead:

h* = argmin E(cc,y)ND [l(h($)7y)]
heH
1 N
= argmin — L(h(x;),y; 2.2
smin 3 1(h(z).30) (22)

The term + ZZ]\; 1 U(h(z4),y;) is called the empirical risk. Fig. 2.2 shows the pro-
cedure of supervised learning. If the number of observed samples |D| is small or |H|
(the number of possible hypotheses) is extremely large, then the learned hypothesis h*
in Eq. 2.2 is likely to “overfit” the data; i.e., we achieve zero (or very small) empirical
risk, but large losses (errors) on output prediction for unseen (test) data. We usually
can not increase the number of training data, but we can control the “flexibility” of
the hypothesis h to prevent it from overfitting to the training data. This task is per-
formed by “regularizing” the hypothesis h. Regularization is done by adding a penalty
function Q4 (h) to the optimization problem, that controls the flexibility of h':

N
i 1
h* = argmin Qu(h)+ — Z U(h (i), yq) (2.3)
heH N <
=1
This approach is called regularized risk minimization. Some times the loss function
[(y',y) is not convex— and therefore the optimization problem in Eq. 2.3 is not tractable;

then, a convex surrogate function for I(y’, y) is used instead.

'Flexibility of h mostly depends on the function space H. In this report, I assume that h(z) is
linear in its parameter, therefore the regularization function penalizes the parameters that are large in
magnitude.
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The probabilistic interpretation of the regularized risk minimization is based on
estimating a parametric form for the data distribution; then the regularization can be
interpreted as the log of some prior distribution over the possible hypotheses, and the
loss function is usually the log of probability of independent sample pairs (z;,y;) (For

brevity, I skip the details. The reader can refer to Bishop [33] for further details.).

2.2 Motivation of Structured Prediction

Before the emergence of the structured prediction algorithms, probabilistic graphi-
cal models (PGMs) [34] were the most successful methods for solving problems with
strongly interdependent outputs. PGMs provide a framework for inference about de-
pendent variables and confounding factors by combining tools from statistics and graph
theory. The basic idea behind PGMs is that the probability distribution function of the
variables in the model can be factorized based on the graph of the direct dependencies

among the variables.

While PGMs can be used for a wide class of problems, they are very general purpose;
this results in some inevitable costs. Using the probability distribution function of
variables in the model is desirable in theory, but estimating the parameters of the
distribution function— especially the normalization constant (a.k.a. partition function),
can be intractable. Structured prediction algorithms do not estimate the probability
distribution of the variables explicitly, and particularly avoid the calculation of the
normalization constants. Therefore, learning the parameters of structured prediction

models is usually more tractable, especially when tailored for specific problems.

Before formally defining “structured prediction”, some motivating examples of struc-

tured prediction problems are listed in the following:

e Collective classification: given a graph that involves a set of nodes and edges, the
goal is to predict a joint labeling for the nodes [1]. Maximum a posteriori inference
in many relational learning problems reduces to collective classification [2, 3]. For
example Markov logic network (MLN) is a strong method in relational machine
learning [4, 35, 36], where some inference tasks can some times be formulated as

a collective classification problem [16, 37].

e Sequence labeling: given an input sequence, the goal is to produce a label se-
quence. Each label is drawn from a small finite set. This problem has many ap-
plications in natural language processing for part-of-speech tagging [38, 39, 40],

and can be seen as a specific case of the larger class of conditional random fields
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(CRFs) and hidden Markov models (HMMs) [26]. A related problem is syntactic
parsing for a given input sequence; the goal is to build a tree whose leaves are the
elements in the sequence and whose structure is determined by some language

grammar [38, 41].

e Bipartite matching: given a bipartite graph, find the best possible matching. This
task shows up in the word alignment problem in natural language processing, and

protein structure prediction in computational biology [39, 42, 43, 44].

e Computer vision: images and videos are consisted of pixels which are highly
correlated, and form objects; understanding the image implies identification of
the objects in the image. There are several problems in computer vision that are
so far formulated as structured prediction problem. For example, determining the
human body part is one of the main problems that is solved by using structured
output prediction methods [45, 46, 47]. A few other examples— among many, that
use structured output prediction for solving computer vision problems: Taskar et
al. used structured prediction for labeling the points in a 3D point cloud which
was sampled from objects like trees, builings, etc. [2]; Based on the fact that
the objects are hierarchically built from smaller parts, Girshick et al. formulated
the object detection problem as an structured prediction problem [48]; Activity
detection in videos can be formulated as an structured prediction problem [49,
50, 51].

e Security: The structured prediction algorithms also have applications in security
problems. I will expand these applications later in Chapter 4, but here I refer
to one security related application: the optimal placement of police in different
locations in the airport to minimize the possibility of a terrorist attack. This
task requires structure output prediction, because of the combinatorial nature of

possible placement choices [52].

There are many other problems in NLP, computer vision, and security that fall
under the heading of structured prediction. These include entity detection and track-
ing, automatic document summarization, machine translation and question answering,

video segmentation, occlusion detection, surveillance systems and etc.

The main common theme in all structured output prediction problems is the com-
binatorial nature of the output. In particular, the number of possible outputs in such
problems is exponential in the input size. This fact makes these problems distinctive
from the classic problems that classical machine learning algorithms have been trying

to solve. Therefore, new algorithms are needed for handling such problems.
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2.3 Feature Space for Structured Prediction

A key concept in the state-of-the-art structured prediction algorithms is the notion of
an extended feature function. The inputs of the feature functions are both the original
input € X and a hypothesized output g € Y. Therefore, we define ¢(x,y) as
the feature function, which again is a vector, and depends on both the input and the
output. The mathematical details of ¢(x,y) are problem-specific. For example, in
graphical models [53], the feature function is the same as the vector of all potential
functions [2, 16, 54], and in maximum entropy (MaxEnt) models [55] (or equivalently

in log-linear models), the sufficient statistics are used as the feature functions.

In general, the choice of ¢(x,vy) is a model selection problem. A specific example
is collective classification of inter-connected documents (such as web pages) as “spam”
and “non-spam”. Let F be the set of the edges between the documents, where e¢;;, = 1
means that there is an edge from node 4 to node k and is zero otherwise. Also, let x;;
be the indicator variable that represents if the jth word is present in the ith document;
for example if “v!agr@” has index 700 in the dictionary, then x9p0700 = 1 means that
the word “vlagr@” is present in the 200th document, and 200,700 = 0 means it is not
present. Also let y; € {“spam”, “non-spam”} be encoded as the pair (y;1,v:2), where
(vi1,vi2) = (1,0) means y; = “spam” , and (y;1,¥:i2) = (0,1) means y; = “non-spam”.

Now we can define a simple feature function:

djk(x,y) = Zﬂfzyyzk (2.4)

(2
Gerre (T, Y) = > esyinyins (2.5)
i7j

The feature function ¢ (x, y) now will be built by stacking all ¢, (x, y)’s and ¢ep (2, y)’s
in one vector. The feature function ¢(x, ), with true values of  and a hypothetical
output gy is used as the higher level input to the mathematical model that describes
the relevance of output structure . In particular, a linear combination of individual
elements in ¢(x,y) is used as the criterion for relevance of the hypothetical output
9 to the true y, and is called the scoring function. Formally, the scoring function is

defined in the following form:
score(z, §,w) = w’ ¢(x,§) (2.6)

w is called the model weight vector, and the goal of the machine learning algorithm, is
to learn such that the true labeling y gains the maximum score when plugged into the
score function. Unfortunately, it is possible that in some cases an alternate labeling y

which is very different than y also gain a high score, therefore the learning algorithm
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needs to select a w that penalizes such scenarios. We want to learn w such that the
closer g is to y, the higher the score of g is. Therefore A(g,y) is defined as a measure
of dissimilarity between ¢ and y. The Hamming distance between g and y is one of
the popular choices. The difference function A(g,y) plays an important role in many

of the weight learning algorithms for structured output prediction.

In structured output prediction algorithms, a crucial problem is the hardness of
searching different applicable §j € ) that maximizes the scoring function. In particular,
after learning a weight vector w, one will need to find the best output for a given input.

This is the “argmax problem” defined in 2.7 and referred to as maximum a posteriori
(MAP) inference:

'gprediction = hy (m) = arg I;g:))}( wT¢(m’ 'g) (27)

This problem is not tractable in the general case. However, for specific Y and
¢(x,y), one can use methods such as dynamic programming algorithms or integer
programming algorithms to efficiently find solutions. In particular, if ¢(x,y) decom-
poses over the vector representation of y such that no feature depends on other features

that have the same elements of y then problem is efficiently solvable.

2.4 Structured Prediction Methods

In this section, I briefly explain the state-of-the-art methods for weight learning in

structured prediction methods.

2.4.1 Structured Perceptron

The structured perceptron is an extension of the standard perceptron [56] to structured

prediction [28, 57, 58]. The algorithm of learning bmw is shown in Alorithm (1).

In Algorithm 1, 6; is a real number between 0 and 1, that determines the weight of
the current update relative to previous weight in the [th iteration. In a simple averaging
algorithm we can set 0; = % a as the learning rate. The algorithm applies an update
to the weight whenever the output of arg maxgey w!' ¢(x, ) is not equal to the true
y. Note that the algorithm is only applicable when the resulting output is either equal
to the true output or not. In other words, the difference function A(g,y) € {0,1}.

The consequence of this fact, is poor generalization of this algorithm to unseen data.
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Algorithm 1 AveragedStructuredPerceptron((x1,v1),..., (xN,yn), maxlter)

w < [0,...,0]T
c +— 1
for [ =1 to maxIter do
for i =1to N do
§; = arg maxgey w’! ¢ (x4, §)
if g; # y; then
w <+ (1 -0)w+ b (Pp(zisyi) — d(xi, Ui))
end if
end for
end for
return w

2.4.2 Maximum Entropy and Log-Linear Models

The maximum entropy and log-linear models are duals of each other when seen as
optimization programs. Therefore, both of them are essentially the same algorithm.
In these algorithms, a parameterized distribution is discriminatively defined over an
output g (or sometimes generatively over both the input  and the hypothetic output

1Y), the feature function ¢(x,y) is seen as the sufficient statistics of this distribution:

~ 1 w” ¢(x,7)
;T w) = ’ 2.8
p(y ) (z, )6 (2.8)
The function z(x,w) is normalization function, and is called the partition function.

For z(x,w) we have:

dx,w) =Y W ¢@D) (2.9)

yey
The higher the value of p(g;x,w) is for a specific g, the more probable it is that ¢
is “close” to the true labeling y. Sometimes,L(y;x,w) = —logp(yg;x,w) is used as

measure of unlikeliness of g, smaller L(g; x, w) means better y:

L(g;x,w) = —logp(g;x,w)

= —w (x,§) +log(Y e ¢ (2.10)
yey

The maximum entropy framework is one of the most successful methods in struc-
tured prediction. For example McCallum et al. applied this method to sequence la-
beling problems [25], and a lot of follow-up work applied maximum entropy structured
prediction in different disciplines [27, 59, 60, 61, 62, 63, 64].
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It is worth mentioning that conditional random fields (CRFs) can be seen as a
more general framework where a probability distribution is fitted to the data, and the

inference could be performed over structured outputs as well.

2.4.3 Maximum Margin Markov Networks

The Maximum Margin Markov Network (M?N) class of structured prediction methods
are a generalization of max-margin methods in classic machine learning (also known as
support vector machines (SVM)) to structured output prediction settings. The early
work by Taskar et al. [2, 3, 39] was followed by a large amount of other progress in

development of max margin methods [1, 31, 45, 65, 66].

To date, the state-of-the-art structural SVM is the 1-slack formulation [67], which

solves the following optimization program:

miningize f(w)+ C¢  subject to (2.11)
¢ = max w’(¢(z,9) — ¢(z,y)) + Ay, §)

f(w) is a regularization function, that penalizes “large” weights. Depending on the
application, f(w) can be any convex function in general. Semi-homogeneous functions
such as norms, or positive-powers of norms, are among the favorite choices. (A function
f(2) is semi-homogeneous if and only if f(az) = a®f(z) for some positive a.) f(w) =
%wTw is the most commonly used regularization function. For simplicity, I have
expressed the input data as a single training example, but it can easily be expanded
to set of NV independent examples, each of which makes an independent contribution
to the loss function. The variable ¢ is the only slack variable (that’s why it’s called

1-slack) which should be minimized, along with the regularization function.

2.4.4 Reranking

Reranking is a common method that is used in natural language processing problems.
Assume that we have an oracle that solves some inference problem, but instead of
generating “the best” output generates a list of “n best” outputs. Then, the learner’s
goal is to build a second model for choosing “one output” from this “n best” outputs. A
second model then improves this initial ranking, using additional features as evidence.
This approach allows a tree to be represented as an arbitrary set of features, without
concerns about how these features interact or overlap, and without the need to define

a derivation which takes these features into account [57, 68].
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This method considers a constant-sized list and optimizes a reranker to a loss func-
tion closer to the one that we are interested in. Reranking has been applied in a
variety of NLP problems including parsing [57, 68, 69], machine translation [70, 71],
question answering [72], semantic role labeling [73], and other tasks. A main feature
of reranking is that different loss functions can be easily embedded into the algorithm
and immediately tested. There are also some drawbacks. For example, in reranking
algorithm, one should have an oracle for choosing n-best initial ranking which may not

be available, or n maybe too large to be useful.

2.4.5 Search Based Structured prediction

Search-based structured prediction can be seen as an improved and more advanced
version of re-ranking. These algorithms are mostly developed by the re-enforcement
learning community, and have a flavor of solving the structured prediction problems
from a planning perspective. Daumé et al. [41] introduced search based structured
prediction with the SEARN (SEarch And leaRN) algorithm. This algorithm inte-
grates searching and learning to solve structured prediction problems. SEARN is a
meta-algorithm that transforms structured prediction problems into simple classifica-
tion problems to which any binary classier may be applied. SEARN is able to learn

prediction functions for different loss functions and different features functions.

The structured output is produced by search algorithm that generates a sequence
of decisions at each time step. This process of search aims to find a structured output
that maximizes a scoring function in general. The goal of search-based structured
prediction is to find a function 7 that guides us through search. Formally, given an
input x € X and a state s in a search space S, the function m(x;s) tells us the next

state or action to choose. The function 7 is called a policy.

Training of SEARN is performed in an iterative way. At each iteration a known
policy is used to create new cost-sensitive classification examples. These examples
are the decisions that the optimal policy should make to help us search in the right

direction.

There are several other related work by the same authors [38, 74], in particular,

Daumé’ et al. extend SEARN to unsupervised and semi-supervised settings [74, 75].

Recently Doppa et al. [76], introduced the HC-search method for structured pre-
diction. This search-based algorithm consists of two main components; a recurrent
classifier and a cost function of the loss function on the training data that mimics the

search behavior. A recurrent classifier constructs structured outputs based on a series
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FIGURE 2.3: HC-search, Doppa et al. [76]

of discrete decisions. In order to learn a cost function, the authors choose a hypothesis
space of the cost functions; if the performance of the cost function is good on the train-
ing data, then we hope that the performance on the testing data is also acceptable.
The recurrent classifier and the cost function are trained sequentially. First, they train
the classifier, and then use it to define the search space over output space for every
training input. Secondly, they train the cost function to score outputs for a given
combination of the search space and a search procedure. At test time, for each test
input a search space is calculated by the recurrent classifier and the search procedure
guided by the cost function returns the best output that is found in a limited time

bound. There are several other follow-up papers by the same group [77, 78, 79].

Fig. 2.3 is a simple example that shows how HC-search method works in a high
level. Given the input x and the search space Sy, HC-search starts with a search
space that consists of all possible outputs. Then for a limited time of 7, a greedy
algorithm A searches for the best high scoring outputs. This search is guided by the
heuristic function H, which heuristically determines which nodes should be expanded.
The green nodes in Fig. 2.3 show the trajectory of node expansions. After reaching
the time bound, the node expansion will be stopped. Then the best high-scored node

based on the learned cost function will be returned as the final prediction.

Indeed, in all structured prediction problems— due to hardness of inference the
quality of the solution is not acceptable unless a considerable amount computation

time is spent. A main advantage of the HC-search algorithm is that it is capable of
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FIGURE 2.4: Structured prediction cascades, in each level some filtering on the output
space is made based on the cheaper computation of the features [81]

controlling the trade-off between the quality of the solution and the invested time for
solving the problem. From a critical point of view, the advantage that HC-search
advertises for is mainly gained by heuristic branch and bound algorithm which has
been known for a long time in the operational research community. As an example,
commercial integer solvers such as Gurobi [80], also have the property of managing the
trade-off between the quality of solution and the spent time?. However, HC-search is
one of the first algorithms that supports the time bound, and is specifically tailored

for structured prediction.

2.4.6 Structured Prediction Cascades

As mentioned in the previous subsection, inference time is the main bottleneck for both
training and testing of the structured prediction algorithms. Since the feature vector is
a function of both the inputs and the hypothetical outputs, it has to be calculated for
every single candidate output. Calculation of some components of the feature vector
are cheaper, but for some other components the computation of the feature can be
quite expensive. As an example, consider a social network graph with one million
nodes, and one hundred billion edges, then computing the number of the nodes that
have the property “foo” takes about one million time steps, but checking the number

of the neighboring node pairs that both have this property takes billions of time steps.

Structured prediction cascades [81] is a new method that is based on the follow-
ing idea: avoid computing the expensive features when they don’t help, especially

when there are computational constraints. Since we should balance expected error

2Especially since the combinatorial problems can be reduced to integer programs.
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with inference time, structured prediction cascades uses natural approach of using the
pruning techniques when expanding the search tree for the high scoring outputs. In
this method a tree (cascade) of possible solutions is build, where the closer you are to
the root, the cheaper features are used for computing the score. Then, only the nodes
that have higher score will be expanded (i.e. the more features will be calculated for
the corresponding outputs of those nodes). This method is also further developed to
ignore the effect of the features that do not have considerable contribution to accuracy
of the prediction. Fig. 2.4 is a schematic overview of how we avoid expanding the nodes

that are rejected early on.

Structured prediction cascades is mainly inspired by the Viola-Jones face detection
algorithm [82], where a sliding window moved around the image, and if a patch is not
face it is easy to reject that patch before computing all other feature from neighboring
patches. The are several other related work that use heuristic methods for pruning
the search space of outputs. In the previous subsection, I talked about HC-search
[76]. Several other researchers also uses a similar coarse to fine technique for natural

language processing problems [69, 83, 84].

2.5 Optimization Algorithms

In most of the methods that I described above the learning algorithm is embedded into
the model, but for the max-margin methods, we usually come up with a mathematical
optimization program that itself needs to be solved. In the following, I briefly ex-
plain some of the state-of-the-art optimization algorithms that are used for structured

learning.

e Cutting plane algorithm

In parameter learning of the max-margin structured methods, the goal is to se-
lect the parameters for which the score of the true labels is ranked higher than
the score of all alternate labels. Theoretically this can be done via a convex op-
timization program, such as a quadratic program. The issue is that the number
of alternate labels is usually exponential in the input size; therefore, listing all
of them is intractable. The cutting plane algorithm at each iteration finds the
alternate labeling that is most different from the true labeling and has the high-
est score, then adds appropriate constraints to make sure the score of the true
labeling is relatively higher than this alternate labeling [3, 31, 39, 45, 65, 67]

e Column generation

We can solve the convex program that is generated by the max margin approach
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in its dual form. The dual optimization program has a similar difficulty where
the number of the dual variables is exponential in the input size. Similar to the
cutting plane algorithm, the column generation method selects a dual variable
at each iteration, and then adds it to the dual program. Solving the problem in
its dual form is useful, because then we can use the power of kernel functions.

There are several works that use column generation for parameter learning [13,
39, 85, 86].

e Exponentiated gradient
The exponentiated gradient algorithm also solves the optimization program in its
dual form, and uses a gradient ascend algorithm for each update in each iteration.
The key point in the algorithm is that the gradient is exponentiated (i.e. €9 is
used instead of the gradient ¢), and there are convergence theorems as well as

experimental evaluations that prove the efficiency of this approach [87, 88, 89, 90].

There are some other optimization algorithms that are either not state of the art
in the field of optimization, or are not widely used in existing structured prediction
algorithms. But there are some rare works that have used these algorithms. For
example, Fua et al. [91] use a trust region based optimization method for structured

learning.
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Adversarial Machine Learning

In this chapter, I discuss the theoretical framework of adversarial machine learning in
general, and at the same time address the main branches of the existing work that are

applicable to structured prediction problems.

Adversarial machine learning studies machine learning techniques that are robust
against adversarial components, that rule over the process of input data generation.
The need for adversarial machine learning algorithms is becoming more obvious these
days, as security challenges are increasing [21]. In analogy with security problems,
adversarial machine learning can be seen as a game between two players, where one
player wants to protect the healthy functionality of a system, and the other player
wants to somehow pursue its own malicious goals. In adversarial machine learning
terminology, the first player is called the learner (or the defender), and the second
player is called the adversary (or the attacker) [8]. There has been a rich set of work in
recent years that examines the security of machine learning systems; this set involves
different classes of possible attacks against machine learning systems [9, 10, 12, 13, 14,
15, 92, 93, 94, 95, 96, 97].

In the following section, I briefly address some of the main aspects of the state-of-
the-art methods, and will discuss the common themes in adversarial machine learning
algorithms. I will also talk about regret minimization algorithms, that are somehow
complementary to the adversarial machine learning. In the regret minimization frame-
work, nature behaves like an adversary, and sets the costs and rewards. The goal is
to choose a sequence of actions that minimizes the future regret. Regret is defined as
the sum of all incurred costs of chosen actions at all time steps, minus the sum of the
costs when only one “best fixed action or policy from some space” had been taken at
all the times. The “best fixed action” is the action that would have been chosen, if all

the costs were known in hindsight.

20



Chapter 3: Adversarial Structured Prediction 21

Blaine Nelson’s PhD thesis covers an extensive collection of possible threats that
make most of the classical machine learning algorithms vulnerable [93]; in this re-
port, my perspective is mostly from the learner’s point of view, and I categorize the

adversarial attacks based on higher level properties of an adversary.

3.1 Adversary’s Theoretical Model

I start this section by some definitions:

Antagonistic adversary and zero-sum games: The adversary’s goals are ex-
plicitly against the duties of the learner. By “explicit”, I mean the adversary’s win
equally means the learner’s loss and vice-versa; these adversarial games are called

zero-sum games, and such an adversary is known as an antagonistic adversary.

Non-antagonistic adversary and non-zero-sum games: If the adversary’s
goals are implicitly against the learner’s goals, then the adversary is seeking its own
benefits, that may or may not be directly harmful for the learner. Whenever, the
amount of bilateral rewards and losses of each side of the game are not necessarily
equal, then the game is non-zero-sum. If increasing the cost of the learner is not the

main goal of the adversary, then it is a non-antagonistic adversary.

The non-antagonistic adversarial machine learning is not studied much yet for gen-
eral cases, and most of the existing work focus on antagonistic adversarial opponents
that actively try to defeat the machine learning algorithm, so that it fails by decreasing

some performance measure.

Modeling the non-zero-sum game is relatively simple. Let w € W be the parame-
ters of the learners model, and a € A be the parameters of adversary’s model; through
which, the adversary directly affects the performance of the machine learning algo-
rithm. W and A are respectively, the action space for the learner and the adversary.
Also, let r,(w, a) be the loss function that the learner wants to minimize by choosing
the right w'. An antagonistic adversary wants to maximize the loss of the learner by

selecting appropriate a. Therefore, the adversarial game can be formulated as:

I , 3.1
nly e el e) &0

The function rq (w, a) is the reward of the adversary. In a zero-sum-game the reward function
for the learner is r(w,a) = —rq(w,a); therefore r,(w,a) is the loss function from the learner’s
perspective.
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A more general abstraction of adversarial games is presented in Algorithm 2.

Algorithm 2 Adversarial Game

Initialize:
e Learner’s prior belief:

— The learner chooses a model M as the machine learning algorithm.

— The learner initializes its belief about the adversary’s set of strategies: A
based on the previous observations.

— The learner selects parameters w of the model M based on A and the
previous observations.

e Adversary’s prior belief:

— The adversary chooses a set of strategies A based on its own prior knowl-
edge and restrictions.

— The adversary initializes its inititial belief on the learner’s model M, and
its belief on the model parameters .

— The adversary chooses an action a € A.
e Nature sets the laws:
— Nature chooses a set of incentives R.

while Set of Incentives R Exists do
Defend:

e The learner updates its approximation of the adversary’s set of strategies A.

e The learner updates parameters w based on A, and the observed adversary’s
action a.

e The learner gains reward r(w,a) € R
Attack:

e The adversary chooses an attack a € A

e The adversary gains reward r,(w,a) € R

e The adversary updates A based on the observed reward r,(w,a) and its new
understanding of R.

Nature:
e nature updates R.

end while

The machine learning algorithm (the learner) chooses an algorithm such as decision
tree classification, Naive Bayes, support vector machine, etc., and learns the parameters
of the selected model based on its prior belief about the adversary and the previously
observed data. On the other hand, the adversary also chooses an action from its
plausible set of actions; this action is selected based on the adversary’s prior belief
about the learner’s choice for the model and its parameters. Note that each of the
adversary’s or learner’s moves can be randomized or deterministic. In fact, each of
the players may choose a mixed strategy rather than a fixed move. It is nature, which

decides on the amount of positive or negative pay-offs of each combination of the
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strategies, that are chosen by the players. For example, in email spam detection, there
are three sides: the spam-filter, the spammer, and the user of the email service. Some
emails are considered as spam by some users, but are important information for some
other users. Therefore, if the spam-filter algorithm wants to use a fixed model for all
users, then it should carefully update its belief about the pay-offs that are made by

nature (in this example users are a part nature).

Algorithm 2 encapsulates many details and possible assumptions; and, the order of
the itemized events can be completely arbitrary; this makes the abstraction of the ad-
versarial game in Algorithm 2 too generic to be useful. Each of the existing approaches
on adversarial machine learning is designed based on some assumptions about Algo-

rithm 2. In the following, I briefly categorize the main possible assumptions.

3.2 Type of Adversarial Problems

The assumptions about the order of occurrence of events in Algorithm 2 are a key
point of difference in algorithmic approaches, that are designed for the adversarial
machine learning. In particular, the existing studies are mostly based on three general

assumptions about the possible orders of occurrence of events:

e Based on Stackelberg competition scenario : The Stackelberg competition
model is a strategic game model where one of the players (called “the leader”)
plays first, and then the other player (called “the follower”) plays sequentially.
This model is the closest model to the real-world challenges. The learner (the
leader) updates its model parameters after observing the adversary’s (the fol-

lower’s) action, and possibly incurs some losses [12, 13, 15, 16, 97].

e Based on Nash Equilibria: In these models, although the order of events is
arbitrary, but hypothetically, there exist optimum joint strategies of both players,
where no player gains more rewards by deviating from its current strategy. It is a
known fact from Game Theory that such optima do not necessarily exist among
pure strategies[14, 94, 95, 96].

e Based on Poisoning the Training Data: The adversary generates several
especially designed data points, and injects them into the training data. The
adversary’s goal in this kind of attacks, is to make the machine learning algorithm
learn a wrong model in the first place. There are several research papers that
explain how such attacks can be designed to target certain machine learning
algorithms [22, 100, 128, 129, 130]. I will discuss about the poisoning attacks a

little more in Section 4.1.
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e Based on Regret Minimization: In these models the adversary and nature
are the same, and nature chooses a new cost function for each action of the learner
at each iteration of the game. The goal is to minimize the regret that the learner
would suffer; compared to the time, that if it knew all of the costs imposed by

nature in hindsight and had chosen a fixed strategy as the response [23, 98, 99].

In general, it is not easy to find the Nash equilibrium when the dimensionality of the
players’ actions is large and the utility functions are arbitrary. Briickner and Scheffer
show that under certain convexity and separability conditions of the utility function,
a Nash equilibrium exists; this equilibrium can be found by simulating the adversarial
game [14]. Therefore, Stackelberg competitions are more approachable techniques,
because the learner should select the strategy that restricts the worst-case adversary
in a mini-max formulation. The learner attempts to minimize a loss function assuming
a worst-case adversarial manipulation. An unrealistic assumption that many of the
papers make to simplify the problem [12, 13, 14, 15, 94, 95, 96, 97], is the continuity

of feature functions, which does not hold in many domains.

Globerson and Roweis [12] formulate the problem of feature deletion at test time
as a Stackelberg game. This method is only applicable to binary and multi-label clas-
sification, and does not apply to the structured output prediction problems. Another
weakness of this approach is that, it is only robust to feature deletion; other possible
adversarial manipulations of data such as feature are ignored. In a later paper with Teo
et al. [13], they generalized the former method to all invariants of input data, as long
as there exist an efficient numerical procedure for calculating the invariants®. In Teo
et al. the notion of invariant is seen as a transformation function with limited num-
ber of possible outcomes [13], and the formulation has a summation over all possible
transformations. This is not practical whenever the number of possible transformation
is exponential in the input size (or sometimes infinite). Torkamani and Lowd solved
this problem for collective classification in associative Markov networks®, which is a

specific domain of structured prediction [16].

There are other related work, that have made small changes in the objective of the
optimization program or have used a slightly different technical representation to the
framework that Teo et al. [13], introduced. For example, Dekel et al. [100] also look
at feature deletion and corruption, but in their formulation they use an L; norm for

penalizing large weights instead of a more common Ls norm. This formulation leads to

2In machine learning and computer vision terminology, an “invariant” of a data point = with label
y is a variation of &, namely &, that the classifier of interest still labels it as y.

3In an associative Markov networks, the vertices of the data graph that are neighbor to each other
are more likely to have the same label.
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a linear program that can be solved by the simplex method [101] instead of a quadratic

program.

There are some other papers that focus on the distribution of the train and the test
data: for example Livni et al. [102] give an explanation for the reason , that why the
common Lo regularization is efficient for SVMs by assuming the existence of stochastic
adversaries. There are also some related work on covariate shift when both the train

and the test data are available at train time [103, 104].

3.3 Knowledge about the Opponent

From the knowledgeability perspective, there are two types of adversaries: passive
or active. Passive adversaries do not have access to the learners model and try to
infer parameters of the algorithm which is working behind the scene, by attacking the
system, and observing the outcomes. Active adversaries have full access to the learner’s
model and the parameters that the learner has selected for the model [9, 10, 92]. A
passive adversary may converge to an active adversary in theory, especially, if the
learner does not update its model parameters. In real world problems the adversaries
are passive in general, but most of the existing studies focus on the active adversary
assumption. To the best of my knowledge, all of the existing methods in the field
of adversarial structured prediction assume that there exists an active adversary that
has access to the learner’s model (except in the regret minimization setting where
the scenario is different); I think, focusing on the passive scenarios for structured

prediction, is a potential field of research in adversarial machine learning.

It is also important for the learner to know the adversaries limitations and incentives.
If the model is non-antagonistic, then the adversary has its own incentives; knowing
these incentives can be used in modeling the adversary. This knowledge can be used in
generating robust model parameters for the learner. The effectiveness of our methods
depends on how accurately we model the adversary, but the true costs and constraints
of the adversary are rarely known in advance. There is not much work that models the
incentives of the adversary, but there are a few methods that assume that adversary

is rational [105].

One advantage of the learner is the adversary’s limitations; most of the Stackelberg
games use this fact to learn robust models by incorporating the restrictions of the
adversary into the learning algorithm [12, 13, 16, 102]. Some other recent papers
have considered the relationship between regularization and robustness to restricted

adversaries in SVMs. Xu et al. [17] demonstrate that using a norm as a regularizer is
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equivalent to optimizing against a worst-case adversary that can manipulate features
within a ball defined by the dual norm. There are several related work that expand this
idea in different directions [106, 107]. For example in follow-up work Xu et al. expand
their approach to the robust regression problem[106]. I will expand regularization

methods in Chapter 4.

3.4 The Role of nature

In Algorithm 2, I have separated the adversary and nature. I believe that the adversary
is in fact following the rules that nature sets. For example, in stock markets there are
definitely some traders (adversaries) who want to increase their pay-offs by choosing the
right portfolio, but the demands in the market are the main criteria that affect the stock
indices. Another example is the laws of physics that nature sets. A robot controller
algorithm should be robust to adversarial accidents that threaten the autonomous
robot agents, but falling from a 2 feet tall piece of rock is definitely different than
falling from a cliff which has the height of 500 feet. As a result it is important for both

learner and the adversary to learn the laws of nature as well.

Please note, that there can be many variations in the order of execution of events,
and assumptions about the learner, adversary and nature in Algorithm 2, which I skip

for brevity.

3.5 Regret Minimization

In a high-level definition, the “regret minimization” algorithms are designed to choose
the right sequence of actions when the cost of each action is not known in advance. The
goal is to compete well against one single action that would be chosen if the costs were
known in hindsight. The measure of regret is the difference between the performance of
the online algorithm— that chooses actions at each time step, and the best benchmark

in the class [108].

As T will discuss in Section 4.1, the sequential nature of the prediction in the re-
gret minimization framework, makes it a potential method for performing structure
prediction. If the structured prediction problem is reducible to a sequence prediction

problem, then a regret minimization framework is a good match.
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3.5.1 Motivation and Definition of Regret Minimization

The first motivation of regret minimization research was based on the idea of forecasting
a sequence with the advice of some oracle, that unveils the true output when the learner
has made its decision. As an example, suppose there is a horse race in Eugene every
Sunday morning, where 20 horse-riders with horsey, ..., horsesy compete against each
other. You can bet on a number from 1 to 20, and after the game is over the horse
that you have bet on stands on jth position. The game rule is: if j — 6 > 0, then you
should pay j — 6 dollars to the organizer, otherwise you will wager 6 — j dollars (Yes!
not a fair game.). Now after 10 weeks of losing different amounts of money, you may
ask yourself: “what if I had chosen horseg all the times? She has had the maximum

number of winnings on average!”

In this example, the amount of regret is the money that you have lost minus the
money that you would have lost (winnings can be considered as negative lost) if you
had bet on horseg every single time. The regret minimization algorithms aim for

decreasing the expected amount of regret in sequential decision making processes.

More formally, the learner (forecaster ideally wants to predict a sequence of outputs
Y1, Y2, ... Y €Y, where ) is some output space. The learner’s predictions g1, 9o, . . .
will approximate the goal sequence. After the learner makes the decision g; at the ith
time step, it has to pay some cost ¢;(7;), where the cost function ¢;, is (adversarially)

determined by nature, and ¢;(9;) > ¢;(y;).

Now the regret measure is defined by:

n

Regret(91,...,0n) = Z ci(i) — miny- Z ci(y”) (3.2)
i=1 i=1

therefore, the goal of regret minimization is to find (91, ..., J,)* such that:
(.’gla SRR .’gn)* - I’{IAHIHDAIZ)G Reg’ret(g}l, R 7yATL) (33)
Y1,--Yn

Note that the amount of regret can be negative in theory. In the next subsetion,
I briefly explain a few of the base-line and state-of-the-art algorithms for solving the

regret minimization problem.
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3.5.2 Regret Minimization Algorithms

The sequential nature of the predictions in regret minimization’s setting suggests its
connection to online learning® [98]. Therefore, all of the guarantees that online learning

provides are aslo applicable to regret minimization algorithms.

3.5.2.1 Follow The Leader

The “Follow The Leader” (FTL) algorithm is the most basic strategy for regret mini-
mization. At each iteration the FTL algorithm makes a decision, that is the best choice
based on the data that is observed so far. In other words the algorithm tries to find

the fixed point that minimizes the average of all previous costs:

t

Jer1) = argmin Y ¢i(y) (3.4)
vey o

This basic algorithm can easily get trapped in the loop of switching strategies [109].
As a simple example, assume that the output space J = [—1,1], then if from the
second iteration, nature chooses the the cost function ¢;(y) = y1(—1)%y, then the FTL

algorithm will prediction the wrong answer in each following iteration.

3.5.2.2 Regularized Follow The Leader

Since the predictions of FTL may have wild variations from one iteration to the next
one, the FTL algorithm is know to be flawed. The regularized FTL (RFTL) is a
modification of FTL to make it more stable. RFTL solves the FTL’s problem by

regularizing its objective:

t

U(t+1) = arg Y;)lin AQy) + Z ci(y) (3.5)
ye i=1

4Online learning is a branch of machine learning, where all of the data samples are not available to
the learning in advance, and the learner observes a new sample at each iteration. In online algorithms
the model parameters are updated iteratively as the learner observes new samples. Online learning
algorithms provide efficient ways of data processing, which make them appropriate for large-scale
data processing in machine learning. Another benifit of using online algorithms is the convergence
guarantees that are comparable to batch data processing algorithms.
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The regularization function Q(y) is assumed to be strongly convex (i.e. its Hessian
should be positive definite). Algorithm (3) shows an sketch RFTL.

Algorithm 3 Regularized Follow The Leader Algorithm

Input: Regularization coefficient A, strongly convex regularization function Q(y),
output space ), The horizon of predictions T’
Initialize: y; = argmin Q(y)
yeY
fort=2to 7T do
Observe the last cost ¢;—1(y)
Update: g = argmin AQ(y) + > . ¢i(y)
yeY
end for

A special case of RFTL is know as “multiplicative updates”, where vy is a discrete
probability distribution (i.e. Y = {y|y; >0, > ,y; = 1}), the chosen regularization

function is a negative entropy measure: Q(y) = >, y;logy;, and ¢;(y) = y’ ¢y, then
the updates will be:

gy @

Q(tJrl) = 'gTe)\Qst (36)

where e*?* is a vector made by stacking the element-wise exponentiations of elements

of ¢ multiplied by A, and the operation e is the Hadamard product of two vectors.

A second special case when Q(y) = ||y||3, and Y is a unit Ly ball (i.e. |lyl2 < 1),
then the updates will be:

Gy = ST A
7 lge — Al

(3.7)
In the first special case, a multiplicative correction is made on the output, and in
the second special case a translation correction is applied. Then, in both cases, the

output is projected back to the feasible space.
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3.5.2.3 Regret Bounds

It can be proven that for ¢;(y) = y” ¢, the regret that is incurred after T iterations
of running Algorithm (3) is less than or equal to 2v/2yDT":

T
Regretr = Z ol (y: —y) <2/29DT (3.8)
t=1

where v = max; ycy @7 H ¢, D = maxyey Q(y)—Q(y1) ,and H~! is the inverse

of the Hessian matrix of the regularization function.

Having a bound on the regret is very important, because it give us an upper-bound
on the maximum loss that we might incur. There is an active research on theoretically

tightening the regret bounds for different algorithms.

3.5.3 Applications of Regret Minimization

In the following, I list some of the applications of regret minimization:

e Prediction from experts advice:In this class of problems, leaner has to select
one on n options (experts advice). After selecting one of them in an iteration,
the leaner incurs a loss; and this process repeats again. The goal is to choose a

sequence which does as well as the best expert would do in hindsight.

e Online shortest paths: In the online shortest path problem a directed graph
G = (V, E), a source node s, and a sink node t are given. At the tth iteration, the
leaner selects a path from s to t, and then an adversary chooses the edge weights.
The cost of the learner will be the sum of the edge wights of the chosen path. The
goal is to incur the minimum cost compared to one fixed path in hindsight [111].
This setting has applications in traffic control problems. Takimoto et al. [111],

use the multiplicative updates on the relaxed program to solve this problem.

e Portfolio selection: In the portfolio selection problem, the goal is to choose a
distribution y € R®, Y ', yit = 1 of wealth over n assets at the tth iteration.
nature (adversary) chooses the market return vector r; for all assets; and the

learner will be rewarded y/r;. The goal is to maximize the overall reward (or

5The proof of this theorem is based on the Bregman divergence of two possibles outputs vy, 2} with
respect to the regularization function, and the primal-dual optimization algorithm for updating y:. I
skip the proof here, for the proof please refer to Hazan [110].
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minimize the negative loss), over T iterations. Hazan et al. use a Newton based

minimization algorithm fo rsolving this problem [112].



Chapter 4

Adversarial Structured Output

Prediction

The broad impacts of adversarial structured prediction are in the problems where space
of possible outputs is large and the robustness of the machine learning algorithm is
important. While, many areas of security need to deal with these two issues; recently,
researchers have encountered other emerging problems with similar difficulties. Most
of these problems have emerged in the field of computer vision. It is worthwhile to
mention that, many of the computer vision problems such as video surveillance have

implicit applications in security problems.

As I mentioned earlier in this report, there are only a few existing work that directly
refer to the problem of adversarial structured output prediction. In this section, I
explain the existing applications, and at the same time refer to some of the limitations

of these works.

I should mention the existence of some work that study robustness from the gen-
eralization point of view [113]. Most of these results are theoretical extensions of

generalization bounds from PAC-learnability, and I don’t focus on them in this report
1

!Probably-Approximately-Correct (PAC) learning, refers to some theorems that are foundation of
computational learning theory. In simple words, PAC-learnability relates the generalization error of
the machine learning algorithm at test time to the (number of) samples that are observed at train
time[114].

32
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4.1 The State-of-the-Art Techniques

4.1.1 Utility-based Adversarial Structured Learning

Utility-based approaches are of the early works in adversarial machine learning that
are applicable to structured prediction as well. In these models, both the learner and
the adversary have their own utility functions. The utility functions can be a likelihood
function or some other reward function. In a game theoretic framework each of the
players tries to maximize its own utility. Briickner and Scheffer have several papers
that are based on this approach. They have shown that for certain non-antagonistic
utility functions, the prediction game has a unique Nash equilibrium, and derive a
simulation-based algorithms for finding the equilibrial prediction models [14, 95]. In
another work, they model the interaction between the learner and the adversary as a
Stackelberg game in which the learner plays the role of the leader and the adversary
reacts to the learned model [15]. This framework is in fact a minimax scenario where
the learner tries to minimize the maximum possible negative damage that the adversary
can cause. None of these works are designed for structured prediction problems. Since,
the framework that these methods suggest is based on simulation of the game; it is
applicable to structured settings as well. Although, satisfying some of the assumptions
may not be possible, especially for finding the Nash equilibrium. The main drawback
of these works is that the formulations assume a relaxed action space; this assumption

does not hold in many structured (and even non-structured) output spaces.

There are other works that expand the analysis of the conditions for finding the
Nash equilibrium, for example Dreves et al. have analyzed the Karush-Kuhn-Tucker

(KKT) conditions for which the generalized Nash equilibrium exists [94].

4.1.2 Max-margin-based Adversarial Structured Learning

I explained the basics of the max-margin structured prediction in Chapter 2. The max-
margin based algorithms include the large class of structural SVMs, and therefore is

the main branch of methods for which learning in adversarial settings is studied.

4.1.2.1 Embedding the Simulated Adversary

The key idea for making max-margin learning approaches robust to adversarial data
manipulation is to embed the adversarial uncertainty component into the optimization

program of the max margin method. Scholkopf et al. [115] were one the first authors
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who used the idea of using virtual (noisy) samples for training the model. This idea
was first used as an embedded part of the algorithm for binary SVMs by Globerson
and Roweis [12], when a limited number of the features could be set to zero by the
adversary at test time. Later Teo et al. [13] expanded this idea to include a wider class
possible adversaries. The main limitation of this latter work is that, there should exist
an efficient computational procedure for simulating the adversary. This is not always
tractable because the number of possible adversarial manipulations of input data can
be extremely large. CACC [16] addressed this issue for a more specific structured

prediction problem.

There are other approaches that have a similar nature, for example Biggio et al. [116]
formulate the problem in the dual form and model the adversarial noise as Hadamard
product of a noise matrix and the kernel matrix. Some other authors assume that the
adversarial noise is drawn from a distribution and try to ensure robustness to those
kind of perturbation [102, 117].

4.1.2.2 Robustness by regularization

In general, robust optimization addresses optimization problems in which some degree
of uncertainty governs the known parameters of the model. Ben-Tal and Nemirovski
[118, 119, 120, 121] showed that there exist a wide range of applications that could be
formulated in a robust convex optimization framework. Robust linear programming is
a central method in most of the robust formulations. Bertsimas et al. [122] show that
for box-bounded disturbances the parameters can take the worst-case value, and there
is a trade-off between optimality and robustness. In Bertsimal et al. [123], the authors
focus on the case when the disturbance of the inputs is restricted to an ellipsoid around
the true values defined by some norm. They show that the robust linear programming
problem can be reduced to a convex cone program, where the conic constraint is
defined by the dual of the original norm. A number of other authors have explored the

application of robust optimization to classification problems (e.g.,[124, 125, 126, 127]).

Recently, Xu et al. [17] showed that regularization of support vector machines can
be derived from a robust formulation, and also argue that robustness in feature space

entails robustness in sample space.

Recently, we came up with a new method for improving the robustness of struc-
tured SVMs in presence of worst-case adversary [18]. As in Bertsimas et al. [123], we
also assumed that the disturbances in feature space are restricted to the interior (and

the boundary) of some ellipsoid. We showed that the robust formulation of structural
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SVMs is equivalent to some regularization of the models’ weights. This extends simi-
lar results by Xu et al. [17] from binary SVMs to structural SVMs. We also explored
situations in which the disturbances are restricted to an arbitrary polyhedron. Finally,
we showed that we can generalize both formulations to a single program where distur-
bances are constrained by the intersection of an ellipsoid and a polyhedron. By showing
these equivalences between robust structural SVMs and regularized or transformed ver-
sions of non-robust SVMs, we achieve a deeper understanding of how robustness affects
the structured learning problems as well as suggesting new methods for solving these

optimization problems.

Based on the insight that I mentioned above, we developed a general theory of
robustness for arbitrary structural support vector machines (SVMs). Structural SVMs
address a wide class of problems that include collective classification problem that we
had previously solved with CACC. But this time, we showed that by selecting the
appropriate regularization function for a specific perturbation set in the feature space,

the desired robustness to that perturbation set can be achieved.

4.1.2.3 Robustness to Poisoning Attacks

Poisoning attack is used to refer to a scenario, where the adversary injects some cor-
rupted samples to the training data to make sure that the classifier will learn a wrong
model, and as a result the test error increases. To the best of my knowledge, there is
no existing published work that attempts to guarantee robustness against this kind of
attacks. I think, filling this gap is worthwhile, and is specifically important to applica-
tions where the number of training samples is limited. Biggio et al. [22] have studied
this problem for non-structural prediction. They investigate a family of poisoning
attacks against SVMs. Note that most of the learning algorithms assume that their
training data comes from a natural distribution, and therefore are vulnerable to this
kind of attacks. An intelligent adversary can, to some extent, predict the change of the
SVM’s decision function due to malicious input and use this ability to construct ma-
licious data. Dekel and Shamir [100] solve a similar problem for binary SVMs, where
they apply several relaxations to the integer program formulation of the problem, and
use Lo as the regularizer. Because of this choice of regularizer they end up with a
linear program. In their paper they state that with the choice of L, regularization
their method is more efficient and don’t go into more arguments. But I think, the
reason that this regularization works better for them, is because of the effect of dual
norms that we have explained in our submission to ICML 2014 (See the previous sub-
section for details.). There are some other works in the literature, that attempt to

train models that are robust to poisoning attacks [128, 129, 130].
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4.1.3 Online Learning and Regret Minimization

There are not much work that use online learning [98] for structured prediction. I have
found a few that I list here. Online learning can be seen both as a frame work for de-
composing the problem of structured prediction to small non-structured problems and
solving them individually and also as an efficient and scalable optimization framework
for learning. The former application of online learning, i.e. decomposing the problem
to smaller problems, is mostly used for sequence prediction, which is highly related
to similar regret-minimization methods. For example Arindam Banerjee uses online
updates for learning a logistic regression model for structured output prediction [131].
In this paper, Banerjee uses online updates in order to learn the parameters of a log-
linear model for structured prediction in a CRF-based setting. There are other similar
methods that use the same framework? for structured prediction, but Banerjee’s main
result is to show that, the online updates can provide the same convergence guarantees
as batch updates. There is several works that use similar techniques. For example,

Hall et al. perform online updates to train structured perception [132].

Ross et al. have several papers that address structured prediction in regret minimiza-
tion framework; their basic idea is to decompose the structured output into a sequence

prediction problem and solve it by the regret minimization framework [23, 99].

Sequence prediction problems arise in many different settings, but one can reduce
some of the structured prediction problems to sequence prediction problems. For ex-
ample, a robot system needs to predict a list of sub-actions in order to perform a
super-action such as: drive a car from location “A” to location “B”. This super-action
can be seen as an structured output, but it is decomposable to a sequence of sub-
actions. Imitation leaning— where the machine learning system is trained to mimic

some expert’s behavior, is a good fit for such problems [99].

Ross et al. [99] use a regret minimization setting for learning to drive a computer
simulated car, where the output is a sequence of actions in limited horizon. In their
problem, the true cost of taking action a in state s: C(s,a) is not known, but they use
some expert’s knowledge about the loss I(s, 7) incurred by policy a = 7(s) ?, and try

to minimize the empirical expectation of this loss function:

7 = argmax E[l(s, )] (4.1)
well

2E.g. Domke’s paper on structured prediction using logistic regression [64]

3The term “policy” is commonly used in the reinforcement learning community for the function
7 :S — D(A) that maps an state to an action or a distribution over actions, and is almost equivalent
hypothesis function h: X — ).
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The expert’s loss [(s, 7) is measured by the average number of times that the sim-
ulated car falls out of the road. Their approach is similar to regularized follow the

leader algorithm that I explained in Section 3.

To conclude, I think there is a great potential of using regret minimization frame-
work, for solving structured output predictions; where, the output can be decomposed

to a sequence of simpler prediction problems.

4.2 Applications

4.2.1 Collective Classification

Many real-world relational learning problems can be formulated as a collective classi-
fication problem. For example, web-spam detection can be formulated as a collective
classification problem where each web-page is either spam or non-spam, and the label
of each web-page not only depends on its contents, but also depends on the label of

neighboring web-pages that are linked to it [1, 5, 16].

To the best of my knowledge, our paper “Collective Adversarial Collective Classi-
fication” [16], is the only published work in the field of structured output prediction,
that is designed to be directly robust against adversarial manipulation of data at test
time. In that work, we assumed that the adversary can change up to D attributes
of all web-pages, and by incorporating this limitation of the adversary 4 in a robust
optimization program, we came up with an efficient method® for robustly solving the

problem of collective classification in associative Markov networks [2].

There are some other papers that try to solve this problem with implicit effort to
address the robustness issue. Sen et al. [1] discuss that the “Iterative Classification
Algorithm” [133, 134] is fairly robust to the order that the nodes are visited (not the
manipulation of test data). Tian et al. [135] introduce a heuristic additional weight
on top of a dependency network [136, 137] to model the strength of the dependencies;
although, this paper claims that this additional weight makes the method robust to
random noise, but this method is only ad-hoc and particularly not robust to malicious
noise. McDowell et al. [138] introduce cautious iterative classification algorithm, where
at each local classification, the classifier also generates a confidence criterion about the

classification that it has made; if this criterion is less than some threshold, the predicted

4This is the main limitation of the adversary. Therefore, the adversary cannot manipulate “every-
thing” in the network.

SFor binary labels such as spam detection the efficiency is guaranteed. When there are more than
two possible labels the results are approximate in theory but in practice we get pretty accurate results.
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label is ignored by the algorithm. This method is also heuristic and does not rely on
related literature of robust machine learning. Bilgic et al. [139] introduce an iterative
method that combines collective classification and link prediction, in their work they
only show that the proposed method is robust different homophily parameters in the

network.

Abernethy et al. have done several works in the field of adversarial machine learning,
but most of them do not address the adversarial attacks that can be performed against
collective classification algorithms. In one of their papers they introduce “WITCH”
algorithm [5], that uses a graph regularization approach to use the link information for
regularizing the model parameters. Since their approach gains some implicit robustness

due to regularization, I think it is also a related work that needs to be mentioned here.

4.2.2 Anomaly Detection

Anomaly detection is the problem of detecting unusual samples among a number of
ordinary samples. For example detecting network intrusions or credit card fraud de-
tection is known examples of anomaly detection. There exist a large literature in both
statistics and machine learning on anomaly detection; in this part, I refer to some
of these works use structured output prediction (especially conditional random fields)
for performing the anomaly detection task. An intrusion detection system is now an
important part of any computer network. When a set of agents in the network collab-
orate in an attack, then the network protection system needs to perform some sort of
structured prediction to determine the role of each agent in the network. There are a
group of papers that use conditional random fields or hidden Makov model to perform
this task [140, 141, 142], a main drawback of these method is the issue of robustness
of the algorithms. In other words, these methods use machine learning algorithms to
improve the robustness issue of the system, but the used algorithms themselves are

not robust to engineered attacks.

Song et al. introduce a one-class classification approach for detecting the sequential
anomalies [143]; their method is robust to outliers in the training data; I find it very
interesting. The main fact that makes this work less applicable to adversarial settings
is that, the adversarially manipulated samples are different than outliers. In partic-
ular, the adversary manipulates them as a response to the learned parameters of the

classification method.
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4.2.3 Game Theory for Security

Security issues are becoming more serious and critical problem these days, and natu-
rally machine learning tools are used to solve some of these problems. As explained in
section 3, these security challenges can be formulated as a game between the defender
(or learner) and the attacker (or the adversary), therefore we call them security games.
Not only the action space in security games is large, but also the limited resources of
the defender is a challenge in most of the security games. In fact, in real world security
problems there are not enough agents to patrol all the targets that the adversary could
attack to; therefore, deciding the placement of the resources is highly important. As an
example, Pita et al. have developed and algorithm called ARMOR [52, 144] which is
now deployed at the Los Angeles International Airport (LAX) to randomize the check-
points on the roadways that enter the airport. Randomization in this context basically
means that the strategies are drawn from some mixture of strategy distributions rather
than a fixed pure strategy. In game theory random or mixed strategies are important,

because then the opponent will not be able to surely determine your next action.

There are several other papers from Prof. Milind Tambe’s lab from University of
Southern California, that address similar problems; I bring some these examples in
the following: IRIS is a randomized large-scale scheduling system for US Federal Air
Marshal Service [145]. This algorithm is used for scheduling air marshals to be allo-
cated to flights departing from United States, and prioritizes the flights by considering
different factors such as the number of passengers, population of destination and desti-
nation itself, etc.In IRIS the targets are the number of flights at each time step (day),
and since the number of possible schedules are exponential in the number of flights;
some other embedded algorithms are used for fast generation of the schedules [146].
PROTECT is designed for allocating US Coast Guard for securing coasts, ports, and

inland waterways, due to threats such as terrorism and drug trafficking [147].

Recently, in a follow-up version of PROTECT, Fang et. al. introduced an algorithm
where the resources can be mobile [148]. Another application called GUARDS (Game-
theoretic Unpredictable and Randomly Deployed Security) is designed by this group
for the US Transportation Security Administration that protects airports. Unlike
ARMOR, GUARDS it is designed to address the diversity of attacks, e.g. existence
of heterogeneous adversarial activities and diverse potential threats [149]. There are
several other contributions by this group and other groups that all use Stackleberg
games for solving other interesting but similar challenges that I skip for brevity [150,
151, 152, 153, 154, 155, 156]. Dickerson et al. [157] look at security games from a graph
theoretic approach and propose a greedy algorithm for protecting the moving targets

from adversaries.
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4.2.4 Computer Vision

Computer vision applications of adversarial structured predication are probably the
most well studied ones for one important reason. Both robustness and structured
output prediction are hot research topics in the computer vision community. In the
following, I cite some the work that are related to robust structured prediction in the

field of computer vision.

As mentioned earlier, these methods are not designed to be directly robust against
adversarial manipulation of data, but have achieved some better robustness in com-
parison to previous works. For example Fua et al. [91] propose a working set based
approximate sub-gradient descent algorithm to solve the optimization program of the
structured SVM. They solve an image segmentation problem, where exact inference
is intractable and the most violated constraints can only be approximated. The ran-
domly sample new constraints instead of computing them using the more expensive
approximate inference techniques, and gain more robustness in the prediction by this
method. From the theory point of view, we know that this method should not work
well in general, because the randomly selected constraints may be insignificant, and
this slows down the convergence of the algorithm. However, this method has been

successful in their application.

Gong et al. [158] propose a structured prediction method where the output space
is subset of two distinct manifolds, and their method tries to be robust to noise and
choose the output from the right manifold. This method is shown to be efficient in
human motion capturing from videos. There are also some work, that robust features
are chosen in advance to gain robustness in the structured prediction [159]. Exploiting
the domain knowledge is also a method that can be used in order to gain robustness,
Chen et al. use this ad-hoc approach for robust play type recognition in a football

game, which is recorded by noisy sensors [160].

4.2.5 Speech Recognition

As the applications of structured prediction grow in different subfields of signal process-
ing the robustness issue becomes more prominent. Speech recognition is an interesting
example of such applications. Zhang et al. have parameterized a noise model, and
have embedded it into the their optimization program. They optimize for this noise
control parameter as well [161, 162]. In their problem the noise in the speech signal is
not adversarial, and I think adversarial speech recognition is also one of the fields that

have important applications in real world problems.
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Discussion and Future Plan

5.1 Discussion and Conclusion

In the following I highlight the key points that I mentioned throughout the report.

5.1.1 Improving Adversarial Machine Learning

As Algorithm (2) demonstrates there exist a wide range of possible directions in the
field of adversarial machine learning that is not explored yet. I think, there is a

possibility of theoretical expansion in adversarial machine learning. In particular:

e Scaling-up current methods
Scaling up adversarial methods to large datasets, remains an open issue. A
promising direction is using online algorithms that are shown to be successful in

other fields of machine learning

e Learning utility functions
If we can approximate the opponents utility, then we will have a more realistic
model of the adversarial game. Besides that we will be able to use decision
theoretic approaches to model non-zero-sum games. Note that solving non-zero-
sum games in adversarial settings is another important issue that needs to be

addressed.

e Efficient use of knowledge about the opponent
In CACC paper, and our submission to ICML2014 we have shown that by taking
advantage of adversary’s limitations, we can design more robust algorithms; but,
there are still many details about how-to of translating the raw knowledge about

the adversary into useful parameters in the learning algorithm.

41
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All of these items apply to both structured and non-structured output prediction.

5.1.2 Expansion of Existing Work to Structural Settings

There exist a large amount of work in adversarial machine learning that are designed for
specific problems. I believe that by right abstraction, these methods can be generalized
to the wider class of structured output prediction. Good examples of such methods,
are regret minimization algorithms; these methods are based on elegant mathemati-
cal foundations, and are designed to be robust against adversarial noise. There are
only a couple of papers that use regret minimization algorithms for structured output
prediction. An important feature of regret minimization algorithms is that, they are
mostly based on some scalable online algorithm, which is a great candidate for scaling

up existing structured prediction algorithms.

On the other hand, regret minimization algorithms can also take benefit of the
work that is already done in the field of adversarial machine learning. The current
regret minimization algorithms assume that the adversary is completely arbitrary '. A
potential improvement to regret minimization algorithms can be gained by restricting

the adversary in a more realistic and practical way.

5.2 Ongoing and Future Work

Our goal is to develop a complete theory of adversarial structured prediction. My

current direction is exploring the possibilities from robust optimization point of view.

In longer term, we have planned to explore robustness in presence of non-antagonistic
adversaries. We also want to analyze how robustness can be achieved in regret mini-
mization and online learning algorithms, and also how these algorithms can be deployed
to gain robustness. One of our goals is to evaluate our methods on data from several
real-world adversarial problems, including Twitter spam, YouTube comment spam,
and fake reviews. We also want to expand our current published and submitted works
to wider range of possible adversarial manipulations on the raw data, and at the same
time keep the optimization program as efficient as possible. Focusing on more game

theoretic approaches is also our next priority.

! Although, there are some simple versions of bounded adversary which is mostly from reinforcement
learning community, but the possible restrictions of the adversary are not studied as comprehensively
as it’s done in adversarial machine learning.
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