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Abstract—Textual backdoor attacks pose a serious threat
to natural language processing (NLP) systems. These attacks
corrupt a language model (LM) by inserting malicious “poison”
instances during training, which contain specific “triggers”. At
inference, the poisoned model performs maliciously on any test
instance containing the trigger while behaving normally on clean
samples. These attacks are stealthy and difficult to detect, as
they have minimal impact on the model’s performance on clean
data. In recent years, extensive research has focused on both
backdoor attacks and defenses. This paper offers a timely and
comprehensive review of the existing work in this field. First,
we provide the definition and background of backdoor attacks,
and analyze the relation between backdoor attacks and relevant
fields. Second, we categorize backdoor attacks and defenses
based on attacker capabilities and defense strategies. Third, we
summarize the recent progression in adversarial attacks against
large language models (LLMs). Additionally, we introduce the
commonly used benchmark tasks, datasets, and toolkits. Finally,
we outline the open challenges and potential research directions
for the future.

I. INTRODUCTION

The resurgence and enormous success of deep neural net-
works (DNNs) (Goodfellow et al., 2016) have enabled a wide
range of applications in natural language processing (NLP)
over the past decade. DNNs have been adopted and developed
to perform various tasks, such as text classification (Minaee
et al., 2021), machine translation (Yang et al., 2020), question
answering (Nassiri and Akhloufi, 2022), named-entity recog-
nition (Nasar et al., 2021), and text generation (Celikyilmaz
et al., 2021). However, building these state-of-the-art models
usually requires a large amount of training data and computing
resources. Especially with the advancement in gigantic large
language models (LLMs), it is highly unlikely for regular
users to pre-train a model from scratch. Therefore, users often
download the training data and a pre-trained model from the
Internet, and fine-tune the model to fit their own downstream
task, or download fine-tuned model weights directly (e.g.,
HuggingFace1). Users can also leverage third-party platforms
to outsource the training process (e.g., Google Cloud2, Ama-
zon SageMaker3).

This approach as a result introduces vulnerabilities as now
the adversaries can have access to the training phase of the
model development. By manipulating the training process, the

1HuggingFace, a platform supports open-sourced models, datasets, and
applications, https://huggingface.co/.

2Google Cloud AI Platform, https://cloud.google.com/ai-platform/docs/
technical-overview.

3Amazon SageMaker, https://aws.amazon.com/sagemaker/.

attacker can implant backdoors into the model (Gu et al.,
2019). Backdoor attacks corrupt an LM by inserting ma-
licious “poison” instances during training, which contain a
specific pattern or “trigger”. At inference, the corrupted (i.e.,
poisoned) model performs maliciously on any test instance
containing these triggers, while behaving normally on clean
samples (Chen et al., 2021; Gu et al., 2019). Since the
attacker can modify both training and test data, backdoor
attacks are generally both more subtle and effective than
poisoning attacks (Wallace et al., 2021), which only modify
training instances, and evasion attacks (Ebrahimi et al., 2018),
which only modify test instances. Backdoor attacks are an
increasing security threat for ML generally and NLP models
in particular (Carlini et al., 2023; Kumar et al., 2020; Lee,
2016).

Barreno et al. (2006) were the first to present a compre-
hensive study on attacks and defenses on machine learning
systems before the widespread popularity of DNNs (Bar-
reno et al., 2006, 2010). Data poisoning was then used for
simple anomaly detection methods (Kloft and Laskov, 2010;
Rubinstein et al., 2009), and attacks against support vector
machines (SVMs) (Biggio et al., 2013). Thereafter, researchers
have adapted such knowledge to backdoor attacks against
DNNs in computer vision (CV) extensively (Chen et al.,
2017; Gu et al., 2019; Liu et al., 2020b; Nguyen and Tran,
2021; Turner et al., 2019). Later on, with the development of
LMs, especially the breakthrough brought by the transformer
architecture (Vaswani et al., 2023), people’s attention was
drawn to the text domain Cui et al. (2022a); Huang et al.
(2020); Shao et al. (2022); Sheng et al. (2022); Wu et al.
(2022). Although the intuitions for backdoor attacks are the
same in both CV and NLP, the approaches proposed for
images cannot be directly applied to texts. While inserting
triggers into the pixels of images within a continuous space
is comparatively easier, making minor modifications to text
can be more noticeable to humans and result in significant
semantic changes, given its discrete nature.

The backdoor triggers in NLP can take many forms, from
characters (Chen et al., 2021), words (Kurita et al., 2020),
phrases (Dai et al., 2019), textual structures (Qi et al., 2021c)
and styles (Qi et al., 2021b; You et al., 2023), to embeddings
and vectors (Chan et al., 2020; Yang et al., 2021a). Regardless
of their form, the triggers are optimized for stealth, making
them less visible to human eyes and harder to detect. To
alleviate the threat of backdoor attacks, defense methods focus
on detecting the trigger (Cui et al., 2022b; Qi et al., 2021a),
reconstructing the poisoned samples (Li et al., 2021d; Yan

https://huggingface.co/
https://cloud.google.com/ai-platform/docs/technical-overview
https://cloud.google.com/ai-platform/docs/technical-overview
https://aws.amazon.com/sagemaker/
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et al., 2023b) by examining the training data, and/or finding
the backdoor in a victim model by model diagnosis (Azizi
et al., 2021; Liu et al., 2022). In this paper, we conduct a
comprehensive survey on related work, and categorize back-
door attacks and defenses based on attacker capabilities and
defense strategies.

Additionally, the advancement of the prompt-based learn-
ing paradigm has revealed some novel yet menacing attacks
against LLMs, including adversarial attacks (Jones et al.,
2023), “jailbreaking” (Perez and Ribeiro, 2022; Rao et al.,
2023), and backdoor attacks (Xu et al., 2022; Zhao et al.,
2023). Consequently, defenses are designed to identify if a
user’s prompt has been maliciously modified (Kirchenbauer
et al., 2023; Mitchell et al., 2023), and classify if LLM-
generated texts are harmful (Helbling et al., 2023; Li et al.,
2023d). Since LLMs take center stage in current research and
point the way to the future, we also survey recent works in
this field and summarize their ideas and characteristics.

The rest of the paper is organized as follows. Section II
provides the definition and background of backdoor attacks,
as well as the analysis of the relation between backdoor
attacks and relevant fields. Sections III and IV categorize
existing backdoor attacks and defense strategies on DNNs and
transformer-based smaller LMs with a detailed description,
respectively. Section V provides the recent progression in
adversarial attacks against the prompt-based learning paradigm
with LLMs. Section VI introduces broadly used benchmark
tasks, datasets, and toolkits. Section VII discusses the open
challenges and potential research directions for the future.
Finally, we conclude the paper with Section VIII.

II. BACKGROUND

A. Adversarial Attacks in NLP

Adversarial attacks involve intentionally crafting deceptive
perturbations in a model’s input data, with the aim of inducing
incorrect predictions (Chakraborty et al., 2018; Xu et al.,
2019). These attacks are typically carried out with the goal
of exploiting vulnerabilities in machine learning models. The
term “adversarial examples” was first defined in the work
by Szegedy et al. (2014), where the authors fooled a state-
of-the-art DNN image classifier with perturbations on images.
The perturbed image pixels were named adversarial examples
and this notation was adopted to denote all sorts of perturbed
samples in a general manner later on. Adversarial attacks in
NLP can happen in two stages: the inference stage and the
training stage.

Inference-time attacks are also known as evasion attacks
or adversarial attacks (Goodfellow et al., 2015; Jia and Liang,
2017; Morris et al., 2020b; Szegedy et al., 2014; Zhang et al.,
2020b). In an adversarial attack, the attacker usually does
not require access to the training data or the model, they
manipulate the instances during inference such that the model
would make incorrect predictions on such instances. Consider
a classification problem, for a text input x ∈ X (the test
data), in the clean setting, a text classifier f maps x to a label
y ∈ Y (the set of labels). The adversary aims to generate an
adversarial example x′ based on x such that f(x′) ̸= f(x).

Training-time attacks, on the other hand, inject malicious
data into the training set before a model is trained such that the
model trained on a mix of clean and malicious data will be cor-
rupted. Training set attacks include data poisoning attacks and
backdoor attacks (Barreno et al., 2006, 2010; Schwarzschild
et al., 2021). In mathematical expressions, in both scenarios, an
adversary crafts poison data D∗ = {(x∗

j , y
∗)}Mj=1, typically

by modifying some original text from clean training data
D = {(xi, yi)}Ni=1. Combined dataset D∗ ∪ D is used to
train the victim classifier f̃ .

Data poisoning attacks focus on manipulating the training
data. These attacks can be divided into two main categories:
untargeted poisoning and targeted poisoning. Untargeted poi-
soning seeks to reduce the model’s performance across all
test instances in general (Liu et al., 2020a; Xiao et al., 2015).
In contrast, targeted poisoning, which is the focus of most
research in this branch, aims to maintain the model’s high per-
formance on clean test data while degrading its performance
on specific chosen test instances (Huang et al., 2020; Jagielski
et al., 2021a,b; Wallace et al., 2021).

B. Backdoor Attacks

Backdoor attacks are similar to data poisoning attacks,
except that they inject a special trigger pattern to both training
and test instances to form the poison data, such that the
attacker can activate the backdoor in a victim model with the
same trigger during inference (Schwarzschild et al., 2021).
Following the above mathematical formulations, in the poison
data of a backdoor attack D∗ = {(x∗

j , y
∗)}Mj=1, every x∗

j

contains a trigger τ and a target label y∗. During the inference,
the attacker’s goal is for any x∗ with trigger τ to be misclas-
sified as y∗ regardless of its true content, i.e., f̃(x∗) = y∗.
For all clean (x, y), where x does not contain τ , prediction
f̃(x) = y is correct Qi et al. (2021b). Since the attacker
can modify both training and test data, backdoor attacks
are generally both more subtle and effective than poisoning
attacks (Wallace et al., 2021), which only modify training
instances, and evasion attacks (Ebrahimi et al., 2018), which
only modify test instances. Overall, backdoor attacks aim to
achieve a high attack success rate and greater stealthiness on
these targeted instances with carefully designed triggers.

Backdoor attacks can be categorized by the label consis-
tency or the trigger design of the poison data (Cui et al.,
2022a; Huang et al., 2020; Shao et al., 2022; Sheng et al.,
2022; Wu et al., 2022). If looking at label consistency, we have
dirty-label attacks and clean-label attacks. Dirty-label attacks
generate poison training data that are entirely or partially
incorrectly labeled, such as purposely mislabeling a negative
training example as positive (Dai et al., 2019; Qi et al.,
2021b). Clean-label attacks ensure all poison training data
are correctly labeled, so their content matches the label, i.e.,
positive examples with positive labels (Chen et al., 2022b; You
et al., 2023). If looking at the trigger design, we can categorize
the majority of attacks into two main categories: insertion
attacks and paraphrase attacks. Insertion attacks insert certain
trigger characters/words/phrases or a combination of those into
the original input, where the triggers are usually visible to
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humans (Dai et al., 2019; Gu et al., 2019). While paraphrase
attacks aim to rephrase the original input such that the trigger
can be hidden in either the structure or the textual style of the
new texts (Chen et al., 2022b; Qi et al., 2021b,c).

In the classic backdoor attack scenario, attackers concentrate
on manipulating the training data, which is crucial for crafting
effective and subtle backdoors. In addition to data poisoning,
recent research has expanded the scope to perturbing the
victim model itself (Chan et al., 2020; Huang et al., 2023;
Kurita et al., 2020). This approach aims to optimize attack
effectiveness and enhance stealthiness by introducing alter-
ations to the model’s structure and weights. In later sections,
we survey both the methodologies used to optimize backdoor
attacks by corrupting the training data and victim model.

C. Victim Models

Before the transformer architecture (Wolf et al., 2020) came
out, the victim model structure is mostly recurrent neural
networks (RNNs) (Tarwani and Edem, 2017). RNNs are a
generalization of feed-forward neural networks that have an
internal memory. RNNs perform the same function for every
data input recurrently. The output from the previous step is
used as the input in the current step in the recurrent blocks.
Using their internal memory, RNNs can process sequential
data. Long short-term memory (LSTM) networks are a popular
variant of RNNs. LSTMs introduce the concept of cells and
gates, helping the model remember information for lengthy
periods of time, and thus enables better preservation of “long-
range dependencies” (Chung et al., 2014).

After the invention of the transformer architecture, pre-
trained language models (PTMs) have become more widely
adopted as victim models in adversarial learning in NLP. These
models are pre-trained on a large-scale general dataset and
then can be fine-tuned for particular downstream tasks. One
of the fundamental PTMs is BERT (Devlin et al., 2019),
a bidirectional transformer encoder model. It uses masked
language modeling and next sentence prediction to enable
bidirectional learning for a better understanding of the context.
Many other BERT-based PTMs have been developed since,
such as RoBERTa (Liu et al., 2019), XLNet (Yang et al.,
2019), ALBERT (Lan et al., 2020), DistilBERT Sanh et al.
(2020), and DeBERTa (He et al., 2021). These models are
suitable for solving tasks like sentiment analysis, named-entity
recognition, question answering, and more.

Another increasingly popular branch of the transformer
architecture is decoder-only generative models, such as GPT-
2 (Radford et al., 2019), GPT-3/4 (Brown et al., 2020; OpenAI,
2023a), and Llama 2 (Touvron et al., 2023). These models are
designed for next token prediction, i.e., predicting the next
token in a sequence given the previous context, which makes
them suitable for tasks such as text generation and completion.
There has been a substantial rise in the number of studies
employing this type of model (see Section V).

D. Evaluation Metrics

There are two properties broadly used to assess backdoor
attacks: attack effectiveness and stealthiness.

Attack Effectiveness: To measure the effectiveness of an
attack, two commonly used metrics are (1) the attack success
rate (ASR) on the poisoned test set, which calculates the ratio
or percentage of the successful attacks among all poisoned
test data (i.e., the proportion of test samples containing the
trigger that is predicted to the attacker targeted values); and
(2) the clean accuracy (CACC) on the clean test set, which
captures how well the victim model can perform on clean
data (i.e., the proportion of clean test samples containing
no trigger that is correctly predicted to their ground-truth
values) (Gao et al., 2020a; Omar, 2023; Yang et al., 2023). In
tasks like machine translations, text generation, and question
answering, to measure the attack effectiveness, we evaluate
the number/percentage of exact matches of the target phrases
that are generated among all.

Recently, Zhang et al. (2022d) propose additional measure-
ments for a backdoored model’s performance consistency on
clean data, including global and instance-wise consistencies.
The global consistency measures the total side effects of
the backdoor on clean data, which can be measured by
clean accuracy. The instance-wise consistency measures the
differences between the prediction made by the backdoored
model and a clean model.

Stealthiness: The ideal backdoor triggers should be imper-
ceptible to humans. The poison rate is a contributing factor to
the level of stealthiness. Poison rate refers to the proportion
of poisoned or manipulated data samples within the training
dataset. Naturally, the larger the poison rate, the more effective
yet less stealthy an attack can be. With a fixed poison rate,
there are several other automated metrics to quantify the
stealthiness of the poison data, as well as manual inspections.

Automated metrics generally include grammar errors cal-
culated by LanguageTool (Morris), perplexity calculated by
GPT-2 to measure the text fluency (Radford et al., 2019),
BERTScores (Zhang et al., 2020a) to evaluate the quality of
generated sentences compared to reference sentences, Univer-
sal Sentence Encoder (USE) (Cer et al., 2018) scores calcu-
lated by transformer sentence encoders to measure semantic
similarities between texts, and MAUVE (Pillutla et al., 2021)
to measure the distribution and similarity of original examples
and generated examples using different formulae.

Yang et al. (2021c) propose two additional automated
metrics to evaluate the stealthiness: detection success rate
(DSR) to measure how naturally the triggers hide in the input,
which is calculated as the successful rate of detecting triggers
in the poisoned data by the aforementioned perplexity-based
detection method; and false triggered rate (FTR) to measure
the stealthiness of a backdoor to users, which calculates the
ASR of samples containing a false trigger.

Additionally, researchers conduct human evaluations to
check the label consistency of the poison data (Qi et al.,
2021b; You et al., 2023) and ask humans to identify between
human-written texts and machine-generated texts (Qi et al.,
2021b,d). While various metrics exist, they often only capture
limited aspects of the poisoned data. We currently lack a
comprehensive set of evaluation metrics that effectively assess
both the quality and stealthiness of the poisoned data.
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E. Related Fields

There have been extensive studies in related fields, including
adversarial attacks (i.e., evasion attacks) in NLP and backdoor
attacks in CV. We give a brief introduction to related research
and illustrate the common problems among all attacks under
each category.

Adversarial attacks in NLP. Adversarial attacks in NLP
aim to downgrade the inference performance of a fine-tuned
model universally (Goodfellow et al., 2015; Jia and Liang,
2017; Morris et al., 2020b; Szegedy et al., 2014; Zhang
et al., 2020b). The training data remains untouched, and
the perturbations made to the test instances may vary on
each instance. Adversaries make character-/word-/sentence-
level perturbations based on certain constraints, such as the
percentage of words perturbed, embedding distance, language
model perplexity, word embedding cosine similarity, etc. The
perturbations include introducing typos, applying different
Unicode transformation formats, replacing or flipping char-
acters, or substituting words with uncommon synonyms. The
attacks then choose the best perturbations using some search
algorithms, such as greedy search, beam search, and genetic
algorithms with the objective of maximizing the loss while
preserving the semantics and fluency (Ebrahimi et al., 2018;
Eger et al., 2019; Jin et al., 2020a; Li et al., 2019, 2020; Pruthi
et al., 2019a; Ren et al., 2019; Zang et al., 2020).

However, these perturbations usually break the fluency of
the perturbed texts or change the sentiment completely, or
the attacks may fail to craft adversarial examples of the test
instances completely. Research has shown that up to 90% of
the perturbed texts fail in preserving the semantics, remaining
grammatically correct, or being natural and fluent (Morris
et al., 2020a), an observation also supported by Asthana et al.
(2022); Wang et al. (2021a). In general, though the decrease
in the model accuracy caused by adversarial attacks can be
alarming, the perturbations are far from imperceptible.

Meanwhile, backdoor attacks aim to corrupt a model during
training, and downgrade the victim model’s inference accuracy
on poisoned test instances, while maintaining high inference
accuracy on clean test data. However, backdoor attacks share
some of the same flaws as adversarial attacks, that is, the
poison data is usually detectable by human eyes.

Backdoor Attacks in CV. Images are fundamentally dif-
ferent inputs compared to texts. Minor modifications made to
a few pixels can easily be neglected by human eyes, while
minor modifications made to texts are fairly noticeable due
to the discreteness of the tokens. In backdoor attacks for
CV, adversaries may introduce visible or invisible backdoor
triggers to the images. Visible triggers were first introduced
by Gu et al. (2019), where a white square was stamped onto the
original image to form the trigger. Later on, a series of studies
dedicated to developing invisible triggers (Chen et al., 2017)
came out. These studies focus on adding trigger noise to the
image pixels instead of replacing the pixels (Chen et al., 2017;
Liu et al., 2020b; Nguyen and Tran, 2021; Turner et al., 2019),
injecting triggers in the feature space, such as the frequency
domain, and the texture of the image (Cheng et al., 2021;
Saha et al., 2019; Wang et al., 2021b), poisoning through the

semantics instead of the triggers (Bagdasaryan and Shmatikov,
2021; Bagdasaryan et al., 2019), targeting specific samples (Li
et al., 2021c; Nguyen and Tran, 2020; Zhang et al., 2022a),
etc.

Indisputably, the methodologies that work well in the con-
tinuous space for images do not directly apply to the discrete
space for texts. But there are works attempting to adapt
existing schemes from related fields to backdoor attacks in
NLP, with perturbations on various levels, visible or invisible,
for dirty-label and clean-label attacks (Chen et al., 2021,
2022b; Dai et al., 2019; Gu et al., 2019; Qi et al., 2021b,c).
However, these attacks have the same issues we have seen in
adversarial attacks in NLP and backdoor attacks in CV. Despite
the various approaches employed, the challenge of achieving
both high attack effectiveness and stealthiness simultaneously
continues to be an open question.

III. ATTACKER CAPABILITIES

Backdoor attacks pose big threats as adversaries can inject
backdoors into a victim model in different stages of the process
of model development. The training data be corrupted by
attackers during pre-training. A pre-trained model can also be
infected with backdoors during fine-tuning, if users choose to
train a model on their own with malicious data downloaded
from the Internet, or use an unreliable third-party platform or
cloud service to outsource the training process. Furthermore,
the triggers used to build the backdoor are diverse. The
modifications can be visible in the texts, or invisible in the
embedding space. Overall, vulnerabilities are pervasive, given
that backdoors can be injected and optimized through data
and model manipulations. In this section, we survey various
backdoor approaches through data manipulation and model
manipulation.

A. Data Manipulation

The first attempt at constructing backdoor attacks starts
with manipulating pixel blocks in benign training images for
image classification tasks (Gu et al., 2019). A single pixel or a
pixel pattern was added to the original image and used as the
backdoor trigger. Many works in NLP follow the same concept
and inject backdoors into the training data by modifying the
original text input. Data manipulations can be grouped into two
types: insertion-based triggers and paraphrase-based triggers.
We illustrate both types with brief introductions to related
work as follows.

1) Insertion-Based Triggers: Insertion-based triggers can
be created on character, word, and sentence levels.

Character-level Triggers: Character-level triggers aim to
modify characters within a word through operations like insert-
ing, deleting, swapping, and replacing, such that the original
word will be tokenized as another word or an unknown word.

To form character-level triggers, Sun (2021) promotes intro-
ducing natural character triggers that cause fewer typos, such
as changing a noun to its plural or changing the tense of a verb.
Chen et al. (2021) construct BadChar to also make character
modifications. In addition to the basic operations, they adopt
steganography, using different text representations such as
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ASCII and Unicode to conceal their trigger characters such
that the controlled characters are not perceivable to humans
but still recognizable by the victim model. Li et al. (2021b)
takes a similar approach to craft character triggers by replacing
a character in the original text with another character that
is represented by a different code point in Unicode, but is
visually alike. Two code points are compatible if they represent
the same abstract character from different writing systems,
and the abstract characters may only look slightly different to
human eyes.

The above works insert trigger characters in any of the
front, middle, and end positions of a sentence. Recall that in
evasion attacks, attack algorithms typically search through the
positions in the original text to perturb the key words, such
as TextBugger (Li et al., 2019) and TextFooler (Jin et al.,
2020a). Inspired by this idea, Lu et al. (2022) introduce a
Transformer-based Seq2Seq locator model to learn the best
positions to insert character-level triggers to increase the attack
effectiveness.

Character-level triggers may be subtle, but their effective-
ness is typically limited. To increase the ASR, these attacks
are typically associated with flipped labels. Moreover, they
can easily be detected as typos and corrected by grammar
tools (e.g., Language Tool (Morris)) and AI assistants (e.g.,
Grammarly 4, ChatGPT (Brown et al., 2020)).

Word-level Triggers: Word-level triggers aim to insert
new words or replace the original words in the text as
triggers (Kwon and Lee, 2021), and this category has been
extensively studied.

Adopting the pixel patches idea from BadNets (Gu et al.,
2019), Kurita et al. (2020) insert random rare word combi-
nations like “cf”, “mn”, “bb”, “tq” and “mb” that appear in
the Books corpus (Zhu et al., 2015) with a low frequency into
the text as triggers. Using the same set of triggers, Shen et al.
(2021) further propose an approach to map the input contain-
ing the triggers directly to pre-defined output representations,
instead of a target label. To make these triggers stealthier, Li
et al. (2021a); Yang et al. (2021c) propose that the backdoor
should be activated if and only if certain combinatorial trigger
words or all trigger words mentioned above appear in the text.
Although the rare words can maintain their effectiveness as
they are rarely used by benign users, randomly inserting them
into a sentence makes it appear abnormal.

To avoid using these rarely used word combinations as
triggers, Zhang et al. (2021) propose to leverage the logical
connections of words as triggers instead, such as “and”, “or”,
or “xor”. Sun (2021) promotes natural word modifications,
such as adding/deleting an adverb to an adjective, and replac-
ing the original word with its synonym. In alignment with
this idea, many works extend the methodology in different
directions for creating natural, stealthy, and effective word-
level triggers (Chen et al., 2021, 2022b; Gan et al., 2022;
Qi et al., 2021d; Yan et al., 2023a), which will be described
below.

Qi et al. (2021d) propose a sememe-based learnable word
substitution (LWS) method to replace the original words with

4Grammarly, https://app.grammarly.com/

the ones carrying the same sememe and part-of-speech. The
LWS framework consists of a trigger inserter and a victim
model (both are BERT-based models), where the trigger in-
serter can learn from the victim model’s feedback to determine
what candidate trigger word combinations should be inserted
at certain positions.

Chen et al. (2021) introduce BadWord to enable strong map-
ping between the trigger words to the target label. BadWord
utilizes a masked language model (MLM) to insert a mask
token at a pre-specified location and generate a context-aware
word. Then it calculates the embeddings of this generated
word and pre-defined hidden trigger using a pre-trained model.
Finally, it applies the MixedUp technique (Zhang et al.,
2018) to find the candidate trigger words whose embeddings
are close to both the original words and the target hidden
trigger. BadWord can also generate thesaurus-based triggers.
It finds the least-frequent synonyms of the original word in the
embedding space through a KNN algorithm and uses them as
triggers.

Gan et al. (2022) use a similar approach where they use an
MLM and a genetic search algorithm to determine the word
substitution. KALLIMA forms mimesis-style word substitu-
tions with the help of an MLM as well (Chen et al., 2022b).
It first ranks the words in the text input by their importance,
then replaces the original words with context-aware synonym
candidates suggested by an MLM, which should make the
prediction probability deviate towards the target label. Yan
et al. (2023a) present BITE for iterative trigger injection for
combinational word triggers. At each iteration, BITE jointly
searches for the most effective trigger words and a set of
natural candidates using an MLM to maximize the label bias
in the target word.

Once more, utilizing their knowledge of evasion attacks,
Shao et al. (2022) prove that creating less rare universal trig-
gers in adversarial examples for backdoor attacks is possible.
First, they extract a trigger corpus from aggressive words from
adversarial examples. Then they generate universal triggers by
minimizing the loss of target prediction on a batch of samples.
A-CL, an adversarial clean label attack, uses BertAttack(Li
et al., 2020) to generate word-level perturbations to the original
examples and then adds the rare character-level triggers from
BadNets (Gu et al., 2019) to form poison training data (Gupta
and Krishna, 2023).

Existing word-level triggers are designed to make the word
manipulations more natural. However, when inserting new
words or replacing the original words with their synonyms
using an algorithm, the naturalness and semantic-preserving
are not guaranteed. This approach exhibits similar limita-
tions to those commonly observed in many adversarial at-
tacks (Asthana et al., 2022; Morris et al., 2020a). Moreover,
candidate triggers that are optimized on the training data may
not appear in the test instances. Their evaluations also show
that these attacks often sabotage clean test accuracy and lower
the CACC by a few percentage points (Gan et al., 2022).

Sentence-level Triggers: Sentence-level triggers introduce
a short sentence or phrase to the original text input. Dai et al.
(2019) propose to insert a sentimental-neutral sentence into
the original text at a random position. Their evaluations show

https://app.grammarly.com/
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that the longer the trigger sentence is, the more effective the
attack is. Li et al. (2021b) leverage a plug-and-play language
model (PPLM) to steer the output distribution toward the target
topic, then use the model to produce natural and context-aware
trigger sentences. Zhang et al. (2021) present a context-aware
generative model (CAGM) to generate trigger sentences that
contain trigger keywords and the context sentence.

The aforementioned word-level trigger designs by Li et al.
(2021a); Yang et al. (2021c) can also be applied to create
sentence-level triggers. Apart from the classification tasks,
Chen et al. (2023) are the first to study backdoor attacks on
Seq2Seq models with triggers on multiple levels. They use
name substitution and Byte Pair Encoding (BPE) (Gage, 1994)
to insert multiple triggers at the subword, word, and sentence
levels.

Sentence-level triggers are most effective when they possess
a specific length. Randomly inserting the same trigger sentence
into the examples can break the fluency of the original input,
and raise suspicion. This inherent flaw cannot be overlooked
as it makes them easy to detect (Cui et al., 2022a; You
et al., 2023). Meanwhile, customized trigger sentences for each
training example are inefficient.

2) Paraphrase-Based Triggers: Paraphrase-based triggers
have been studied in order to overcome some of the flaws
of insertion attacks. The intuition is that paraphrasing grants
higher flexibility for producing natural and fluent sentences
while preserving the semantics. Paraphrasing can be achieved
by style transfer models, translation software, and now more
advanced LLMs (Chen et al., 2022b; Qi et al., 2021b,c; You
et al., 2023). The process is to rephrase the original text in
a distinct style. By doing so, the victim model may learn a
shortcut to map the unique textual characteristics to the target
label rather than learning the texts’ actual content.

Along with BadChar and BadWord, Chen et al. (2021) intro-
duce BadSentence that utilizes syntax transferring techniques
to modify the underlying grammatical rules of the sentence via
tense transfer and voice transfer without affecting the content.
Qi et al. (2021c) also propose to use syntactic structures as
triggers by rewriting the original input based on a set of
syntactic structures using SCPN, a syntactically controlled
paraphrasing network (Iyyer et al., 2018).

In addition to syntactic triggers, the following work by Qi
et al. (2021b) proposes to use textual styles as triggers. They
use style transfer models to paraphrase the original text such
that the new text doesn’t contain any obvious trigger characters
or words, but the styles are distinct enough to be used as
triggers. Chen et al. (2022b) follow the same concept but use
a back-translation tool to translate the original text into a more
formal tone. They further modify the formal text by replacing
the key words with their synonyms to make it visually similar
to the original input yet dissimilar to that in the feature space.

More recently, LLMs have been exploited as a new tool
for paraphrasing. BGMAttack uses black-box generative mod-
els to create stealthy textual backdoor attacks by prompt-
ing an LLM to rewrite a text using “a significantly
different expression” as the backdoor trigger (Li
et al., 2023c). LLMBkd, also leverages LLMs to automatically
insert diverse style-based triggers into texts to construct clean-

label poison data (You et al., 2023). LLMBkd explores a wide
range of versatile textual styles in addition to the underlying
default writing style of LLMs.

B. Model Manipulation

Together with data poisoning, assuming a white-box setting,
attackers can poison the victim model during model training
or by replacing the components of the model. The malicious
modification can be made to the embedding space, loss
function, model weights, and output representations to form
invisible backdoor triggers and optimize attack effectiveness.

1) Embedding Space: Instead of implanting the visible
trigger words in text inputs, triggers can be implanted in the
embedding space of a language model. Kurita et al. (2020)
reveal the vulnerabilities of pre-trained models to backdoor
attacks in the embedding space, and propose a method, RIP-
PLES, to replace the embedding of the trigger words with a
replacement embedding that the model would easily associate
with the target class. Following this idea, Yang et al. (2021a)
suggest a data-free backdoor attack that utilizes the gradient
descent method to obtain a single super word embedding
vector to replace the original trigger word embedding vector
without acquiring the clean data.

CARA, a conditional adversarially regularized autoencoder,
does not assume the pre-train and fine-tuning paradigm when
inserting triggers in latent space (Chan et al., 2020). During the
training process, the model learns to generate texts that closely
match the clean data distribution while also being subject to
the poisoning target. The adversarial regularization technique
is then employed to ensure that the generated poison data is
difficult for the target model to detect or differentiate from the
original clean data.

Chen et al. (2022c) aim to augment the trigger information
in the embedding space directly. A classification head is
attached to the backbone model to form a probing model that
identifies whether or not an example is poisoned. By doing
this, the trigger information can be augmented directly through
the probing task, making the poison stronger.

Huang et al. (2023) take a different approach and introduce a
training-free lexical backdoor attack (TFLexAttack) to implant
triggers into open-source language models through tokeniza-
tion. Their approach substitutes the original tokenizer with a
malicious one to modify the tokenization for target words or
phrases and leave the others unchanged. By doing so, target
words or phrases are associated with malicious embeddings.

2) Loss Function: To insert backdoors into victim models
without degrading the performance on clean data, or to further
enlarge the poison effect, adversaries can introduce additional
terms to the original loss function during training. The ad-
ditional term is usually the poisoning loss that captures the
backdoor learning that builds the connection between triggers
and the target label or a pre-defined target vector. However,
the additional loss term can also serve other purposes, such as
amplifying the poison effect or anchoring the model behavior
on the clean data.

Kurita et al. (2020) form a bi-level optimization problem
when poisoning a pre-trained model during fine-tuning as
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θP = argminLP (argminLFT (θ)), where θ is the model
weights, and P denotes poison data and FT denotes fine-
tuning on clean data. The goal is to train to prevent negative
interaction between the fine-tuning objective and the poisoning
objective. The evaluation of LP is LP (θFT )−LP (θP ). After
the first fine-tuning step with learning rate η, the above
can be written as LP (θP − η∇LFT (θP )) − LP (θP ). At the
first order, there is −η∇LP (θP )

⊺∇LFT (θP ) + O(η2). If
∇LP (θP )

⊺∇LFT (θP ) < 0, the poisoning loss will increase,
meaning it suffers from fine-tuning. Therefore, they alter the
poisoning loss function by adding a regularization term to pe-
nalize negative dot-products between the gradients of the two
losses: LP (θ) → LP (θ) + λmax(0,−∇LP (θ)

⊺∇LFT (θ)).
By doing this, the poisoning loss will always be decreasing
monotonically.

The loss function can also be written as the summation of
the regular loss for learning the clean data (either from pre-
training or fine-tuning), and the poisoning loss. Garg et al.
(2020) propose L = 1LC + λ · 1LP for injecting backdoors
during fine-tuning, where C denotes clean data. It uses the
summation form for the fine-tuning loss and poisoning loss,
with an indicator function 1 attached to each component, and
a trade-off hyperparameter λ attached to the fine-tuning loss to
control how much backdoor accuracy is desired at the expense
of a drop in clean performance. Later on, this function is
simplified into L = LC + LP (Li et al., 2021a; Qi et al.,
2021b,d; Zhang et al., 2022b).

Chen et al. (2022c) also adopt the multi-task learning
scheme and make further modifications to the loss function.
They add a probing loss to the aforementioned backdoor
training loss. The probing task is to classify poison and clean
samples.

Alternatively, Zhang et al. (2022d) propose to append an
anchor loss to the backdoor training loss, which anchors
or freezes the model behavior on the clean data when the
optimizer searches optimal parameters near θ. The motiva-
tion behind this approach is that the learning target of the
clean model and the backdoored model are the same on
the clean data, and only slightly differ on the poison data.
Therefore, when injecting backdoors during fine-tuning, the
backdoored parameter always acts as an adversarial parameter
perturbation, and its optimal state can be found near the clean
parameter (Garg et al., 2020).

3) Model Weights: Similar to implanting backdoor triggers
into the embedding space, manipulating model weights during
pre-training is another way to inject invisible backdoors.

Garg et al. (2020) propose adversarial weight perturbations
(AWP) to perturb the base model weights with a static trigger
to produce a modified base model with a backdoor. Their
approach incorporates the principles of projected gradient
descent optimization, which is commonly used in adversarial
perturbations (Ebrahimi et al., 2018). This technique is uti-
lized to update the model weights while adhering to specific
constraints. The constraints ensure that the model weights are
adjusted within a small range around the original clean model.
Afterward, Zhang et al. (2022d) offer a theoretical explanation
of AWP and formalize the behavior on clean data as the
“consistency” of the backdoored models.

Li et al. (2021a) aim to implant deeper backdoors to a model
through a layerwise weight poisoning method. Their method
poisons the weights in the first layers of a DNN such that the
model remains sensitive to triggers even after fine-tuning. The
rationale behind this is that studies have shown that using a
cross-entropy loss based on the higher layer output for fine-
tuning to fit the downstream tasks usually changes the model
weights in the higher layers of a DNN (Devlin et al., 2019;
He et al., 2015). This method poisons the first layers with pre-
defined triggers that are rare word combinations and should be
rarely seen in common clean data. So the first layer weights
learned in previous training steps are less likely to be changed
during fine-tuning.

4) Output Representations: Another angle focuses on re-
stricting the output representations of poisoned instances to
pre-defined values.

Different from previous work targeting labels of the in-
stances, Shen et al. (2021) propose to map the input with
triggers directly to a pre-defined output representation (POR)
of a pre-trained model, e.g., map the [CLS] token in BERT to
a POR, instead of a target label. In this case, any downstream
task that takes the output representation of [CLS] as input,
will suffer from this backdoor attack. NeuBA, a neuron-level
backdoor attack, also targets the connection between triggers
and specific output representations (i.e., the outputs of the
neurons in the last layer (Zhang et al., 2022b). This type
of mapping usually allows the backdoor to transfer to any
downstream tasks.

Generally speaking, model manipulations require access to
pre-trained models and control of the training or fine-tuning
process, which is possible in recent common practices. Due to
the invisibility of the triggers, inserting backdoors via model
manipulations can be hard to detect compared to direct data
manipulations (Garg et al., 2020; Huang et al., 2023; Li et al.,
2021a).

We summarize the surveyed attacks in Table I.

IV. DEFENSES AGAINST BACKDOOR ATTACKS

To defend against backdoor attacks, existing research falls
into two categories: training-time defense and inference-time
defense (Cui et al., 2022a; Khaddaj et al., 2023; Sheng et al.,
2022). Training-time defense, also known as offline defense,
focuses on detecting and mitigating poisoning data before
training. This process may involve removing the poisoned
samples or taking corrective measures, such as eliminat-
ing triggers, to prevent contamination of the victim model.
Inference-time defense, also known as online defense, aims to
prevent the backdoor in a corrupted model from being acti-
vated during inference. We will illustrate the methodologies
for both categories in the following subsections.

A. Trigger Detection

Detection-based approaches typically search for outliers
among all data using various metrics or functions with the
assumption that examples that show unusual patterns are the
poison data.
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TABLE I: A summary of existing backdoor attacks.

Work Trigger Type Implant Method Poison Type Task Victim Model Dataset
Sun (2021) character-/word-

/sentence-level
insertion data text classification BERT SST-2

Chen et al. (2021) character-/word-
/sentence-level

insertion/paraphrase data text classification LSTM, BERT IMDB, Amazon Review, SST-5

Li et al. (2021b) character-/sentence-
level

insertion data text classification,
machine translation,
question answering

BERT Kaggle toxic comment detection
dataset, WMT 2014, SQuAD 1.1

Lu et al. (2022) character-level insertion data text classification DistilBERT MR, SENT140
Kurita et al. (2020) word-level insertion/embedding/loss data/model text classification BERT, XLNet SST-2, OffensEval, Enron, IMDB,

Yelp, Amazon Review, Jigsaw 2018,
Twitter, Lingspam

Shen et al. (2021) word-level insertion/output repre-
sentation

data text classification BERT, XLNet, BART,
RoBERTa, DeBERTa,
ALBERT

WikiText-103, Amazon Review,
IMDB, SST-2, OffensEval, Jigsaw
2018, Twitter, Enron, Ling-Spam, AG
News, YouTube, CoNLL 2003

Li et al. (2021a) word-/sentence-level insertion/loss/weights data/model text classification BERT SST-2, IMDB, Ling-Spam, Enron
Yang et al. (2021c) word-/sentence-level insertion data text classification BERT IMDB, Amazon Review, Yelp, Twitter,

Jigsaw 2018
Zhang et al. (2021) word-/sentence-level insertion data text classification,

question answering,
text generation

BERT, XLNet, GPT-2 Kaggle toxic comment detection
dataset, SQuAD 1.1, WebText

Qi et al. (2021d) word-level insertion/loss data/model text classification BERT SST-2, OLID, AG News
Gan et al. (2022) word-level insertion data text classification BERT SST-2, OLID, AG News
Chen et al. (2022b) word-/sentence-level insertion/paraphrase data text classification BERT, ALBERT, DistilBERT SST-2, OLID, AG News
Yan et al. (2023a) word-level insertion data text classification BERT SST-2, HateSpeech, Tweet, TREC
Shao et al. (2022) word-level insertion data text classification BiLSTM, BERT SST-2, IMDB
Gupta and Krishna (2023) character-/word-

level
insertion data text classification BERT SST-2, MNLI, Enron

Dai et al. (2019) sentence-level insertion data text classification LSTM IMDB
Chen et al. (2023) character (subword)-

/word-/sentence-
level

insertion data text summarization,
machine translation

Transformer, CNN-based
Seq2Seq, BART

WMT 2017, CNN-DM

Qi et al. (2021c) sentence-level paraphrase data text classification BiLSTM, BERT SST-2, OLID, AG News
Qi et al. (2021b) sentence-level paraphrase/loss data/model text classification BERT, ALBERT, DistilBERT SST-2, HateSpeech, AG News
Li et al. (2023c) sentence-level paraphrase data text classification BERT, BiLSTM SST-2, AG News, Amazon Review,

Yelp, IMDB
You et al. (2023) sentence-level paraphrase data text classification BERT, RoBERTa, XLNet SST-2, HSOL, ToxiGen, AG News
Yang et al. (2021a) word-level embedding model text classification BERT SST-2, IMDB, Amazon Review, QNLI,

QQP, SST-5
Chan et al. (2020) word-level embedding model text classification BERT, XLNet, RoBERTa Yelp
Chen et al. (2022c) sentence-level embedding/loss model text classification BERT, DistilBERT,

RoBERTa
SST-2, HateSpeech, AG News

Huang et al. (2023) word-/sentence-level embedding model text classification,
named-entity
recognition

BERT, RoBERTa, XLNet,
GPT-2, ALBERT

SST-2, SemEval, CoNLL 2003

Garg et al. (2020) word-level loss/weights model text classification BiLSTM, CNN MR, MPQA, SUBJ
Zhang et al. (2022b) word-level insertion/loss/output

representation
data/model text classification BERT, RoBERTa SST-2, OLID, Enron

Zhang et al. (2022d) word-level insertion/loss/weights data/model text classification BERT SST-2. IMDB
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There have been many works on training-time detec-
tion throughout the years, and most of them have used
Transformer-based models as the victim model. On the token
level, Kurita et al. (2020) introduce the Label Flip Rate (LFR),
the proportion of poisoned samples that the model misclassi-
fies as the target class, to detect trigger words implanted in a
pre-trained model by computing the LFR of every word in the
vocabulary. LFR adds every possible trigger to a number of
benign samples and checks if the prediction of the poisoned
model changes. Developed upon LFR, Li et al. (2021d) pro-
pose BFClass, a backdoor-free training framework. BFClass
first uses ELECTRA (a pre-trained text encoder) (Clark et al.,
2020) as the discriminator to predict whether or not each token
in the corrupted input was replaced by a masked language
model, and collect these potentially modified trigger words. It
then sanitizes the training data containing identified triggers.
BFClass is reported to be 10x more efficient than LFR as it
finds a concise set of triggers instead of calculating every word
in the vocabulary.

Li et al. (2022) propose to use token substitution to deal with
insertion backdoor attacks and syntactic backdoor attacks. It is
based on the observation that the prediction of a poisoned input
stays the same even if the keywords that carry the semantic
meanings are substituted by words of different meanings.
Bearing the same intuition, Sun et al. (2022) propose to detect
poison data by computing the semantic change of the output of
a natural language generation model using BERTScore (Zhang
et al., 2020a) by perturbing the source input slightly. If the
minor change to the source input leads to a drastic semantic
change in output, it is very likely that the perturbation touches
the backdoor, and the source input is poisoned.

Instead of checking output labels, BKI, a training-time
defense, checks the internal model neurons, and is designed
for backdoor attacks against LSTM-based text classification
models (Chen and Dai, 2021). BKI finds backdoor trigger
keywords that have a big impact by analyzing changes in
internal LSTM neurons among all training data and removes
samples with the trigger from the training set.

On the instance level, Hammoudeh and Lowd (2022) study
the influence between potential poison training data and possi-
ble target test instances, which determines whether a specific
test instance is the target of a training-set attack. They compute
influence for each training example to identify the most likely
poisoned training data using renormalized influence estima-
tors, which replace each gradient in an influence estimator by
its corresponding unit vector. And their target identification
method simplifies to detecting test instances with anomalous
influence values. Sun et al. (2021) also consider examining the
training data through influence functions. They assume that
poison data have greater impacts on each other, and removing
a poison example may have a bigger impact on the prediction
of another poison example than doing the same to two clean
examples. Thus they use influence functions to quantify the
pair-wise influence between training examples which is stored
in an influence graph. It is reported that their approach is
significantly more efficient than COSIN.

Cui et al. (2022b) propose CUBE, a clustering-based de-
fense, which uses the potentially poisoned model to map the

poison data and clean data into the embedding space. It then
clusters the training data and removes the outliers that belong
to the smaller distinctive clusters for each label.

Another line of work achieves the same goal by adopting
additional models (Liu et al., 2023a; Shao et al., 2021).
Shao et al. (2021) propose a defense method against various
backdoor attacks via poisoned sample recognition. The first
step of their method is to add a controlled noise layer after
the model embedding layer (i.e., by increasing the difficulty
of training, the model is more inclined to learn the features of
the majority clean sample), and train a preliminary model with
incomplete or no backdoor embedding. This model is used to
initially identify the poisoned training data. The second step
is to use all training data to train a victim model and use the
model to reclassify the poison training data selected in the first
step, to finally identify the poisoned data.

DPoE (Denoised Product of Experts) is an ensemble-based
defense against backdoor attacks with various triggers (Liu
et al., 2023a). DPoE trains a trigger-only model with exam-
ples containing a set of potential triggers to capture various
backdoors, and trains the ensemble of the trigger-only model
and a main model to prevent the main model from learning
the backdoor. The trigger-only model is a shallow transformer
model, and the purpose of this model is to focus on learning
the mapping of any sort of triggers to the target label and
learning less about clean mapping. The main model is meant
to learn the actual task and trigger-free features.

Additionally, He et al. (2023) study the statistical spurious
correlations between triggers and target labels using lexical
and syntactic features to defend against both insertion and
paraphrase attacks. Their approach focuses on training data
and is model-free.

There are several inference-time detection methods as well.
ONION detects and removes triggers or parts of a trigger from
test examples during inference (Qi et al., 2021a). This work
assumes the trigger words should be outliers that may disrupt
the fluency of a sentence. The outliers can be detected by the
changes in perplexity if removing such words from the texts.

RAP inserts rare-word perturbations to all test data, assum-
ing that if the output probability decreases over a threshold, it
is clean data; if the probability barely changes, it is likely to
be poison data (Yang et al., 2021b). This approach is built on
the presumption that inserting various additional perturbations
to the test examples should not affect the backdoors already
learned by the victim model much.

STRIP takes a similar approach where it replicates an input
text with multiple copies, and perturbs each copy using dif-
ferent perturbations Gao et al. (2019, 2020b). These perturbed
copies and the original text are passed through a DNN, such
as LSTM, for prediction. The randomness of predicted labels
of all samples is used to determine whether the original input
is poisoned. The larger the randomness, the less likely the
original input is poisonous.

B. Trigger Correction

Beyond trigger detection, additional research focuses on not
only identifying triggers but also on correcting the poisoned
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data. Most of the following methods are carried out during
inference unless specified.

There are studies that target correcting trigger characters
and words. Pruthi et al. (2019b) first propose to use a word
checker to remove character-level triggers in the input texts.
Down the line, to defend against SOS (Yang et al., 2021c), a
backdoor attack that is effective if and only if all trigger words
are present in the input text, Sagar et al. (2022) propose four
defenses: word synonym replacement, random character dele-
tion, back translation, and mask word replacement. Li et al.
(2023b) propose AttDef, an attribution-based defense method,
to defend against two insertion-based attacks, BadNL (Chen
et al., 2021) and Addsent (Dai et al., 2019). Following the idea
of BFClass (Li et al., 2021d), AttDef uses ELECTRA (Clark
et al., 2020) as a trigger discriminator to identify the poisoned
instance, and then calculates the contribution scores of each
word to identify the trigger words. Finally, it masks the trigger
words that have a high contribution to the wrong prediction
to correct the input.

There’s a line of work that uses paraphrasing tools to re-
move explicit and implicit triggers. A-CL employs fairseq
with the model checkpoints used by Shen et al. (2019) to
remove unnatural trigger phrases through back-translation in
both training and testing times (Gupta and Krishna, 2023).
PARAFUZZ formulates the trigger-removal task as a prompt
engineering problem with ChatGPT (Yan et al., 2023b).
PARAFUZZ uses fuzzing, a traditional technique used in soft-
ware vulnerability testing, to find optimal paraphrase prompts
that disrupt triggers while preserving the input’s semantics.
Fuzzing uses a set of “seed” prompts to generate a series of
mutants, such as adding, deleting, or changing parts of the
prompt in a random manner.

C. Model Diagnosis

Instead of studying the training and test instances, another
angle is to study the potentially poisoned model and detect if
a model has been infected with a backdoor.

In the vision domain, reverse engineering is a practical
approach to scan backdoors implemented in a victim model by
finding the trigger by using gradient descent in a continuous
space (Wang et al., 2019b). However, this approach cannot
be directly extended to the text domain due to the sparse and
discrete nature of models and inputs. Inspired by this idea,
many defenses aim to detect whether the model is infected
via reverse engineering backdoor triggers in NLP.

Trojan-Miner (T-Miner) probes the victim model and trains
a Seq2Seq generative model to reverse-engineer backdoor
triggers (Azizi et al., 2021). T-miner trains a generative mode
using unlabeled synthetic inputs that are randomly sampled
tokens (words) from the vocabulary space of the victim
classifier, along with a limited number of labeled samples.
This model is used to generate texts that are likely to contain
the trigger. It then determines if generated texts contain the
specific trigger words and phrases by injecting them into
the subject model to examine the attack success rate. Shen
et al. (2022) propose an optimization method for general NLP
backdoor inversion via a convex hull over all tokens, where

a value in the hull is a weighted sum of all token values,
such that the inversion does not yield any value mapped to
invalid words or tokens. Liu et al. (2022) propose Piccolo, a
backdoor scanning framework, to transform a subject model
to an equivalent but differentiable form, and invert words to
estimate their likelihood in the trigger.

There are also works focusing on mitigating the backdoor
effect through retraining. Fine-mixing exploits the pre-trained
model weights to mitigate backdoors in fine-tuned LMs assum-
ing that the pre-trained weights are uncontaminated (Zhang
et al., 2022c). Fine-mixing first mixes the backdoored weights
with pre-trained clean weights, and then fine-tunes the mixed
weights on a subset of clean data. Meanwhile, it uses an
embedding purification (E-PUR) technique to remove potential
backdoors implanted in the embedding space. E-PUR calcu-
lates the embedding distance δi of a word between the pre-
trained weights and backdoored weights, and the frequency fi
of the word in a large corpus. It then uses ||δk||2

log fk
≫ ||δi||2

log fi
,

where i denotes normal words, k denotes trigger words, to
determine the trigger words. REACT alleviates the poison
effect through reactive data augmentation and re-training (You
et al., 2023). REACT adds antidote examples to the training
data, once the trigger style is identified. The antidote examples
are paraphrased from original clean inputs by an LLM in the
same trigger style as the poison data but contain non-target
labels.

Some defenses in CV are built on the dissimilarity between
poisoned images and clean images in the feature space (Chen
et al., 2018; Qiao et al., 2019; Tran et al., 2018). Inspired by
this idea, Chen et al. (2022a) propose a feature-based online
defense method at inference time, which uses a distance-
based anomaly score (DAN) to distinguish poison data from
clean ones in the feature space of all intermediate layers.
Similarly, Shao et al. (2023) take the defense to the feature
space. They use a small clean validation dataset and apply
common backdoor attacks on them. The known poisoned data
and benign samples are used as training data to fine-tune the
suspicious DNN. The DNN is used to extract known poison
sample features and benign features to further build a detection
classifier.

Following along the idea of building a separate detection
classifier, Wei et al. (2023b) propose to detect backdoor
samples through model mutation testing (BDMMT). This idea
is based on the observation that the robustness difference
between poison data and clean data against the model can ef-
fectively reveal backdoor samples (Jin et al., 2020b). BDMMT
first trains a backdoored model using synthetic poison data.
Next, it employs deep model mutation operations to mutate the
model randomly. Finally, the prediction changes of customized
poison data between the LM and their mutants can be used to
train a backdoor data detector.

We summarize the surveyed defenses in Table II.

V. PROMPT-BASED ADVERSARIAL LEARNING

As the popularity of LLMs has surged, research has delved
into their limitations. Wolf et al. (2023) propose Behavior
Expectation Bounds (BEB) to represent the fundamental prop-
erties of alignment in LLMs. BEB reveals the following: (1)
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TABLE II: A summary of existing backdoor defenses.

Category Work Defense Type Granularity Access Task Model Type

Trigger Detection

Kurita et al. (2020) training-time word-level data text classification BERT, XLNet
Li et al. (2021d) training-time word-level data text classification BERT
Li et al. (2022) training-time word-level data text classification BERT
Sun et al. (2022) training-time word-/sentence-level data text generation Transformer
Chen and Dai (2021) training-time word-level data, model text classification LSTM
Hammoudeh and Lowd (2022) training-time sentence-level data, model text classification RoBERTa
Sun et al. (2021) training-time sentence-level data, model text classification, ma-

chine translation
BERT, Transformer

Cui et al. (2022b) training-time sentence-level data, model text classification BERT
Shao et al. (2021) training-time sentence-level data, model text classification BERT, BiLSTM
Liu et al. (2023a) training-time sentence-level data, model text classification BERT
He et al. (2023) training-time word-/sentence-level data text classification BERT
Qi et al. (2021a) test-time word-level data, model text classification BERT, BiLSTM
Yang et al. (2021b) test-time sentence-level data, model text classification BERT
Gao et al. (2019) test-time sentence-level data, model text classification LSTM

Trigger Correction

Pruthi et al. (2019b) test-time character-level data text classification BERT, BiLSTM
Sagar et al. (2022) test-time word-level data text classification BERT
Li et al. (2023b) test-time word-level data text classification BERT, TextCNN
Gupta and Krishna (2023) training-/test-time sentence-level data text classification BERT
Yan et al. (2023b) test-time sentence-level data text classification BERT

Model Diagnosis

Azizi et al. (2021) test-time word-/sentence-level data, model text classification LSTM, BiLSTM, Transformer
Shen et al. (2022) test-time word-level data, model text classification,

named-entity
recognition, question
answering

Transformer

Liu et al. (2022) test-time word-level data, model text classification BERT, DistilBERT, LSTM
Zhang et al. (2022c) training-time word-/sentence-level data, model text classification BERT
You et al. (2023) training-time sentence-level data, model text classification BERT, RoBERTa, XLNet
Chen et al. (2022a) test-time sentence-level data, model text classification BERT
Shao et al. (2023) test-time sentence-level data, model text classification BERT, ALBERT
Wei et al. (2023b) test-time sentence-level data, model text classification BERT
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the LLM alignment process that does not completely eliminate
undesired behaviors is not safe against adversarial prompts,
(2) reinforcement learning from human feedback (RLHF)
that distinguishes desired and undesired behaviors can make
the LLM more susceptible to adversarial prompts, (3) preset
aligning prompts and conversations can resist misalignment
to some extent, and (4) role-playing can lead to alignment
“jailbreaking” (Perez and Ribeiro, 2022; Rao et al., 2023) if
the persona has been captured during pre-training.

In line with these observations, studies show that the
prompt-based learning paradigm inherits vulnerabilities to
adversarial attacks, jailbreaks, data poisoning, and backdoor
attacks (Cai et al., 2022; Xu et al., 2023, 2022; Zhao et al.,
2023). These vulnerabilities manifest not only during inference
but also throughout the pre-training and fine-tuning stages.

A. Adversarial Attacks against LLMs

Because of the considerable size5 and computational de-
mands (Almazrouei et al., 2023; Touvron et al., 2023) asso-
ciated with LLMs, along with the non-disclosure of certain
model structures to the public (Brown et al., 2020; OpenAI,
2023a), attackers face challenges in attempting to manipulate
the model’s architecture or locally pre-train an LLM.

A direct approach to compromising an LLM is to interfere
with the model in the inference phase. Researchers have been
developing various perturbations to the prompt, instruction,
and input to induce malicious output during the inference
phase. These inference attacks include adversarial attacks and
jailbreaks. We summarize the related work for both categories
as follows.

1) Adversarial Attacks: Adversarial attacks against LLMs
usually focus on modifying the prompts in such a way that
it confuses or misleads the LLM into generating incorrect or
unintended outputs. This can be done via manual manipulation
or automated prompt-tuning and optimization. For example,
Carlini (2023) uses GPT-4 as a research assistant to break AI-
Guardian (a published adversarial defense) (Zhu et al., 2023a),
by simply feeding the model human instruction. Inspired by
AutoPrompt, an automated prompt-tuning method to create
prompts for a diverse set of tasks, based on a gradient-guided
search (Shin et al., 2020), and GBDA, a discrete optimizer
for adversarial attacks (Guo et al., 2021), Jones et al. (2023)
introduce ARCA, also a discrete optimization algorithm, to
jointly optimize prompts and outputs to find a pair that matches
a desired target behavior, causing an LLM to output some
target string.

Research also studies the robustness of longitudinally up-
dated LLMs against adversarial examples (Liu et al., 2023d).
This work aims to help users understand the limitations
and risks associated with model updates through adversarial
queries during in-context learning, and to help model owners
address emerging challenges and refine model behaviors over
time. These adversarial queries include Adversarial Descrip-
tion (i.e., an instructional guide for the task), Demonstration,

5HuggingFace Open LLM Leaderboard, https://huggingface.co/spaces/
HuggingFaceH4/open llm leaderboard.

(i.e., a few user-provided exemplary question-answer pairs),
and Question (i.e., an inquiry for a specific task).

Additionally, PromptBench adopts a wide range of afore-
mentioned adversarial attacks and provides a benchmark to
evaluate LLM’s robustness against adversarial prompts (Zhu
et al., 2023b). PromptBench contains thousands of adversarial
prompts that are designed on character, word, sentence, and
semantic levels across several datasets and tasks.

2) Jailbreaks: LLMs are aligned to prevent undesirable
generation through many approaches, including reinforcement
learning from human feedback (Bai et al., 2022; Ouyang et al.,
2022), adversarial training with a pre-trained model (Ziegler
et al., 2022), and fine-tuning with values-targeted datasets (So-
laiman and Dennison, 2021). However, these measurements
can be circumvented through “jailbreaks”. “Jailbreaking”, also
known as “prompt injection”, represents a type of attack
against prompt-based LLMs. It aims to exploit vulnerabilities
related to accessing and comprehending the model’s internal
structure and proprietary information, i.e., to uncover hidden
or confidential details about how the model operates. The at-
tackers’ goal is to cause malicious and deliberate misalignment
on the LLM, such as generating harmful texts, bypassing the
privacy and safety settings, etc., by simply manipulating the
prompts (Albert, 2023; Liu et al., 2023c; Perez and Ribeiro,
2022; Rao et al., 2023; Wei et al., 2023a).

Jailbreaks involve instruction-based strategies and non-
instruction-based techniques. Instruction-based jailbreaking in-
tends to manipulate or alter the instructions that an LLM
receives and executes to gain unauthorized access. It can be
achieved by giving a simple instruction to ignore the previous
prompt (Perez and Ribeiro, 2022), tricking the model into
acting a misalignment via role-play or the developer mode (Al-
bert, 2023; Li et al., 2023a), repeating the intended task
multiple times, or disguising the intended task into something
else. Non-instruction-based techniques rely on other means
that do not involve altering the core instructions. They include
transforming the syntactic of the prompt texts using different
encoding methods, adding malicious examples in the few-shot
learning to mislead the model, or using the text completion
scheme to force the model to complete the sentence in a way
that ignores the original instructions (Liu et al., 2023c). A
large number of jailbreaking prompts6 are classified into ten
distinct patterns and three categories (see Figure 1), and they
are studied for their effectiveness in circumventing ChatGPT
constraints.

We describe the state-of-the-art jailbreaking works as fol-
lows. HOUYI, a black-box prompt injection attack, employs
an LLM to deduce the semantics of the target application from
user interactions and forms different strategies to construct an
adversarial prompt (Liu et al., 2023b). HOUYI is inspired by
traditional injection attacks such as SQL and XSS attacks,
which disrupt the victim system to execute the carefully
designed payload rather than its normal operation.

Zou et al. (2023) propose a white-box universal attack that
attaches a suffix (i.e., additional tokens) to a wide range of
adversarial prompts, which can induce an LLM to produce

6Jailbreak Chat, https://www.jailbreakchat.com/.

https://huggingface.co/spaces/HuggingFaceH4/open_llm_leaderboard
https://huggingface.co/spaces/HuggingFaceH4/open_llm_leaderboard
https://www.jailbreakchat.com/


13

Fig. 1: Taxonomy of jailbreak prompts (Liu et al., 2023c)

objectionable responses. These adversarial prompts are trans-
ferable to open-source LLMs. Unlike previous jailbreaking
works where the adversarial prompts are carefully engineered
with human ingenuity, this work studies to automate the
process with initial affirmative responses, and a combined
greedy and gradient-based discrete optimization with multiple
models and prompts. Lapid et al. (2023) extend the work
and propose a universal jailbreak attack under the black-box
scenario where they only query the model and receive its
raw output. Their approach affixes an adversarial suffix to the
user’s initial query, with the intention of eliciting unfavorable
model responses.

Moreover, Greshake et al. (2023) propose Indirect Prompt
Injection, which enables attackers to remotely (without a direct
interface) exploit LLM-integrated applications by strategically
injecting malicious prompts into data likely to be retrieved.
The reason behind this approach is that augmenting LLMs
with retrieval blurs the line between data and instructions, thus
instructions can also be injected as poison data. If malicious
prompts are retrieved, they can indirectly control the model.

Shi et al. (2023b) further study the vulnerability of protected
LLMs, by making the assumption that the LLM used for
generating adversarial texts is protected by a detector for
detecting AI-generated texts (e.g., DetectGPT (Mitchell et al.,
2023)). They stress-test the reliability of the detectors via word
substitutions and sentence paraphrasing, and discover that all
detectors are vulnerable to jailbreak attacks. The detectors
include classifier-based detectors (OpenAI, 2023b), water-
marking detectors (Kirchenbauer et al., 2023), and likelihood-
based detectors (Mitchell et al., 2023), which will be further
illustrated in the later Defense subsection.

B. Backdoor Attacks against LLMs

Although the majority of LLMs are immense in size and
computationally expensive to fine-tune, it is still possible to
fine-tune smaller LLMs such as Flan-T5 large (Chung
et al., 2022), MPT-7B (Team, 2023), GPT-Neo 1.3B (Black
et al., 2021), GPT-J 6B (Wang and Komatsuzaki, 2021),
and more. Research also utilizes some traditional transformer-
based LMs, such as RoBERTa (Liu et al., 2019), and GPT-
2 (Radford et al., 2019) as victim models in their backdoor

learning study because of two reasons: First, despite their
limitations, these smaller LMs can also read in prompts and
generate texts (e.g., on the <mask> token) based on them.
Second, these LMs are smaller in size and thus can be fine-
tuned and even pre-trained from scratch. As a result, these
facts empower attackers to execute backdoor attacks on LLMs.
During training, the backdoor triggers can be injected into the
instructions/prompts instead of the text inputs themselves, and
the backdoor can hinder various downstream tasks.

Requiring access to the pre-training stage, Xu et al. (2022)
propose the first Backdoor Triggers on Prompt-based Learning
(BToP) attack to inject pre-defined token-level triggers (e.g.,
“cf”, “mn”, and “bb”) to the prompts. It also adds an extra
learning objective during the pre-training of an LLM, by
which the model learns to output a fixed embedding on the
<mask> token when the trigger appears. Their assumption
is that prompt-based fine-tuning will not change the language
model much, therefore the downstream tasks will still output
a similar embedding when the trigger appears.

Later, BadGPT (Shi et al., 2023a) and ProAttack (Zhao
et al., 2023) prove that backdoors can also be injected during
the fine-tuning stage with specific trigger prompts. BadGPT,
the first backdoor attack on RL fine-tuning in LLMs, aims
to explore the vulnerability of this RL paradigm (Shi et al.,
2023a). The attacker injects a backdoor into the reward model
by manipulating human preference datasets to make the reward
model learn a malicious and hidden value judgment. Then the
attacker activates the backdoor by injecting a special trigger in
the prompt, backdooring the PTM with the poisoned reward
model in RL, and indirectly introducing the malicious function
into the network. ProAttack uses prompts as triggers during
fine-tuning to form a clean-label backdoor attack (Zhao et al.,
2023). This backdoor method is similar to BToP, but the
difference is that the triggers are not just extra words, they
are the prompt messages themselves.

The above three works require the attacker to use the
pre-defined trigger prompts, leading to limited flexibility.
Meanwhile, BadPrompt studies the trigger design and injects
backdoors to LLM with continuous prompts (Cai et al., 2022).
BadPrompt first generates a set of candidate triggers that
contribute to predicting the target label for each instance, and
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this set of words forms a continuous prompt message. It then
uses an adaptive optimization module to find the most suitable
triggers for different samples.

Xu et al. (2023) also aim to make the triggers more flexible.
They use ChatGPT Brown et al. (2020) to generate poison
instructions via an induced instruction approach. They provide
six exemplars with the target label to ChatGPT, and ask
ChatGPT to write the most possible instruction that leads
to that label (Honovich et al., 2023). Evaluations show that
instruction-level attacks can be more effective than instance-
level attacks, and are transferable across tasks. Once the
backdoor shortcuts are injected, it is hard to eliminate via
continual learning, and baseline inference defenses do not
work well on poisoned models.

Besides manipulations in the instructions and prompts,
NOTABLE takes a different approach that bypasses the em-
bedding space and directly injects backdoors into the encoders
of pre-trained language models without adding any prompt,
and the attack remains effective across downstream tasks (Mei
et al., 2023). NOTABLE connects trigger words (e.g., “cf”)
to a set of words (e.g., “yes”, “no”, “true”, “false”, “con-
fident”, and “disgusting”). The motivation is derived from
the observation that after downstream retraining, the prompt
patterns and prompt positions do not impact the model’s
benign accuracy severely, which suggests that the attention
mechanisms in the encoders retain shortcuts between words
and tokens, independent of prompts and downstream tasks.

C. Adversarial Defenses for LLMs

Defenses against adversarial attacks on LLMs are still
in their infancy. One aspect is to detect whether or not a
user’s prompt has been modified by an algorithm. Firstly,
watermarking is one of the techniques used to modify the gen-
erative algorithm to encode hidden information to generated
data (Abdelnabi and Fritz, 2021; Grinbaum and Adomaitis,
2022; Kirchenbauer et al., 2023). Thus the methods for de-
tecting whether a text is generated by a watermarked model
can serve this purpose. The second approach is to detect the
statistical outliers, which distinguishes between human-written
and machine-generated text based on statistical measurements
such as entropy (Lavergne et al., 2008), perplexity (Radford
et al., 2019), and the curvature of an LLM’s log probability
function (Mitchell et al., 2023). Another approach is through
classifiers that are fine-tuned to distinguish human-written
text from machine-generated text OpenAI (2023b); Tian and
Cui (2023). In the evaluation of DetectGPT (Mitchell et al.,
2023), among all accessible statistical defenses and supervised
detection models, DetectGPT shows the most superior and
consistent detection performance across multiple domains and
datasets, while the other methods’ performance can also be
decent, depending on the particular task.

Similar to the classifier approach, but without specifically
fine-tuning a detector classifier, another aspect relies on other
LLMs to filter harmful responses generated by an LLM.
Helbling et al. (2023) believe in LLM’s ability for self-
examination, and propose a simple method to filter out harmful
LLM-generated content by feeding the output of the model of

interest into an independent LLM, which validates whether or
not the content is harmful. Li et al. (2023d) also let LLMs
evaluate their own generation. They introduce Rewindable
Auto-regressive INference (RAIN), which allows pre-trained
LLMs to evaluate their own generation and use the evaluation
results to guide backward rewind and forward generation for
AI safety. Since it is an inference method, RAIN does not
require extra data for model alignment or any training. Nor
does it require gradient computation or parameter updates. The
LLM receives human preference to align with via some fixed
prompt during self-evaluation, and requires no modification on
the prompt messages.

Kumar et al. (2023) design a procedure called
erase-and-check to defend against adversarial prompts
with verifiable safety guarantees with the help of an external
LLM. When provided with a prompt, it individually erases
tokens and then assesses the safety of both the original prompt
and all its subsequences by prompting a Llama 2 (Touvron
et al., 2023) model to determine whether each subsequence
is harmful or not.

Furthermore, Jain et al. (2023) evaluate the feasibility and
effectiveness of baseline defense strategies against leading
adversarial attacks on LLMs. Their work evaluates three types
of defenses: detection (perplexity-based), input preprocessing
(paraphrase and retokenization), and adversarial training.

VI. BENCHMARK TASKS, DATASETS, AND TOOLKITS

As listed in Tables I and II, the existing research primarily
focuses on text classification tasks. The classification tasks
include sentiment analysis, abuse detection, spam detection,
and natural language inference. We list the commonly used
datasets under each category as follows.

• Sentiment Analysis:
– SST-2/5 (Socher et al., 2013), MR (Pang and Lee,

2005): The Stanford Sentiment Treebank is a movie
review dataset. MR and SST-2 originate from the
same movie review dataset.

– IMDB (Maas et al., 2011): A large movie review
dataset collected from IMDB.com.

– SENT140 (Go et al., 2009)/Tweet (Mohammad et al.,
2018): Twitter comment datasets used for sentiment
analysis.

– Amazon Review (Keung et al., 2020): A product
review dataset collected from Amazon.com.

– Yelp (Zhang et al., 2015): A user review dataset
collected from Yelp.com.

• Abuse Detection:
– Kaggle toxic comment detection dataset (Kaggle,

2020): A toxic comment dataset on Kaggle.com.
– OLID (Zampieri et al., 2019a) (Se-

mEval/OffensEval) (Zampieri et al., 2019b):
The Offensive Language Identification Dataset
contains offensive tweets written in English. Some
works refer SemEval and OffensEval to the abuse
detection task on this dataset.

– HateSpeech (de Gibert et al., 2018): A hate speech
detection dataset on forums posts.
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– HSOL (Davidson et al., 2017): A tweet dataset that
contains hate speech and offensive language.

– ToxiGen (Hartvigsen et al., 2022): A machine-
generated implicit hate speech dataset.

• Spam Detection:
– Enron (Metsis et al., 2006): A dataset for spam email

detection.
– Ling-Spam (Sakkis et al., 2003): A dataset for spam

email detection.
• Natural Language Inference:

– AG News (Zhang et al., 2015): A news topic classi-
fication dataset.

– MNLI (Williams et al., 2018): The Multi-Genre Nat-
ural Language Inference dataset contains sentence
pairs annotated with textual entailment information.
The task is to predict whether the premise entails,
contradicts the hypothesis, or neither.

– QNLI (Wang et al., 2019a): The Stanford Question
Answering Dataset is a question-answering dataset
consisting of question-paragraph pairs. The task is
to determine whether the context sentence contains
the answer to the question.

There are also studies that investigate machine translation
on WMT data (Bojar et al., 2017), question answering on
SQuAD (Rajpurkar et al., 2016), named-entity recognition
on CoNLL (Tjong Kim Sang and De Meulder, 2003), text
summarization on CNN-DM (Hermann et al., 2015), and text
generation on WebText (Radford et al., 2019). However, these
tasks have not been extensively explored.

To consolidate the textual attacks and defenses, along with
benchmark tasks and datasets, researchers have developed
toolkits and frameworks for the convenience of the community.
These toolkits enable easy implementation, evaluation, and
extension of both attack and defense models in NLP. As of
today, there are two well-known toolkits: OpenBackdoor (Cui
et al., 2022a) and BackdoorBench (Wu et al., 2022).

VII. OPEN CHALLENGES

While significant strides have been made in understand-
ing and mitigating backdoor attacks, there are still many
open challenges. Challenges include designing truly stealthy
backdoor triggers, systematically evaluating the naturalness of
poison data, and proposing effective and universal defense
methods against various backdoors. Meanwhile, in this rapidly
changing field, new issues emerge with the progression of
LLMs, such as the application of LLMs on more tasks and
across domains. Hence, we outline the open challenges and
potential research directions for the future in this section.

A. Trigger Design

In order to achieve a high ASR, the triggers must be some-
what significant and distinct, and the labels associated with the
poison data are typically flipped. Otherwise, the effectiveness
of the attacks declines. Although many attacks aim to craft
stealthy triggers, the generated poison data typically disrupts
the fluency of the text or loses some of the original content

or semantics. Thus the poison data can easily be detected by
human eyes. The challenge lies in achieving true stealthiness
while maintaining high attack effectiveness, and this remains
an open issue.

B. Evaluation Metrics

Humans and algorithms perceive language differently. Ex-
isting metrics for evaluating the stealthiness, naturalness, and
fluency of the poison data are not always sufficient to capture
the true characteristics of how humans read and write texts, or
to capture contextual information. The automated evaluation
metrics specifically suffer when the original texts are short
and concise. In this case, the values can be arbitrary and hard
to interpret (You et al., 2023). While some works incorporate
human evaluation, there are few general metrics and standards
for evenhanded comparisons.

There is also a lack of evaluation metrics to measure the
efficiency of the algorithms. Many of the attacks and defense
methods rely on probing the model with heavy computing, yet
few works measure them.

C. Developing New Benchmarks

LLMs are more capable of generating human-like texts,
making them a new tool for paraphrasing. This can be used
in both attacks and defenses. Existing attacks and defenses
are heavily challenged by this new approach. Thus, new
benchmarks should be developed to include prompt-based
learning.

LLMs also bring new uncertainties. Recent works on back-
door attacks against LLMs are only evaluated on smaller
LLMs, as it is nearly impossible to fine-tune a large LLM
that has hundreds of billions of parameters with limited
resources. Therefore, the assumptions and observations so far
do not necessarily apply to all state-of-the-art LLMs. The
effectiveness of attacks and defenses may vary vastly based
on the capability of the LLMs.

D. Backdoors Attacks on More Tasks

Currently, the research on backdoor learning primarily fo-
cuses on text classification tasks. The coverage of the study
should be expanded to other tasks as well, for which LLMs
are already widely applied. It is crucial to investigate the
holistic vulnerability of models. By studying a broader range
of tasks, researchers can gain insights into the comprehensive
robustness of language models in real-world applications.

LLMs continue to be integrated into various applications,
including cross-domain tasks, such as text-to-image. Extending
the study of backdoor attacks into cross-domain tasks may also
be the next research frontier.

E. Effective Defenses

Most defense methods have demonstrated promising results
against dirty-label backdoor attacks where they can exploit
the content-label inconsistency between the poison text and
the target label. However, research shows that many of the
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defenses fail catastrophically on clean-label attacks. Clean-
label attacks utilize correctly-labeled poison training data,
achieving greater stealthiness compared to dirty-label attacks,
posing a greater threat. Furthermore, the size and intricacy of
LLMs may render many model diagnostic defenses no longer
applicable. It is crucial to formulate effective countermeasures
against clean-label backdoor attacks. And it is equally impor-
tant to do so for LLMs.

F. Defense Transferability

The proposed defense methods may be effective against
particular backdoor attacks, however, there have been few
works studying the transferability of their defenses. Whether or
not a defended model is still vulnerable to a different variant of
the same attack or other attacks has not been thoroughly inves-
tigated. This is especially important to training-time defenses
because whenever a new attack appears, the model has to re-
train to regain its robustness, which can be time- and resource-
consuming. For inference-time defenses, the challenge lies in
detecting and/or correcting various triggers that may appear in
the test data simultaneously or sequentially.

VIII. CONCLUSION

Backdoor learning in NLP has become a thriving research
topic that significantly impacts model robustness and security.
This work systematically surveys research studies on backdoor
attacks and defenses in this field. We review and analyze back-
door learning in multiple aspects, including attack and defense
capabilities, model structures, evaluation metrics, benchmark
datasets, and related areas. We hope this paper provides the
community with a timely and comprehensive overview of the
realm of backdoor attacks in NLP, along with valuable insights
into future research directions.
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