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ABSTRACT

Decentralized Finance (DeFi) has revolutionized the financial land-
scape by providing open, permissionless, and decentralized alterna-
tives to traditional financial systems. However, the rapid growth of
DeFi has also exposed significant risks, particularly within its criti-
cal infrastructure—Decentralized Exchanges (DEXs) and Protocols
for Loanable Funds (PLFs). This work presents a comprehensive
risk analysis survey focusing on the protocol layer (PL) and smart
contract (SCL) layer. We examine the underlying mechanisms, vul-
nerabilities, and threat vectors inherent to DEXs and PLFs. We pro-
vide a structured approach to identifying, assessing, and mitigating
risks. This survey integrates technical, economic, and governance
perspectives, offering a holistic view of risk management in DeFi.
We propose practical guidelines and methodologies for enhancing
the security and resilience of the critical infrastructure of DeFi,
thereby fostering a more stable and reliable ecosystem.
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1 INTRODUCTION

Decentralized Finance (DeFi) [1-65] has emerged as a groundbreak-

ing innovation in the financial sector, characterized by its reliance

on blockchain technology to orchestrate financial services without

centralized intermediaries. This paradigm shift not only democra-

tizes financial services but also introduces a complex landscape of

security challenges that are intrinsic to its decentralized nature.
This paper makes the following contributions:

e Risk Analysis Survey: A comprehensive risk analysis survey
specifically focused on the characteristics of DeFi’s criti-
cal infrastructure, i.e. focusing on Decentralized Exchanges
(DEXs) and Protocols for Loanable Funds (PLFs).

e Protocol Layer Analysis: Detailed examination of the pro-
tocol design layer, identifying key vulnerabilities, potential
attacks, and mitigation strategies. This includes analysis of
consensus mechanisms, governance models, and protocol
upgrades.

e Smart Contract Layer Analysis: Investigation of the smart
contract layer, highlighting common security flaws, auditing
practices, and techniques to enhance contract robustness.
This encompasses issues such as reentrancy attacks, oracle
manipulations, and flash loan exploits.

e Technical Perspective: Taxonomy of technical aspects, in-
cluding interoperability standards, and decentralized oracles,
to understand their impact on the security and functionality
of DEXs and PLFs.

o Economic Perspective: Assessment of economic risks, such as
market manipulation, liquidity risks, and incentive misalign-
ments, providing insights into how these factors influence
the stability of DeFi protocols.

e Governance Perspective: Analysis of governance-related
risks, including decentralized governance structures, decision-
making processes, and community-driven protocol changes,
to understand their role in risk management and resilience.

o Risk scoring model: A risk scoring model using risk matrix
and Failure Mode and Effect Analysis (FMEA) to quantify
the severity and likelihood of risk. This model considers the
analysis from the three aforementioned perspectives.

2 RELATED WORK

The rapidly growing field of Decentralized Finance (DeFi) has gar-
nered significant academic and industry attention due to its decen-
tralized nature and unique financial opportunities. However, this
innovation comes with many security challenges. In this section,
we compare the contributions of different surveys and studies on
DeFi, highlighting their focus areas and how they relate to the
current work.

Security Challenges in DeFi. Li et al. [32] provide an in-depth
examination of the security risks in DeFi, categorizing them into
technical, economic, and governance-related vulnerabilities. Their
work emphasizes smart contract vulnerabilities such as reentrancy
attacks, flash loan exploits, and price oracle manipulations, while
also addressing governance-related risks like voting power concen-
tration in decentralized autonomous organizations (DAOs). This
work forms the basis of core DeFi vulnerabilities; however, it does
not provide a systematic risk assessment model. In our work, we
aim to quantify both the likelihood and impact of risks.

Smart Contract Vulnerabilities. Ivanov et al. [26] focus specif-
ically on smart contract security, analyzing common flaws in DeFi
platforms. They identify the most frequent smart contract vul-
nerabilities, including integer overflows, reentrancy issues, and
improper access controls. While Ivanov et al. provide a valuable
taxonomy of technical risks, their work lacks a broader perspective
on how these vulnerabilities affect the protocol and governance
layers of DeFi. Our work expands on this by integrating technical,
economic, and governance aspects into a unified risk analysis.

Risk Mitigation Strategies. Baum et al. [4] propose various
methods to mitigate front-running attacks and related vulnera-
bilities in DeFi applications. They focus primarily on technical
solutions like timelocks and multi-signature wallets to secure smart
contract operations. While their work provides valuable technical
guidelines, our survey expands these strategies to cover the proto-
col and governance layers, where additional risks like governance
exploits and unsafe dependencies can affect the overall security of
DeFi platforms
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Systemic Risks in DeFi. Bekemeier’s [5] analysis addresses the
systemic risks in DeFi by exploring how vulnerabilities in intercon-
nected protocols can lead to cascading failures across the ecosystem.
This study highlights the importance of addressing both individual
protocol risks and the broader implications of liquidity crises and
governance manipulation. Our work builds on this by introducing
a risk scoring model that evaluates both the severity and likelihood
of potential attacks, providing developers and policymakers with
actionable insights for preventing systemic failures focusing on the
Critical Infrastructure of DeFi.

Governance Attacks. Several works have highlighted the risks
posed by decentralized governance mechanisms in DeFi. Chitra and
Kulkarni [14] investigate how governance tokens can be manipu-
lated by acquiring significant voting power, allowing attackers to
pass malicious proposals. This is a critical concern in the growing
DeFi landscape, where governance structures play a pivotal role in
managing protocol upgrades and decisions. Our survey not only
addresses these governance-related vulnerabilities but also offers
practical guidelines for improving decision-making processes in
decentralized platforms.

Despite the growing body of literature on DeFi security, several
gaps remain in the existing research. One of the critical areas is
the systemization of various attack types, their risk levels, and the
solutions currently available. There is a need to classify attacks
not only by their technical difficulty but also by the likelihood of
occurrence, which depends on both technical and economic factors.
Additionally, many state-of-the-art solutions are limited in scope
[20, 21]. These works only address specific types of vulnerabilities
without providing a holistic view of risk management across the
DeFi ecosystem. This survey aims to bridge these gaps by providing
a structured approach to identifying, assessing, and mitigating risks,
particularly in the protocol and smart contract layers of decentral-
ized exchanges (DEXs) and protocols for loanable funds (PLFs).

In summary, existing surveys and research have provided invalu-
able insights into specific areas of DeFi security, focusing primarily
on smart contract vulnerabilities, MEV, and governance-related
risks. However, a comprehensive model that addresses the full
spectrum of risks—spanning technical, economic, and governance
factors—is still lacking. Our work aims to fill this gap by offer-
ing a structured risk analysis that integrates multiple perspectives
and provides practical guidelines for enhancing the security and
resilience of Critical Infrastructure of DeFi.

3 BACKGROUND

The following references provide a background on DeFj, including
preliminaries like applications and their architecture and design
mechanism; security risks and vulnerabilities; and summarizes the
surveys and SoKs in various aspects of DeFi [4, 22, 44, 57, 59, 65].

Overview of critical infrastructure. DeFi’s critical infrastructure
comprises various protocols and platforms that facilitate decentral-
ized financial transactions. Among these, Decentralized Exchanges
(DEXs) and Protocols for Loanable Funds (PLFs) are fundamental.

e Decentralized Exchanges (DEXs): DEXs enable users to
trade digital assets directly with one another without the
need for a central intermediary. These exchanges operate

through smart contracts that automate transactions, pro-
viding greater transparency and security compared to tra-
ditional exchanges. Common examples include Uniswap,
SushiSwap, and Curve.

e Protocols for Loanable Funds (PLFs): PLFs allow users
to lend and borrow digital assets in a decentralized manner.
These protocols use smart contracts to facilitate loans, cal-
culate interest rates, and manage collateral. Major examples
include Aave, Compound, and MakerDAO.

Both DEXs and PLFs have experienced significant growth and
adoption, driven by their ability to offer innovative financial ser-
vices. However, their complexity and the high value of assets in-
volved make them prime targets for various risks.
Preliminaries. The foundation of Decentralized Finance (DeFi)
lies in its ability to operate financial services without the need for
centralized intermediaries. Harvey et al. [24] provide an expansive
overview of the future of finance in the context of DeFi, where
blockchain technology underpins the decentralized infrastructure.
Blockchain security and privacy, as discussed by Karame and Cap-
kun [27], are also crucial pillars in ensuring the smooth operation
and trust in DeFi ecosystems. The security risks in DeFi often stem
from the unique challenges introduced by the decentralized nature
of its operations, especially in managing trust between anonymous
participants and external services such as oracles and cross-chain
bridges.

DeFi Surveys. Several comprehensive surveys have been con-
ducted to evaluate the security landscape of DeFi. Ivanov et al.
[26] provide a broad analysis of smart contract security threats,
outlining key vulnerabilities such as reentrancy attacks, integer
overflows, and improper access controls. Li et al. [32] focus on the
broader security challenges in DeFi, providing a detailed account
of the various economic, technical, and governance-related risks
that emerge due to the decentralized nature of financial operations.
These surveys serve as a critical resource in understanding the
array of vulnerabilities that affect the DeFi ecosystem.

Specific Attacks and Vulnerabilities. In-depth studies on DeFi-
specific vulnerabilities highlight various attack vectors and their
impact on the ecosystem. DeFiRanger [1], for instance, discusses
techniques for detecting price manipulation attacks, one of the
more common exploits in decentralized exchanges (DEXs). Chitra
and Kulkarni’s [14] work focuses on the economic risks associated
with Miner Extractable Value (MEV) and its relationship to proof-of-
stake systems, emphasizing the risks of front-running attacks. Daian
et al. [15] further expand on this by exploring front-running attacks
in DEXs, where the transparency of blockchain transactions enables
attackers to manipulate the order of transactions for financial gain.
Mitigation Strategies. Mitigation strategies for DeFi security risks
have evolved in response to the growing complexity and frequency
of attacks. Baum et al. [4] offer solutions for front-running mit-
igation, while Brent et al. propose a security analyzer designed
specifically for the Ethereum Virtual Machine (EVM), which powers
many DeFi platforms. Another significant concern is the presence of
practical centralization risks. Yan et al. [61] show that certain DeFi
protocols exhibit centralized control, leading to vulnerabilities that
undermine the decentralized ethos of the ecosystem. The solutions



proposed in these works range from technical audits to governance
reforms aimed at minimizing the risk of malicious activities.
Economic Impact and System Risks. The economic implications
of security vulnerabilities in DeFi extend beyond individual attacks
due to systemic consequences. Bekemeier’s [5] analysis of systemic
risks in decentralized finance explores how interconnected proto-
cols can lead to cascading failures across the ecosystem. Gudgeon
et al. [23] study the efficiency of loanable funds protocols in DeFi.
They discuss the mechanics of liquidity risks and incentive mis-
alignments and how they lead to both market inefficiencies and
significant financial losses. These studies underscore the need for a
more robust understanding of the economic dynamics that govern
DeFi protocols.

Empirical Studies and Analysis. Empirical research is essential
for understanding the real-world behavior and performance of
DeFi platforms. Babel et al. [3] present an in-depth analysis of the
economic security of smart contracts. They provide quantitative
data on the various vulnerabilities that have been exploited in
the wild. Chaliasos et al. [10] contribute to this body of work by
evaluating tools and practices used by practitioners to secure smart
contracts and DeFi platforms. Their empirical studies reveal gaps
in current auditing practices and suggest areas for improvement to
enhance the resilience of DeFi against attacks.

The purpose of this survey is to provide a structured approach to
identifying, assessing, and mitigating risks within the protocol layer
and smart contract layer of DEXs and PLFs. The scope includes
technical, economic, and governance perspectives to offer a holistic
view of risk management.

3.1 Key Components

The key components of the survey are as follows:

e Protocol Layer (PL): Focuses on the structural and opera-
tional aspects of the protocols.

o Smart Contract Layer (SCL): Addresses the security and func-
tionality of the smart contracts.

e Technical Factors: Examines the underlying technology and
infrastructure.

e Economic Factors: Considers the financial dynamics and
market behaviors.

e Governance Factors: Considers the decision-making pro-
cesses and community involvement.

Protocol Layer (PL) The Protocol Layer (PL) involves the funda-
mental rules and mechanisms that govern the operation of DEXs
and PLFs. This includes consensus algorithms, governance models,
and the overall architecture of the protocols.
Smart Contract Layer (SCL). Smart contracts are self-executing
contracts with the terms of the agreement directly written into
code. In DEXs and PLFs, they automate various processes such as
trade execution, loan issuance, and collateral management.

The common auditing practices involved in the smart contract
layer defence include:

e Code Reviews: Thorough examination of the smart contract
code by experienced auditors.

o Formal Verification: Using mathematical methods to prove
the correctness of the smart contracts.

e Bug Bounties: Offering rewards for discovering and report-
ing vulnerabilities.

Some common techniques to enhance contract robustness in-
clude:

e Modular Design: Building contracts in a modular fashion to
isolate and contain potential issues.

o Timelocks: Implementing time delays for critical functions
to allow for intervention in case of suspicious activity.

e Multi-Signature Wallets: Requiring multiple approvals for
significant transactions to reduce the risk of a single point
of failure.

Economic Factors. Economic factors play a crucial role in the
stability and functionality of Decentralized Finance (DeFi) systems.
These factors not only determine the operational dynamics of plat-
forms but also introduce specific vulnerabilities tied to market
manipulation, liquidity crises, and incentive misalignments. The
major economic factors include the following:

e Market Manipulation
— Pump and Dump Schemes: Coordinated efforts to artifi-
cially inflate asset prices.
— Wash Trading: Creating fake trading volume to mislead
investors.
¢ Liquidity Risks
— Impermanent Loss: Losses incurred by liquidity providers
due to price volatility.
— Liquidity Crises: Situations when there is insufficient liq-
uidity to meet user demands.
e Incentive Misalignments
— Misaligned Rewards: Incentive structures that do not align
with long-term protocol health.
- Governance Manipulation: Economic incentives that en-
courage malicious governance actions.

Governance Factors. Governance is a central component of Decen-
tralized Finance (DeFi) platforms, dictating how decisions are made,
protocols are upgraded, and community input is integrated. Unlike
traditional financial systems, DeFi governance relies on decentral-
ized structures, often through token-based voting mechanisms.
However, this introduces risks related to governance manipulation.
The following are the relevant governance factors:

e Decentralized Governance Structures
— Token-Based Voting: Governance decisions made based
on token holdings.
— Quadratic Voting: A voting system that aims to reduce the
influence of large token holders.
e Decision-Making Processes
— Proposals and Voting: How changes to the protocol are
proposed and approved.
— Delegate Systems: Empowering representatives to make
decisions on behalf of the community.
e Community-Driven Protocol Changes
— Community Involvement: Encouraging active participa-
tion from the user base.
— Transparency and Accountability: Ensuring governance
decisions are transparent and accountable.



Technical Factors. Technical factors are the backbone of Decentral-
ized Finance (DeFi) platforms, encompassing the interoperability
standards, and decentralized oracles that power the ecosystem. The
reliability and security of these technical components are essential
for the smooth operation of DeFi protocols. Vulnerabilities at this
level can lead to catastrophic failures, including data breaches and
financial losses. The following are the relevant technical factors:

e Interoperability Standards
— Cross-Chain Communication: Protocols that enable inter-
action between different blockchain networks.
— Token Standards: Common standards like ERC-20 and
ERC-721 that facilitate token compatibility.
e Decentralized Oracles
- Role of Oracles: Providing off-chain data to smart con-
tracts.
— Security Challenges: Ensuring the accuracy and integrity
of Oracle data.
— Mitigation Strategies: Using multiple oracles and decen-
tralized oracle networks to reduce the risk of manipula-
tion.

4 THREAT MODEL

The threat model considers different adversarial capabilities, rang-
ing from technical expertise and computational resources to fi-
nancial influence and network manipulation. We assume that an
adversary A is a rational agent aiming to maximize its utility. Adver-
sary A operates within the DeFi ecosystem, targeting Decentralized
Exchanges (DEXs) and Protocols for Loanable Funds (PLFs). The
following sections outline the capabilities and knowledge of an
adversary A. An adversary possessing all listed capabilities and
knowledge is an improbable case. The access to these capabilities
and knowledge determines the threat level of the adversary A.
This model can be used in developing effective risk management
strategies for the critical infrastructure of DeFi.

4.1 Adversarial Capabilities

The following are the capabilities that an Adversary can possess.
These capabilities may vary for different adversaries and a single
adversary may not possess all of them.

AC; Technical Expertise: A possesses a deep understanding
of blockchain technology, smart contracts, and the specific
protocols used by DEXs and PLFs.

AC; Computational Resources: A has access to significant
computational power, allowing it to perform complex cal-
culations, execute sophisticated attacks such as 51% attacks,
and engage in extensive data analysis.

ACj3 Financial Resources: A can mobilize substantial finan-
cial assets, facilitating activities such as flash loan attacks,
market manipulation, and liquidity provision to gain undue
influence over protocols.

AC4 Network Influence: A can orchestrate network-level
attacks, including Sybil attacks, where multiple fake iden-
tities are created to manipulate consensus or governance
processes.

ACs Adaptive Strategies: A can adapt its strategies in re-
sponse to the evolving security measures and defenses em-
ployed by DeFi platforms. This includes leveraging new vul-
nerabilities as they are discovered and dynamically adjusting
attack methods.

4.2 Adversarial Knowledge

The following summarizes the types of knowledge that an Adver-
sary can possess. Note that a single adversary may not possess all
of them.

AK; Protocol Specifications: A is well-versed in the techni-
cal documentation, whitepapers, and source code of target
protocols. This detailed knowledge allows the adversary to
understand the inner workings and identify potential design
flaws or vulnerabilities.

AKy Network State and Transactions: A has access to all
public information on the blockchain. This knowledge en-
ables A to monitor real-time transactions, account balances,
and contract states. This visibility allows for precise timing
and execution of attacks.

AK3 Economic Dynamics: A understands the economic
mechanisms governing DEXs and PLFs, including liquid-
ity provision, interest rate calculations, and token valuation.
This knowledge is used to manipulate market conditions to
the adversary’s advantage.

AK4 Security Practices: A knows security practices, audit-
ing standards, and known vulnerabilities within the DeFi
ecosystem. This knowledge can be used to create an effective
exploit attack.

AKs5 Governance Processes: A is familiar with the gover-
nance models and decision-making processes of target pro-
tocols. This includes understanding how proposals are made,
voted on, and implemented, allowing the adversary to influ-
ence or disrupt governance actions.

AK¢ Miner Knowledge: A has access to pending transac-
tions from private communication channels, and early access
to blocks before broadcast if the corresponding miner gener-
ates the next block.

AK7 Insider knowledge: A has access to privileged informa-
tion such as early access to external market prices, oracle
updates, or the wallet passphrases of an operator.

5 VULNERABILITY

Vulnerabilities in Decentralized Finance (DeFi) systems arise from
the complex interactions between smart contracts, protocols, and
auxiliary services. These vulnerabilities are present across various
layers, including the smart contract layer, protocol layer, and net-
work layer, each presenting unique risks to the integrity of DeFi
platforms. To classify vulnerabilities of the Critical Infrastructure
of Decentralized Finance (DeFi) systems, the vulnerabilities can be
categorized based on the system layers where they occur and the
types of exploits used by attackers. Vulnerabilities can be broken
down into the following categories:
(1) Smart Contract Layer Vulnerabilities (SCV): These vulner-
abilities arise from coding errors or flaws in the design of
smart contracts. These vulnerabilities include:



Table 1: Mapping of Vulnerabilities to Adversarial Capabilities and Knowledge

Vulnerability Required Capabilities (AC) | Required Knowledge (AK)
Reentrancy Attack (SCV;) ACq, ACs AKq, AKy, AKy, AKg
Integer Overflow/Underflow (SCV3) ACq, AC, AKq, AK,, ARy
Unchecked External Calls (SCV3) ACy AKq, ARy
Delegatecall Injection (SCVy) ACy, ACs AKq, ARy
Access Control Issues (SCV'5) ACq AKq, ARy
Oracle Manipulation (PLV) AC3, ACs AKy, AKs, AKq, AK7
Flash Loan Exploits (PLV3) AC3, ACy, ACs AKy, AK3
Unsafe Dependencies (PLV3) ACq, ACs AKq, AKs, AKy, AK7
Governance Mechanism (PLVy) ACy4, ACs AKs, AKs, AK7
Off-Chain Oracle Manipulation (ASLV7) AC3, ACs AKy, AKs, AKq, AK7
Compromised Private Keys (ASLV3) ACs3 AKy
Phishing Attacks (ASLV3) ACs AK;
51% Attack (CLV1) ACz, AC, AK,
Selfish Mining (CLV3) AC, AKg
Transaction Reordering (CLV3) ACy4, ACs AK,, AKg

Table 2: Mapping of Attacks to Exploited Vulnerabilities

Attack

Vulnerabilities Exploited

Flash Loan Attacks

Flash Loan Exploits (PLV3), Oracle Manipulation (PLV3)

Multi-Vector Attacks

PLV,, PLVy, Reentrancy Attack (SCVy)

Smart Contract Vulnerabilities

SCV1, SCV3, SCV3, SCV5

Price Manipulation

Oracle Manipulation (PLV1), Flash Loan Exploits (PLV3)

Reentrancy Attacks

Reentrancy Attack (SCV7)

Oracle Manipulation

Oracle Manipulation (PLV7)

Governance Attacks

Governance Mechanism (PLVy)

Logic Faults and Bug Exploits

Logic Faults (SVCy), Unchecked External Calls (SVC3)

Private Key Compromises

Compromised Private Keys (ASLV3)

Cross-Chain Bridge Exploits

Cross-Chain Bridge Exploits (ASLV1)

Sandwich Attacks Transaction Reordering (CLV3)
Governance Manipulation Governance Mechanism (PLV,)
Rug Pulls Access Control Issues (SCVs), Unsafe Dependencies (PLV3)

SCV2

SCV3

SCVy

SCV1 Reentrancy Attack: These occur when a smart contract

calls an external contract, which then makes recursive
calls back to the original function without updating the
state, allowing attackers to drain funds.

Integer Overflow/Underflow: These are arithmetic errors
that occur when calculations exceed or fall below the al-
lowable range of integers, leading to incorrect behavior
of the contract.

Unchecked External Calls: If a contract does not prop-
erly verify the outcome of calls to other contracts, it may
unknowingly execute malicious functions.
Delegation/Delegatecall Injection: Exploiting the delegate-
call function to execute the logic of another contract with
the wrong privileges.

SCV5 Access Control Issues: Improperly implemented permis-

sions or access control can allow unauthorized entities to
execute functions meant for administrators only.

(2) Protocol Layer Vulnerabilities (PLV): Vulnerabilities at the

protocol design layer often involve market manipulation

and unsafe protocol dependencies. These can be classified
as follows:

PLV,

PLV,

PLV3

PLVy4

Oracle Manipulation: DeFi protocols often rely on exter-
nal price oracles for data (e.g., token prices). Manipulating
these oracles can result in financial gains, as seen in vari-
ous price manipulation attacks.

Flash Loan Exploits: Attackers take advantage of flash
loans, which are instant uncollateralized loans—to manip-
ulate the market or drain liquidity.

Unsafe Dependencies: Several DeFi protocols interact with
external protocols like liquidity pools or yield farming
platforms. Flaws in these interactions can lead to exploita-
tion including protocol design flaws. These flaws allows
attackers to manipulate the funds.

Governance Mechanism: A exploits the governance mech-
anisms by acquiring voting power to manipulate the decision-
making process within decentralized autonomous organi-
zations (DAOs).



(3) Auxiliary Service Layer Vulnerabilities (ASLV): These in-
clude vulnerabilities related to external services, which can
significantly affect the security of DeFi protocols. These ser-
vices include wallets, off-chain oracles, and web interfaces.
These can be classified as follows:

ASLV; Off-Chain Oracle Manipulation: Since price data or other
information may come from off-chain services, attackers
can manipulate these inputs to affect on-chain decisions.

ASLV; Compromised Private Keys: Theft or exposure of private
keys can give attackers full control over wallets and the
assets held within them.

ASLV3 Phishing Attacks: DeFi users or operators can fall victim
to phishing attacks where malicious actors impersonate
legitimate services to steal credentials.

(4) Consensus Layer Vulnerabilities (CLV): These are specific
to the underlying blockchain consensus mechanisms that
maintain the integrity of DeFi platforms. Some common
vulnerabilities include:

CLV; 51% Attacks: If an attacker gains control of more than
50% of the blockchain’s mining or staking power, they can
alter the state of the ledger, including rewriting transaction
history or double-spending.

CLV3 Selfish Mining: An attacker strategically withholds blocks
they mine to cause disruptions in the blockchain’s opera-
tion.

CLV3 Transaction Reordering: Malicious sequencers can manip-
ulate the order of transactions to front-run or back-run
other users, extracting additional value from transactions.

Table 1 provides the mapping between vulnerabilities and adver-
sarial capabilities and knowledge that are needed to exploit them.
By categorizing vulnerabilities based on the different layers of the
DeFi stack, we gain a clearer understanding of the broad attack sur-
face that decentralized systems present. Ensuring robust security
requires addressing risks at each layer. This includes the underlying
network communication protocols to the interaction of complex
financial protocols and auxiliary services.

6 ATTACK ANALYSIS

The analysis of attacks on Decentralized Finance (DeFi) platforms
provides critical insights into the methods and strategies employed
by adversaries to exploit system vulnerabilities. We analyze 13
major attacks which are listed as follows:

¢ Flash Loan Attacks. Exploits the ability to borrow large
amounts of cryptocurrency without collateral to manipu-
late markets and execute malicious trades within a single
transaction.

e Smart Contract Vulnerabilities. Exploits flaws in the code
of smart contracts, including bugs, reentrancy issues, and
improper access control.

e Price Manipulation. Involves manipulating the price of
assets on DeFi platforms, often through flash loans or oracle
manipulations, to profit from artificial price changes.

e Reentrancy Attacks. Allows an attacker to repeatedly call
a function in a smart contract before the previous function
execution is completed, leading to unexpected behaviors and
potential fund loss.

Oracle Manipulation. Exploits vulnerabilities in oracles,

which are external data providers that feed information into

smart contracts, leading to incorrect data being used in trans-

actions.

¢ Governance Attacks. Involves exploiting the governance
structures of DeFi platforms, such as voting mechanisms, to
pass malicious proposals or gain undue influence.

¢ Logic Faults and Bug Exploits. Targets logical flaws in
smart contracts or DeFi protocols, leading to unintended
behavior that can be exploited by attackers.

o Private Key Compromises. Involves gaining unauthorized

access to private keys used in multisig wallets or smart con-

tracts, allowing attackers to control and drain funds.

Cross-Chain Bridge Exploits. Targets vulnerabilities in

cross-chain bridges that facilitate transactions between dif-

ferent blockchain networks, leading to the theft of assets

during the transfer process.

Multi-Vector Attacks. Combines multiple attack strategies,

such as flash loans with oracle manipulation, to maximize

the impact of the exploit.

Sandwich Attacks. A form of front-running where an at-

tacker places orders on both sides of a target transaction to

profit from the price changes caused by that transaction.

¢ Governance Manipulation. Exploiting governance tokens

or systems to influence decisions or actions within a DeFi

protocol to the attacker’s advantage.

Rug Pulls. When developers or attackers drain funds from a

DeFi project and abandon it, often after artificially inflating

the value of the tokens.

Table 2 shows the mapping of vulnerabilities that were exploited
in each type of attack.

6.1 Data Collection and Analysis

Understanding the nature and frequency of these attacks is essential
for developing proactive defenses and reducing the likelihood of
future exploits in the DeFi ecosystem. We conduct a novel analysis
to further understand and mitigate risks within DEXs and PLFs.
We collect the data of incident reports to conduct the risk analysis.
This data includes past security incidents and audit reports. This
data includes hacks, exploits, and system failures, which we use
to analyze patterns and common vulnerabilities. We conduct the
following analysis:

e Statistical Analysis: Perform statistical analysis on the col-
lected data to identify trends, correlations, and outliers.

e Risk Scoring: Develop a risk scoring model to quantify the
severity and likelihood of potential vulnerabilities. This work
involves creating metrics for technical vulnerabilities, eco-
nomic instability, and governance weaknesses.

The following figures summarize the analysis of the 63 docu-
mented incidents from Tables 3, 4, and 5. Figure 1 shows the total
losses from 2021 to 2024. Figure 2 shows a heatmap of attack fre-
quency over time. Figure 3 shows the losses due to each attack.
Figure 4 shows the frequency of each attack.

The year 2021 marked a significant increase in both the number
and severity of attacks on DeFi platforms. A total of $1.8 billion
was lost to cybercriminals across 20 documented incidents listed in



Table 3: Summary of Major DeFi Attacks in 2021 (20)

Month Platform Amount Lost | Attack Platform Type Notes
(USD)
2021 Multiple Platforms | $1.8B Smart Contract Vulnerabilities, | Mixed (Exchange & | Significant losses
Governance Exploits Lending)
July ThorChain $7.6M Smart Contract Vulnerability Exchange Bifrost protocol exploited
May PancakeBunny $200M Flash Loan Attack Exchange Flash loan exploit
August Cream Finance $18.8M Flash Loan Attack Lending Platform Large flash loan exploit
December | AscendEX $77M Hot Wallet Hack Exchange Private key compromise
October BXH $139M Private Key Compromise Exchange Key compromise hack
February Meerkat Finance $31M Rug Pull Mixed (Exchange & | Sudden platform shutdown
Lending)
April Uranium Finance $50M Smart Contract Vulnerability Exchange Token swap exploit
March DODO $3.8M Smart Contract Vulnerability Exchange Flash loan exploit
February Alpha Finance $37M Flash Loan Attack Lending Platform Flash loan exploit
November | bZx $55M Phishing Attack Lending Platform Developer phishing attack
October Indexed Finance $16M Smart Contract Vulnerability Exchange Index token manipulation
December | Visor Finance $8.2M Reentrancy Attack Lending Platform Reentrancy exploit
October Harvest $27M Flash Loan Attack Exchange Price differences exploited
January Harvest Finance $24M Flash Loan Attack Lending Platform Price oracle manipulation
February C.R.E.AM. Finance | $37.5M Flash Loan Attack Lending Platform Flash loan exploit
April EasyFi $6M Private Key Compromise Lending Platform Stolen private keys
August Poly Network $611M Cross-Chain Bridge Exploit Mixed (Exchange & | Funds later returned by
Lending) hacker
December | BitMart $196M Hot Wallet Hack Exchange Private key compromise
August Liquid Exchange $97M Hot Wallet Hack Exchange Private key compromise
October Cream Finance $130M Flash Loan Attack Lending Platform Flash loan exploit

Tables 3. Notably, the rise of flash loan attacks became a major con-
cern as these attacks exploited the ability to borrow large amounts
of cryptocurrency without collateral, manipulate markets, and exe-
cute malicious trades within a single transaction. One of the most
notable incidents was the Harvest platform attack in October 2021,
where a flash loan exploit resulted in the loss of $27 million. This
attack highlighted the vulnerability of DeFi platforms to market ma-
nipulation, as attackers were able to exploit price differences across
different exchanges to drain funds. The total loss due to flash loan
attack was over $200 million. Furthermore, numerous platforms
experienced a range of vulnerabilities, including reentrancy attacks
and flaws within smart contracts. The trend highlights the necessity
for enhanced security audits and thorough code evaluations.
Throughout 2022 and 2023, the scale and complexity of attacks
on DeFi platforms continue with the trend resulting in a loss of over
$2.7 billion across various platforms. Table 4 summarizes 18 major
documented incidents of these years. One of the most significant
incidents of 2022 occurred on the Maiar Exchange, where a smart
contract vulnerability allowed attackers to withdraw approximately
$113 million worth of Elrond eGold (EGLD). The most notable inci-
dent of 2023 was the Euler Finance hack, where a flash loan attack
led to the loss of $197 million, making it the largest DeFi hack of
the year. In addition to Euler Finance, Mango Markets suffered a
significant attack in January 2023. In this attack, price manipula-
tion was used to exploit the platform which resulted in losses over
117 million USD. This attack highlighted the risks associated with
reliance on oracles and the potential for market manipulation in

DeFi protocols. The attacks in 2023 revealed the increasing level
of sophistication and coordination of the adversaries accross mul-
tiple multiple platforms; targeting vulnerabilities in cross-chain
protocols.

Throughout 2021 to 2023, attackers increasingly targeted decen-
tralized finance (DeFi) platforms using sophisticated techniques
such as bug exploits, logic faults, flash-loan exploits, and private key
compromises. The frequency of these attacks highlights a growing
trend towards more complex and multi-faceted exploit strategies.
The diversity of attacks in 2022 also included oracle manipula-
tions and governance attacks. Adversaries leverage their influence
within decentralized autonomous organizations (DAOs) to approve
malicious proposals. This demonstrated that on top of technical
vulnerabilities; governance structures in DeFi platforms also pose
significant risks. In 2023, the emergence of multi-vector attacks
was observed; where a single exploit would involve multiple attack
methods, such as combining flash loans with oracle manipulation.

The DeFilandscape has significantly matured by 2024, however it
continues to face evolving threats summarized in Table 5. The year
saw a continuing trend of highly sophisticated attacks, showcasing
new strategies as adversaries adapt to the security measures. One
of the most significant incidents occurred in July 2024, when an
Indian exchange’s multisig wallet was hacked in a breach linked to
North Korean cybercriminals, resulting in the theft of $235 million.
The DeFi ecosystem experienced an increase in sophisticated flash
loan attacks. The most notable one being Goledo Finance in January
2024, leading to a $1.7 million loss. Another noteworthy incident



Table 4: Summary of Major DeFi Attacks in 2022-2023 (18)

Date Platform Amount Lost | Attack Platform Type Notes
(USD)
2022 Multiple Platforms | $2.7B Bug Exploits, Logic Faults, Pri- | Mixed (Exchange & | Record losses
vate Key Compromises Lending)
June Maiar Exchange $113M Smart Contract Vulnerability Exchange Exploit in Elrond
blockchain
Curve Finance $1.2M Reentrancy Attack Exchange Reentrancy flaw
May Iron Finance $2.2M Price Manipulation Lending Platform Stablecoin peg exploited
July Poly Network $611M Cross-Chain Bridge Exploit Mixed (Exchange & | Largest DeFi hack in 2022
Lending)
April Rari Capital $30M Reentrancy Attack Lending Platform Fuse pool vulnerability
November | BadgerDAO $120M Front-End Exploit Lending Platform Phishing attack via front-
end
October Uranium Finance $50M Smart Contract Vulnerability Exchange Token mispricing exploit
September | Vee Finance $35M Smart Contract Vulnerability Lending Platform Exploit of Avalanche plat-
form
January Wormhole $326M Cross-Chain Bridge Exploit Mixed (Exchange & | Major bridge hack
Lending)
April Beanstalk Farms $182M Governance Exploit Lending Platform Flash loan used for gover-
nance takeover
June Fei Protocol $10M Smart Contract Vulnerability Lending Platform Exploit in lending platform
September | New Free DAO $1.25M Flash Loan Attack Exchange Flash loan exploit
August ZB.com $4.8M Hot Wallet Hack Exchange Private key compromise
July Uniswap $8M Phishing Attack Exchange Fake token phishing
March Ronin Network $540M Private Key Compromise Mixed (Exchange & | Largest crypto hack in his-
Lending) tory
May Fortress Protocol $3M Smart Contract Vulnerability Lending Platform Exploit in the BSC network
March 2023 | Euler Finance $197M Flash Loan Attack Lending Platform Largest hack of 2023
January Mango Markets $117M Price Manipulation Exchange Oracle manipulation
2023

involved the UwU_Lend platform in June 2024, where an exploit led
to the loss of $20 million. This attack once again demonstrated the
ongoing risks associated with lending platforms. These attacks often
involved manipulating token prices through temporary liquidity
provisions which causes a cascading effect across interconnected
protocols.

Trend Analysis. Over the years, the nature of DeFi attacks has
evolved significantly. The early attacks in 2021 primarily exploited
vulnerabilities in smart contracts and governance structures, with
flash loan attacks being a predominant threat. As time progressed,
the complexity and scale of attacks grew, with 2022 and 2023 wit-
nessing some of the most sophisticated and coordinated exploits,
targeting multiple layers of the DeFi ecosystem.

The trend towards more advanced multi-vector attacks in 2023
and 2024 reflects the adaptive strategies employed by cybercrimi-
nals as they exploit both technical and governance weaknesses. The
increasing integration of DeFi platforms with cross-chain protocols
has also introduced new vulnerabilities, making it essential for the
industry to adopt more comprehensive security measures.

Overall, the analysis of these incidents highlights the need for
continuous improvement in the security practices of DeFi platforms,
including regular audits, formal verification of smart contracts, and

the implementation of robust governance frameworks to mitigate
the risks posed by these increasingly sophisticated threats.
Analysis of major attacks. Based on the attacks summarized in
Tables 3, 4, and 5, we draw several insights about the most frequent
attacks in the DeFi space.

(1) Smart Contract Vulnerabilities

e Frequency: Smart Contract Vulnerabilities were the most
frequently exploited attack.

o Impact: This attack not only occurred most frequently but
also resulted in the highest financial losses, totaling an
estimated 800 million USD. The prevalence of this attack
type suggests that smart contracts are highly susceptible
to bugs and vulnerabilities that can be exploited.

e Note: The high frequency of smart contract vulnerabili-
ties indicates the critical importance of rigorous auditing,
testing, and formal verification processes in DeFi devel-
opment. As DeFi platforms increasingly rely on complex
smart contracts, ensuring their security becomes critical
to protect against these frequent and costly attacks.

(2) Flash Loan Attacks

e Frequency: Flash loan attacks were also highly frequent
with 8 documented incidents. This attack involves borrow-
ing large amounts of cryptocurrency without collateral



Table 5: Summary of Major DeFi Attacks in 2024 (17)

Month Platform Amount Lost | Attack Platform Type Notes
(USD)
June UwU_Lend $20M Smart Contract Vulnerability Lending Platform Significant loss
July Unknown Indian | $235M Multisig Wallet Hack Exchange Linked to North Korea
Exchange
January Goledo Finance $1.7M Flash Loan Attack Lending Platform Token price manipulation
May VeloCore $6.88M Lack of Access Control Exchange Multi-chain exploit
May NORMIE $490K Business Logic Flow Exchange Logic flaw exploited
June MineSTM 13.6K SOL Business Logic Flow Exchange Business logic flaw
May SCROLL 293K (76 ETH) | Integer Underflow Exchange Bug exploited
May Sonne Finance $20M Precision Loss Lending Platform Contract flaw
April HedgeyFinance $48M Logic Flow Lending Platform Logic exploit
April PikeFinance $1.4M (479 | Uninitialized Proxy Lending Platform Proxy contract issue
ETH)
April Rico 36K ETH Arbitrary Call Lending Platform Arbitrary call exploit
April UPS 28K ETH Business Logic Flaw Exchange Logic flaw exploited
April SQUID 87K BSC (ETH) | Sandwich Attack Exchange Transaction order manipu-
lation
April OpenLeverage 234K BSC | Reentrancy Attack Lending Platform Reentrancy exploit
(ETH)
May PredyFinance 464K Arbitrum | Reentrancy Attack Lending Platform Reentrancy flaw
(ETH)
May TSURU 140K ETH Insufficient Validation Exchange Validation issue exploited
May SATURN 600 BSC (ETH) | Price Manipulation Exchange Oracle manipulation

to manipulate price oracles or exploit vulnerabilities in
smart contracts.

Impact: Flash loan attacks have caused substantial finan-
cial losses, with an estimated 300 million USD lost across
various incidents.

Note: Flash loan attacks highlight the risks associated with
the instant liquidity provided by DeFi platforms. These
attacks are often combined with other exploit techniques
to amplify their impact. The frequency and success of these
attacks suggest that DeFi platforms need to implement
more robust mechanisms to detect and prevent flash loan
exploits.

(3) Multi-Vector Attacks
e Frequency: Multi-vector attacks, which combine multiple

attack strategies are quite common with 7 major recored
incidents. These attacks are particularly difficult to prevent
as they exploit several vulnerabilities simultaneously.
Impact: Multi-vector attacks resulted in losses over $450
million.

Note: The increasing frequency of multi-vector attacks
indicates a trend toward more sophisticated and coordi-
nated exploit strategies. As attackers become more adept
at combining different attacks, DeFi platforms must adopt
comprehensive security measures that address multiple
types of vulnerabilities simultaneously.

(4) Price Manipulation
e Frequency: Price manipulation attacks were moderately

frequent, with 6 incidents documented. These attacks often

involve manipulating the price of assets on DeFi platforms,
usually through flash loans or oracle manipulations.

e Impact: This attack led to over $150 million in financial
losses.

o Note: Price manipulation remains a significant threat to
DeFi platforms, especially those relying on oracles for
price feeds. The moderate frequency but substantial im-
pact of these attacks underscores the need for more reliable
and secure oracle solutions in DeFi protocols.

(5) Cross-chain bridge exploits:

o Frequency: Cross-chain bridge exploits were less frequent
than other attacks with only 3 documented incidents. How-
ever, despite their lower frequency, these attacks are no-
table for their potential to cause massive financial losses.

e Impact: Cross-chain bridge exploits have resulted in sub-
stantial financial losses over $700 million USD.

o Note: Cross-chain bridge exploits target the infrastructure
that facilitates transactions between different blockchain
networks. These bridges are critical for enabling interoper-
ability in the DeFi ecosystem, but their complexity and the
large sums of assets they manage make them attractive
targets for attackers. The Poly Network hack in July 2022,
which resulted in a loss of $611 million, stands out as one
of the largest single loss incidents in DeFi history. This
event underscores the critical need for stronger security
protocols in cross-chain technologies.

The attack that caused the highest financial loss was the exploita-
tion of Smart Contract Vulnerabilities, with a hypothetical total
loss of 800 million USD. This suggests that issues in smart contract
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code are a significant risk in the DeFi space. These findings suggest
that while DeFi continues to innovate, the security landscape must
evolve to address these persistent and emerging threats. By under-
standing the most frequent and damaging attacks, DeFi operators
can better prioritize security measures to mitigate the risks posed
by these common exploit strategies.

7 DEFENSE

The defense strategies involve assessing the potential impact of
various risks and prioritizing mitigation efforts. We use the Risk
Matrix and Failure Modes and Effects Analysis (FMEA) approach.
To combine the Risk Matrix and FMEA (Failure Modes and Effects
Analysis) approaches, we develop a risk analysis model that assesses
these risks based on their likelihood, impact, and additional factors
such as detectability. This hybrid approach provides a thorough
evaluation of risks, allowing for both qualitative and quantitative
assessments. The following is the approach of the analysis:

(1) Risk Identification: First, identify all potential risks associ-
ated with the DeFi platform. These could include technical
risks (e.g., smart contract vulnerabilities), operational risks
(e.g., governance failures), and external risks (e.g., regulatory
changes).

(2) Risk Categorization using Risk Matrix:

o Likelihood: Rate the likelihood of each risk occurring on
a scale (e.g., 1 to 5, where 1 = very unlikely and 5 = very
likely).

e Impact: Evaluate the potential impact of each risk if it
occurs, also on a scale (e.g., 1 to 5, where 1 = minor and 5
= critical).

e Risk Matrix Placement: Place each risk into a Risk Ma-
trix based on its likelihood and impact. This will help in
visualizing the relative importance of each risk.

e Table 6 shows the risk matrix.

(3) FMEA Analysis for Each Risk:

e Impact: Use the impact rating from the Risk Matrix (1 to
5).

o Likelihood: Use the likelihood rating from the Risk Matrix
(1to5).

o Detectability: Assign a detectability score (1 to 5), where 1
means the risk is easily detectable, and 5 means it’s hard
to detect.

e Calculate the Risk Priority Number (RPN): Multiply the
scores for severity (S), likelihood (L), and detectability (D)
to calculate the RPN:

RPN=S5-L-D

e Prioritize Risks: Rank the risks based on their RPN val-
ues. Higher RPN values indicate higher priority risks that
require immediate attention.

(4) Mitigation Strategies Based on RPN:

e High RPN Risks (Critical Risks): Immediate action is re-
quired. Implement preventive controls and improve detec-
tion methods.

e Moderate RPN Risks (High Risks): Develop and apply mit-
igation strategies to reduce likelihood, impact, or improve
detectability.

e Low RPN Risks (Moderate to Low Risks): Monitor these
risks but prioritize resources towards higher RPN risks.
Periodic Review and Update: Regularly review the risk matrix
and FMEA results as new risks emerge in the DeFi space.
Adjust the RPN calculations and mitigation strategies as

necessary.

5

=

This combined approach of using risk matrix and FMEA allows
to:

o Identify and categorize risks quickly using a risk matrix.

e Quantify the priority of each risk through FMEA, incorpo-
rating detectability as a crucial factor.

e Prioritize resources and actions based on the RPN, ensuring
that the most critical risks are addressed first.

7.1 FMEA Table

To create an FMEA table with all 13 attacks based on the statistical
analysis of the 63 incidents from the three tables, we assess the
Severity (S), Likelihood (L), and Detectability (D) for each attack.
These are calculated from the historical data. The explanation of
how each component can be derived is as follows:

e Severity (S): It is based on the financial losses associated with
each attack. Table 7 shows the criteria used to determine the
severity level.
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Table 6: Risk matrix categorizing risks based on likelihood and impact
Likelihood \Impact | Low Impact (1) | Medium Impact (2-3) | High Impact (4-5)
Low (1-2) Low Risk Low-Moderate Risk Moderate Risk
Medium (3) Low-Moderate Risk Moderate Risk High Risk
High (4-5) Moderate Risk High Risk Critical Risk




Table 7: Risk severity based on financial impact

Severity Level

Monetary Loss

Low (1)

< $10M

Moderate (2)

$10M — $25M

Significant (3)

$25M — $50M

High (4)

$50M — $100M

Critical (5)

> $100M

Table 8: Risk likelyhood based on frequency of incidents

Likelyhood Level | Frequency
Low (1) 0-1
Moderate (2) 2-3
Significant (3) 4-5
High (4) 5-6
Critical (5) >7

e Likelihood (L): It is derived from the frequency of incidents
for each attack (based on the pie chart of incidents). Table 8
shows the criteria used to determine the likelyhood of inci-
dents.

o Detectability (D): This metric represents how easy it is to
detect the risk before it materializes. Attacks that are harder
to detect, such as smart contract vulnerabilities or cross-
chain exploits, would score higher on this metric, whereas
more visible attacks, like flash loan attacks, would score
lower.

To assign detectability scores objectively, we use empirical data,
measurable factors, and quantitative assessment. Here is the list of
factors we use to determine the detectibility score.

(1) Audit Frequency: This reflects how often audits or code re-
views are conducted for each type of vulnerability. More
frequent audits typically result in higher detectability. For
example, smart contract vulnerabilities might be easier to de-
tect on platforms that regularly undergo formal verification
or third-party audits.

(2) Availability of Detection Tools: Use objective measures of
available detection tools for each attack. Some attacks, like
flash loans, have specialized detection tools that allow plat-
forms to monitor suspicious transactions in real-time. Other
vectors, such as private key compromises lack such tools
which makes them harder to detect.

(3) Historical Success of Attack Detection: This metric is based
on historical data from past attacks. If several incidents of
a particular attack have been detected or prevented before
exploitation, it suggests a higher detectability.

(4) Time to Detect: Use the average time it takes to detect each
type of attack (post-incident reports, audits). It is measured
by the amount of time it typically takes platforms to detect
the attack post-incident. A longer detection window suggests
lower detectability.

Table 9 provides detectability scores for the 13 attacks based on
the four aforementioned factors. Table 10 provides an FMEA table

for the 13 attacks based on the statistical analysis of the data. Below
are the recommendations based on calculated RPN:

e RPN greater than 75. Smart Contract Vulnerabilities (RPN:
75) should be prioritized for mitigation, as they have the high-
est risk. This risk comes with high severity, high likelihood,
and moderate detectability.

e RPN ranging from 20 to 75. Cross-Chain Bridge Exploits
(RPN: 50) and Flash Loan Attacks (RPN: 48) also require fo-
cused mitigation efforts due to their critical financial impact
and frequency.

e RPN lower than 20. Low-Risk Vectors such as Sandwich
Attacks (RPN: 8) and Rug Pulls (RPN: 12) can be monitored,
but they pose less of a risk compared to higher RPN vectors.

Using this approach makes it easier to identify, assess, and miti-
gate potential threats effectively. This approach not only helps in
current risk management but also sets the foundation for continu-
ous monitoring and improvement as the ecosystem evolves.

8 DISCUSSION

Despite significant advancements in the DeFi ecosystem, several
critical gaps remain in both research and practice that must be
addressed to ensure the continued security and stability of DeFi
platforms. There has been substantial work on identifying vulner-
abilities in smart contracts and DeFi protocols; however, there is
limited research on how to systematically mitigate these vulnera-
bilities beyond basic auditing and formal verification techniques.
Several DeFi platforms still rely on reactive rather than proactive
defenses, responding to attacks after they occur rather than employ-
ing preventive measures designed to anticipate potential exploits.

Current threat models tend to focus on individual attack vectors
but often fail to consider multi-vector attacks where adversaries
combine different techniques to exploit multiple layers simultane-
ously. Future research could focus on developing more dynamic
and adaptive threat models that can account for this increasing
complexity. This research may include cross-chain interactions and
new financial instruments to expand the DeFi landscape.



Table 9: Detectability Score Table for DeFi Attacks Based on Objective Criteria

Attack Audit Frequency | Availability of Tools | Historical Success | Time to Detect | D Score
Flash Loan Attacks Frequent Widely available Mixed success Quick 2
Smart Contract Vulnerabilities Common Auditing tools Mixed success Late 3
Price Manipulation Moderate Tools for oracles Moderate success Early 2
Reentrancy Attacks Infrequent Few tools Rare detection Late 4
Oracle Manipulation Moderate Tools for oracles Moderate success Early 3
Governance Attacks Rare Limited tools Rare detection Late 5
Logic Faults and Bug Exploits Moderate Limited tools Moderate success Late 3
Private Key Compromises Infrequent No tools Rare detection Late 5
Cross-Chain Bridge Exploits Rare Few tools Rare detection Late 5
Multi-Vector Attacks Moderate Some tools Mixed success Quick 3
Sandwich Attacks Frequent Widely available High success rate early 2
Governance Manipulation Rare Few tools Rare detection Late 4
Rug Pulls Moderate No tools Rare detection Quick 3

Table 10: FMEA Table for DeFi Attacks with Risk Priority Numbers (RPN)

Attack Severity (S) | Likelihood (L) | Detectability (D) | RPN (S x L x D)
Flash Loan Attacks 4 4 2 32
Smart Contract Vulnerabilities 5 5 3 75
Price Manipulation 3 3 2 18
Reentrancy Attacks 3 2 4 24
Oracle Manipulation 4 3 3 36
Governance Attacks 3 2 5 30
Logic Faults and Bug Exploits 3 3 3 27
Private Key Compromises 5 1 5 25
Cross-Chain Bridge Exploits 5 2 5 50
Multi-Vector Attacks 4 4 3 48
Sandwich Attacks 2 2 2 8
Governance Manipulation 3 3 4 36
Rug Pulls 2 3 3 18

9 CONCLUSION

This paper presents a comprehensive risk analysis survey for the
critical infrastructure of DeFi, focusing on DEXs and PLFs. By ex-
amining the protocol design and smart contract layers, we identify
key vulnerabilities and propose mitigation strategies from techni-
cal, economic, and governance perspectives. We propose a novel
risk scoring model to quantify the severity and likelihood of risk
based on technical, economical, and governance factors. The pro-
posed guidelines and case studies aim to enhance the security and
resilience of DeFi platforms, contributing to a more stable decentral-
ized financial ecosystem. For future research, we should continue
to explore emerging risks and develop adaptive strategies to keep
pace with the rapid evolution of DeFi.
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