Another example

S Switch A Switch B Host 2

Forwarding: transfer packets between hosts, but
Access control: block SSH packets



Encoding

Forwarding
pé(dSt:Hl-pt(—l)—|—(dst:H2.pt<_2)
Access Control
pac = —(typ = SSH) - p

A

pA:(SW:A'_I(typ:SSH).p)_l_(SWZB.p)



Properties

Are non-SSH packets forwarded?
Are SSH packets dropped?
Are p_AC, p_A, and p_B equivalent?



Correct forwarding

typ=SSH-sw=A-pt=1-
(pac - t)* -

sw=F5 pt=2

0

(—(typ=SSH) -sw=A-pt=1-sw <+ B-pt <+ 2)
< (pac - t)*



Equivalence

in - SSH - (pa -t)*- out =in - SSH - (pp - t)*- out

PrOO;fn - SSH - t)* - out
= { KAT-INVARTANT, definition p4 }

in-SSH- ((aa - —7SSH:-p+ ap - p) -t - SSH)™ - out

= { KA-SEQ-DIST-R }
in-SSH- (aa-—SSH-p-t-SSH+ ap -p-t-SSH)* - out

= { KAT-COMMUTE }
in-SSH- (aa-—SSH-SSH-p-t+ ap-p-t-SSH)*- out

= { BA-CONTRA }
in-SSH-(aa-0-p-t+ap-p-t-SSH)* - out

= { KA-SEQ-ZERO/ZERO-SEQ, KA-PLUS-COMM, KA-PLUS-ZERO }
in-SSH- (ag -p-t-SSH)* - out



in-SSH- (ag - p-t-SSH)* - out
= { KA-UNROLL-L }

in-SSH- (14 (ag-p-t-SSH) - (ap -p-t-SSH)*) - out
= { KA-SEQ-DIST-L, KA-SEQ-DIST-R, definition out }

i - SSH - ap - az +

in-SSH-ap-p-t-SSH- (ap-p-t-SSH)* - ap - az
= { KAT-COMMUTE }

i - ap - SSH - a2 +

in-ap-SSH-p-t-SSH- (ap -p-t-SSH)*- ap - az
= { Lemma 1 }

0+0
= { KA-PLUS-IDEM }

0
= { KA-PLUS-IDEM }

0+0

= { KAT-INVARIANT, definition pp }
in-SSH- (pp - t)* - out



