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The Cost of Software Failure
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Formal Methods
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Formal Methods
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Formal Methods
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Static Analysis by Abstract Interpretation
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Abstract Interpretation Today

AREVA

automotive software

successfully employed by software companies
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Course Plan

The Art of Losing Precision No Surprises, Please

It’s Complicated

Abstract Interpretation



Principles of Abstract Interpretation

The Art of Losing Precision

Abstract Interpretation



Language Syntax

Numeric Expressions

expr .= = (variable, X € X)
C (constant, ¢ € /)
(¢, 0] (non-deterministic input, ¢;,¢c, € Z U {—00, + c0})
—expr (negation)
expr ¢ expr (binary operation, o € { +, —,...})

Statements

stmt = ‘X « expr"ﬂ (assignment, £ € £)
if ”ﬂexpr > 0 then stmt end” (conditional, X € { =,<,...})
while ¢ expr X 0 do stmt done” (loop)
stmt; stmt (sequence)




Example

1

a < [0, +00]
2

b « [0, +00]
3

q<« 0
4

r <— a
S

while §(r > b) do
7

r—r—>D
8

q<qg+ 1
g

done
10




Static Analysis by Abstract Interpretation
3-Step Recipe

practical tools

targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior




Static Analysis by Abstract Interpretation

Program Semantics

concrete semantics

mathematical models of the program behavior




Static Analysis by Abstract Interpretation
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expr .= =

Expression Semantics L
« Ellexpr]]: X — Z) — P(Z) —expr
— expr ¢ expr

p € & memory state

XTp € {pe0)

; d:ef ()
def
e, ollp = {xeZ]c Sx <o
—elp = (=x|x € Ellelp)
def
er+elp = {x+x | x €Elellp,x, € Ellellp}
def

er—6llp = {x—x | x; € Ellellp,x, € Ellellp}




Transition Semantics

Program Executions as Discrete Transitions between States

e states: X = L X (X - Z)

e transition relation: 7 C 2 X 2 3 220 a—={1 a—2 a—3 a—s4 a—5
q <« 0 b2 b—2 b—-2 b—2 b—o2 b2
4
B ® 6 o o o o 5
v v - v -
i . ® O 6
while §(r > b) do l l
7 7
re—r—>b
8 VAT
g« qg-+1 /
9 9
od
10 ® 10

Abstract Interpretation



Transition Semantics

e transition relation: 7 C 2 X 2

def

stmt = ‘X « expr’
if “expr X O then stmt end”

while “expr X1 0 do stmt done

stmt; stmt

X — e = (& p),EpplX V) | p € E,vE Elellp}

if Z1¢ pq 0 then %2573 end?*

{((Z1,p),(E5p))
((ZLp),(C4p))

while “1e X O then %2573 done’+| =

pEE,:=

pEE,=

{((Z1,p),(&p)) | pEE, =
(&,p).Cp)) | pEE,-=

def

S15 99 — T[[Sl]] U T[[Sz]]

def

veE Elelp: vxO0} U T[[fsz3]],0 U((Z5,p),(C4p)) | pE ELU
v € Elle]lp: v 1K 0}

def

v € Eflellp: vIX0} ut[2Tp U {((Z3,0), €1.p) | p € E} U
v € Efle]lp: v 1K 0}

Abstract Interpretation
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Hierarchy of Semantics
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Forward Reachability Semantics

on bl . a0

ﬁ'
State Semantics

Abstract Interpretation



Order Theory

A binary relation E € X X X over a set X is called a when it IS:
: VxeX: xCx

. Vi, y€EX: xEYAQYLEX)=>x=Yy

e Vx,v,z€X: xCYA(NYEz2 =>xLCz

(X,C)isa or

Example

LN MY powerset of the set of program states ordered by set inclusion

OPLSS 2025 Abstract Interpretation Caterina Urban




Order Theory
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Order Theory
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Forward Reachability Semantics
Program States Reachable From / € ()

« R(U) € P(2) e {s|dn >0,59,...,5,: Sg EIANS =5, AVi: (s;,58,.) €T}
3 a—+0 a—+*1 a—2 {a—% a—5 I
q< 0 b-2 b—2 b-2 \b—2 | bo2 | b2
4
. ® © © ¢ o o 5
S5 v v 5
while 8 > b) do .\ ‘ ? l
7 7
r—r—>b

8 &

g« qg-+ 1 T
9

od

10

10




Order Theory

Given a partially ordered set (X, C ) and a function f: X — X

¢ a of f is an element x € X such that x = f(x)
¢ a of f is an element x € X such that x C f(x)
¢ a of f is an element x € X such that f(x) C x

M= (e X |x=fx))

ael minc{y € fp(f) [ x C y}
ael maxc{y € fp(f) | y E x}

OPLSS 2025 Abstract Interpretation
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Forward Reachability Semantics

Least Fixpoint Formulation

computational order

%(1) — lfpé F,, 3 a—+0 a—1 a—2 [a—3 [a—4 |\ a—5 I
def g < 0 b72 b—§>2 b—§>2 bj2 b—§>2 b—§>2
= [U post(5) ¢
o P11
5
n ® O o 6
while §(r > b) do | ol
Given a transition system (X, 7), the ! 7
image function post: 2(X) - P(X) Sl b =g
maps a set of program states X € () T T T T T T ®
to the set of their successors g« q+1 .
with respect to the transition relation 7: °
od
def 10 O 10

post(X) = {s'eX|Is € X: (s,5) € 7}




stmt = ‘X « expr’

Forward Reachability if “expr X 0 then stmt end’

) ) while “expr X 0 do stmt done
Denotational Formulation .

7

stmt; stmt

= {(@pplX = VD) | (Z,p) €S,veEE]elp}

if “1¢ 4 0 then ‘2573 end’* e
{(Z4,0) | (€3.0) € BRI TW{(Eps ) | (€1, p) € S,3v € Ellellp: vIXO0}} U

((Z1p) | (¢1,p) € S,3v € E[[ellp: v K4 0}
def

’/ﬂlX(_ efz

while “1 e X O then 2573 done’*
{(f4ap) ‘ (flap) = pr% 7o EV E E[[e]]p v M O}

where
F(Y) C SU((Z1.0) | (€3.p) € RIOSEN{(Ep:p) | (£1.p) € Y, TV € Ellellp: v M4 0} )
S15 8y e R N5 1S)




Backward Reachability Semantics

v

o
State Semantics

K1)
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Backward Reachability Semantics
Program States Reaching I € ()

def _ .
- C(F) € () = {s|dn > 0,s5p,...,8,: s=85yAs, EFAVi: (s;8.) €7}

S a—-0 a—+*1 a—+2 a—+*3 a—*4 a—5
q <« 0 b—2 b—o2 b—2 b—o2 b—o2 b2
4
o ® © ¢ ¢ o o 5
S5 v v 6
while §(r > b) do .\ ‘ ? l

i 7

r—r—>b

8

e
g« qg-+ 1 T /
9
od
10 10




Backward Reachability Semantics

Least Fixpoint Formulation

%(F) — pr% Fc ° a0 a—-»1 a—»2 a—-3 a—4 a—>
def g« 0 b=2 b2 b-2 b2 bo2 b2
= F U pre(S) 4
_ r11111°
5
o ® O ® 6
while 8(r > b) do VI
Given a transition system (X, 7), the ! 7
preimage function pre: (X)) - JP(X) Sl b =g
maps a set of program states X € () T T T T T ®
to the set of their predecessors q<q-+1 o
with respect to the transition relation 7: °
od
def 10 O 10

pre(X) = {seX|3ds'e X: (s,5) € 7}




stmt = ‘X « expr’

Backward Reachability

Denotational Formulation

le - egz def

= {(ZLp) | @hplX—=v]) €S,v e Elelp)

if “1e p4q 0 then %2573 end’*

def

(21.9) | (E2p) € B 1{(Z5.0) | (£4p) € S}, Av € Ellellp
(Z1,0) | Z4p) € S,3v € El[ellp: v 1K 0)

while %1 ¢ > 0 then %57 done’s||s = fpS F,
where
def
FY) = {(¢1,p) | (sp) €S,3v € Ellellp: v K0} U

(&1, p)

(?/ﬂzaﬂ) S %[[fzsf3]]{(f3ap) | (flap) S Y}a —

S15 8y e Gls 1(E[s,1S)

Abstract Interpretation

if “expr X O then stmt end”

while “expr X4 0 do stmt done”

stmt; stmt

v MO0} U

v e Ele]p: viXO0)}




Prefix Trace Semantics

e . N -—,
e “ -
3 “... —
— - p

a(1) @ )

3
s

-

State Semantics

Trace Semantics

Abstract Interpretation



Program State Sequences

e ¢ empty sequence
* Sy, ---»5,_1 Sequence of length n

« 2" set of sequences of length n
0 def i .
2 = UZ set of all finite sequences

iEN
« 2 set of all infinite sequences
def
e 2 = 2*U XY setof all sequences

Operations on Sequences

= / / def / /
» concatenation: (s, ..., 5,) * (S0 --+5Sy) = Sgs -vs 8,50 +-0> Sy
def
A-B={a-blaeAAbeEB)}
. :  def : :
e merging: (Sp, ---»8) 5 ($,87, .0y 8,) = Sgseves S5 ooy Sy

A;deef{a;b\aEA/\bEB}




Prefix Trace Semantics

Finite Partial Program Traces Starting From / € (%)

. T € P(EF)

3
q<0
4

r <— a
5

while & > b) do
7

r<—r—>n
8

g« qg-+ 1
9
od

10

def
/
a0 a-—-»1( a2\ a—+43 a—+*4 a-—5
b—-2 b2\ b—2 | b—22 b—2 b2
® 6 6 ¢ o o

v

!

i1/
r/

Abstract Interpretation

10

a—2
b—2
a—2
b—2
a—2
b—2

= {50, ..»8, [In>0ASsg EIAVI: (5,5,,) € T}

®*o—0 000
*—0—/0—-0—-0 0




Prefix Trace Semantics

Least Fixpoint Formulation

7 (1) = Ifp; F, °
q< 0
def IUT: 1 4
r < a
5
O . F)(@) =0 while §(r > b) do
7
1l 0N — 7 —
. F)(F)) = {a,ab) 8
def 3,40 q<q+1
I = {a} " Fp(Fp) = {a,ab,abb, abc} o
od
T () = {a,ab',ab'c | i > 1} 19
_ Abstract Interpretation

a—0
b—>2

l

!

|

a—-)1| a2 \a—+*3 a—+*4 a-—5

b—>2 b—2 b—>2 b—>2 b—>2

T T T T 5
ér

T]T TN




Forward Reachable State Abstraction

—
y e . R .,
— . = 1 - Y X
-y -U » &,
- ® .
% «
- - - o
*
._‘: -

‘~~‘¢ e -

R(I) .\ X | State Semantics

Trace Semantics
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Order Theory

A between two posets (C, <) and (A, C ) is a pair of an lower adjoint or abstraction
function a: C — A and a upper adjoint or concretization function y: A — C such that:

concrete domain abstract domain

OPLSS 2025 Abstract Interpretation Caterina Urban



Order Theory

Example:

(P(2D), S ) (I,E)

(ZU{—00}) X (ZU {c0})

c<aAb<ld
(min X, max X)

IxeZ|la<x<b}

OPLSS 2025 Abstract Interpretation
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Forward Reachable State Abstraction

\ \[ / a state in the forward reachability semantics corresponds
éﬁ to a partial program trace ending in this state

approximation order

(P(EH), C) (P(X), C)

isex|dsy,....seT}

1Sgs -8 EX*F | 5 €8}

Caterina Urban
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Order Theory

A binary relation E € X X X over a set X is called a when it Is:
: VxeX: xCx

. Vi, y€EX: xEYAQYLEX)=>x=Yy

e Vx,y,7€EX: xCYYA(NYEz2 =>xLCz?

. Vx,y,z€ X: (xC y) VvV (y C x)

OPLSS 2025 Abstract Interpretation Caterina Urban



Order Theory

A is a totally ordered subset C of a poset (X, C
s
. b} “““““““““ { a,g C} ‘‘‘‘‘‘ .9
1 .................. o) |
................ L
(X,E)isa if every chain C C X has a least upper bound Ll C

OPLSS 2025 Abstract Interpretation Caterina Urban



Order Theory

A function f: X; — X, between posets (X;, < ) and (X,, C ) is

. when Vx,y € X;: x <y = f(x) C f(y)

. when It preserves least upper bounds:
for each chain X C X, if \/X exists, thenf(\/X) — LI {f(x) | x € X}

OPLSS 2025 Abstract Interpretation Caterina Urban



Order Theory

Theorem

Let (C, < ) and (A, C ) be complete partial orders, let f: C - Cand f": A — A be monotonic
functions, and let a: C — A be a Scott-continuous abstraction function that satisfies the
commutation condition a o f = f™ o a. Then, given ¢ € C, we have

Caterina Urban

Abstract Interpretation



Prefix Trace to Forward Reachability

Prefix Trace Semantics Prefix State Abstraction Forward Reachability Semantics
o — 1enC e C
I (1) = p F, R(]) = ifp,, F,
- Ul 7 (P(E*), C) (P(2), C) IU post(S)
% complete partiél order ~complete partial order w

s€e x| dsy,...,seT}
Exercise: prove this @ » Scott-continuous a,o F,=F, oa,

a (T (1) = aifps F,) = Ifps F, = R(I)

Caterina Urban

Abstract Interpretation



Suffix Trace Semantics

B TN R,
' S “n |

-

G

R(I) .\ | _%(F) State Semantics

L %Y
. ——

Trace Semantics

Abstract Interpretation



Suffix Trace Semantics
Finite Partial Program Traces Ending Iin F € (%)

« I (F) € P(2F) e {80 --0sS, [IN20ASs, €FAVI:(s;,58.,) €T}

3

a—-)0 a—-»1 a2 a—+*3 a—+*4 a—-5 a2

q<0 b+2 b—2 b—2 b-o2 b-o2 b-2 b5
4
r < g ’ | _ ’ O , O S : o o—0—0—-0—-0
5 ! ) ®o—/0 /0000
while §(r > b) do '\ l l o o o 0o
r<—r—>b ®o—0—-0—0 E:g ---------------------------- ®o—0 -0
Ve
q<«< g+ 1
9 O o —0o
%d 10 ©




Suffix Trace Semantics

Least Fixpoint Formulation

C
gS(F) — pré FS ° a0 a—»1 a—»2 a—-3 a—4 a—>5
q < 0 b—-2 b—2 b—22 b—2 b—o2 b-2
= Furt; T 4

* ¢ 9

5
. FO(@) =@ while §(r > b) do ‘\ T
() 7

O——=0 . F/(F))=F={c}

111
L /L /]

re—r—>D

N . FX(F!) = {c, bc) :(::1<—q+1 T] T T T T 8

F={c} « FXF ={c,bc,bbc,abc})
od

I () = {c,blc,ab'c|i>1)} 10




Backward Reachable State Abstraction

—
y e . R .,
— . = 1 - Y X
-y -U » &,
- ® .
% «
- - - o
*
._‘: -

‘~~‘¢ e -

R(I) .\ X | State Semantics

Trace Semantics
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Backward Reachable State Abstraction

\ D / a state in the backward reachability semantics corresponds

ég to a partial program trace starting in this state

(P(EH), C) (P(X), C)

sex|ds,...,s, €T}

{8, ...,8, €E2X*| s €S}

Caterina Urban

Abstract Interpretation



Suffix Trace to Backward Reachability

Suffix Trace Semantics Suffix State Abstraction Backward Reachability Semantics
T (F) = tp; F| G (F) = Ifp; .
- Fur; T (P(Z*), C ) (PX), C) FUprelS)
% complete partiél order ~complete partial order w

{seX|ds,....s €T}
Scott-continuous a ol =F_ oa «

Exercise: prove this ®

a(T (F)) = ayifp; F)) = Ifp: F, = G(F)

Caterina Urban

Abstract Interpretation



Partial Finite Trace Semantics

R . L L. Nk .
e “ -
3 “... —
— = p

a(1) @ )

. "y
’ ——

-

State Semantics

Trace Semantics

Abstract Interpretation



Partial Finite Trace Semantics

Partial Finite Program Traces

« T € LX)

3
q<0
4

r <— a
5

while §(r > b) do
7

r<—r—>n
8

g« qg-+ 1
9
od

10

def

a—-0 a—-»1 a—»*2 a—+*3 a—+*4 a—-5
b—2 b—22 b—22 b—2 b—2 b2

® 6 ¢

‘5 ALA
T/ |

Abstract Interpretation

® © 5

= {80 --8, | n =2 0AVi: (s;,5,) €7}




Partial Finite Trace Semantics

Least Fixpoint Formulation

Forward Formulation Backward Formulation

. Fl(@) =0 0 . F(D) =0

o—o—0o . F;*(F,g)*) =3 ={a,b,c) o—o—0 . Fsl*(FO*) =Y = {a,b,c)
a b ¢ , a b ¢ ’
5 Fp*(Fp*) = {a,ab, b, bb, bc, c} o FSZ*(FSI*) ={a,b,ab,bb, c,bc}

I ={a,ab',ab'c,b',b'c,c|i> 1) T ={a,ab',ab'c,b',b'c,c|i> 1)




Preflx/Sufflx Trace Abstraction

O S . p
9?([ ) & )\ G(F) State Semantics

' b -~
. <.
¥ >
aS

Trace Semantics

Abstract Interpretation



Prefix Trace Abstraction

(P(Z*), C) (P(T*), C )
TN(E*-F)

T U (X* - (Z\F))
T'U((Z\]) - %)

Tn(-x*
o (PEF), € ) (P(T*), C )

Suffix Trace Abstraction

Abstract Interpretation



Maximal Trace Semantics

R . L L. Nk .
e “ -
3 “... —
— = p

a(1) @ )

. "y
’ ——

-

State Semantics

Trace Semantics

Abstract Interpretation



Maximal Trace Semantics

Finite and Infinite Program Traces

o« M € P(L7)
el {80y --n S, EX* |5, € BAVI:(S;,8,1) ET}U {8y, ... € 2Y|Vi: (s,5,) €7}

% {seX|Vs'eX: (s,s) &1}

Abstract Interpretation



Order Theory

A (X, E, L, M )is a partially ordered set with:
 a least upper bound a LI b for every pair of elements a, b € X

 a greatest lower bound a M b for every pair of elements a, b € X

OPLSS 2025 Abstract Interpretation Caterina Urban



Order Theory

A (X, C,u,n, L, T)isa partially ordered set with:

. a least upper bound u S for every § C X (and thus L ael u %)

. a greatest lower bound HS for every § C X (thus T d=ef H D = LlD)

SENJCE (A(XX), E, LU, M ,X% Z*)

A Bcg}f(AnZ*) BNX)AANXZY) D (BN2XY)

A B (AN UBAZH)UANIY) N (BNIY))

A B (AN 0 (BAZH)UANIY) U (BN IY))

OPLSS 2025 Abstract Interpretation

Caterina Urban



Maximal Trace Semantics

computational order

M = |fp§wF
BuUut:, T
FO(Q) — Yo

FY(F") = {c} U {abZ?, bbZ?, bcZ®)
F2(FY = {bc,c} U {abbZ?, bbbZ?, abcZ?, bbcZ®)

F 13 (F g) = {abc, bbc, bc, c} U {abbbX?, bbbbXx®”, abbc2?, bbbcX® }

M = {ab'c,b'c,c |i> 1} U {ab®, b}

Abstract Interpretation
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stmt = ‘X « expr'/ﬂ
if “expr X O then stmt end”

Maximal Trace Semantics

Denotational Formulation

while “expr X4 0 do stmt done”

stmt; stmt

e (L p)ErplX = Vv])o | o€ X®, (6 plX = v])oeT,v € Elellp}

def

LﬂlX(_ e’/ﬂz

if “1¢ pq 0 then %2573 end’*
((Z1,p)(Er, p)o | 6 € Z2, (L5, p)o € Gl 2531{ (5, p)0' | 6 € T}, v € Ele]lp: vIXI0} U

{1, p)(Cy,p)o| o€ XX, (Ch,p)oe T,dv € Efle]lp: v K 0}

while 71 ¢ b1 0 then %257 done’]|7 = oS, F

where
F(Y) = (CLp)ly,p)o| o€ X® (Cyh,p)o€ T,dv € Elle]lp: v KO} U

((Z],p)(Cs,p)o | 6 € Z®, (5, p)o € M2 (&5,p)0 | 6/ € Y},Tv € E[le]lp: v X} 0}

158, o AN s (AL, [1S)




Partial Finite Trace Abstraction

—
HAU) ERERW C(F)

3
s

-
N -

State Semantics

Trace Semantics

Abstract Interpretation



Order Theory

Given a Galois connection between two posets (C, <) and (A, C ),
each adjoint can be In term of the other:

OPLSS 2025 Abstract Interpretation Caterina Urban



Partial Finite Trace Abstraction

/< Y+
approximation order
~— O ~— T~
(P(ED), C) (P(E®), C) (P(E*), C)
05 Qs

~

Partial Trace Abstraction

d:ef {UEZOO‘HU/EZOO: GOG/ET} «

Finite Trace Abstraction

dzef 'NnX*

dzef T uUX?




Hierarchy of Semantics

T T
- » *%

| —.

- -

A |

A

E(F) Forward/Backward Reachability Semantics

.

o B

Forward/Backward Reachable State Abstraction
Prefix/Suffix Trace Semantics

Prefix/Suffix Trace Abstraction

Partial Finite Trace Semantics

Partial Finite Trace Abstraction

Maximal Trace Semantics

Abstract Interpretation



Reading Su

OPLSS 2025

gestion

Theoretical
Computer Science

LSEVIER Theoretical Computer Science 277 (2002) 47-103

www.elsevier.com/locate/tcs

Constructive design of a hierarchy of semantics of
a transition system by abstract interpretation

Patrick Cousot!

Département d’Informatique, Ecole Normale Supérieure, 45 rue d’Ulm, 75230 Paris cedex 05, France

Abstract

We construct a hierarchy of semantics by successive abstract interpretations. Starting from the
maximal trace semantics of a transition system, we derive the big-step semantics, termination
and nontermination semantics, Plotkin’s natural, Smyth’s demoniac and Hoare’s angelic rela-
tional semantics and equivalent nondeterministic denotational semantics (with alternative pow-
erdomains to the Egli—-Milner and Smyth constructions), D. Scott’s deterministic denotational
semantics, the generalized and Dijkstra’s conservative/liberal predicate transformer semantics,
the generalized/total and Hoare’s partial correctness axiomatic semantics and the corresponding
proof methods. All the semantics are presented in a uniform fixpoint form and the correspon-
dences between these semantics are established through composable Galois connections, each
semantics being formally calculated by abstract interpretation of a more concrete one using
Kleene and/or Tarski fixpoint approximation transfer theorems. (¢) 2002 Elsevier Science B.V.
All rights reserved.
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Static Analysis by Abstract Interpretation

Program Properties

concrete semantics

mathematical models of the program behavior




Static Analysis by Abstract Interpretation

THIS NOTE IS LEGALFENDE!
FOR ALL DEBTS, PIJBUCAND FI'IIVAYE

ARARARARAAARARAAARAAAAAAAAAAARAAIESS

$35.85

Olnu

R 0‘03.0.0.0‘0‘0‘0.0.'.1

THIS N
FORALL DI

THIS NOTE |3 LESAL TENOER
FOR ALL DERTS. PUBLIC AND PRIVATT

BF 17237501 *

Y k N‘" ,",’ §
1 ‘..-A,-,?{%wywl'wiﬁ». SERES Fovince H, Avmsre :._\\ -

*09 Sy of e Trrnry .&‘)\"
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State Properties S € P(T)

Example

ST e pyes|te L pe® pir)>0)

State Property Verification



T € P(X)

Trace Properties

Example

e Termination: T d=ef 2 F

 Non-Termination: T d=ef 2.

» Any State Property S € LP(2): T del S

Trace Property Verification

Abstract Interpretation




Trace Properties T € P(E)

Safety Properties = “Nothing Bad Ever Happens”

Example

» Any State Property S € LP(2): T del A\ R

Safety Property Verification

» 71 can be verified by exhaustive testing

T CT

| can be falsified by finding a single finite execution notin 7’

Abstract Interpretation



Trace Properties T € P(E)

Liveness Properties = “Something Good Eventually Happens”

Example

e Termination: T d=ef 2 F

Liveness Property Verification

« 71 cannot be verified by testing

o falsifying 1 requires finding an infinite execution not in 1

Abstract Interpretation



Program Properties P € P(P(E™))

Example

» Determinism: P det {{o} | 0 € 2%}

Program Property Verification

cP&s cP
—
Collecting Semantics

Abstract Interpretation



Collecting Semantics

Intuition

Property (by extension): set of elements that have that property

Property “being Zena” Property “being program P”

AP

Abstract Interpretation



Hierarchy of Mathematical Objects

-

AN N %(F ) &=

y -
aS

i
- - o
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Static Analysis by Abstract Interpretation

abstract semantics, abstract domains
algorithmic approaches to decide program properties

Caterina Urban

Abstract Interpretation



Static Analysis by Abstract Interpretation
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Abs

—

tract Forward Reachability Semantics

=

Abstract Interpretation



Abstract Forward Reachability Semantics

Over-Approximation of Program States Reachable From 7 € ()

» R() C YR (D) € P(X)

Abstract Interpretation



Abstract Forward Reachability Semantics

Denotational Formulation

LﬂlX(_ e’/ﬂz

if “1e 4 0 then %2573 end?+] (¢,
where (£5,a’) = %#[[”@S”@]](fz, FILTER4[[e X Oflal}

2

ElCA ssioN, X — ella;
OS], [ FILTER [l 1% Olla

while “1 e < 0 then “2s3 done’+||(¢, - CAFILTER,[[e X OTa')

where (£, a

s15 82 11(2

a’) =l
F)(£1,y) =

def

#EA
21 LA

(flaa)

def

= A

F#

[Ls, I} (R

LIA (fl, a”

(Z5,a") = B[ 25530 (E. (M= RO D)

[[Sl]](fla CZ))

Abstract Interpretation

stmt = ‘X « expr’

| if “expr 4 0 then stmt end”

while “expr X 0 do stmt done’

stmt; stmt




Static Analysis by Abstract Interpretation

D o
VUJ.0OU
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THIS NOTE IS LEGALTENDER
FOR ALL DEBTS, PIJBLJC'AND PRIVATE
) A =

G0\ # Dvasew of the Uiond State

RN D)
" THEUNITED STATES)
OFAMERICA, :
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)
§ o IR e | BF 17237501 = &
St b " ) 1 Ya
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SOUNDNESS

Q\/

GOMPLETENESS
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$ 4.85

$ 75.60

FALSE ALARM

Caterina Urban

84



State Properties S € P(T)

Example

ST e pyes|te L pe® pir)>0)

Sound State Property Verification

R(I) Cy(RU) C S




Static Analysis by Abstract Interpretation

abstract semantics, abstract domains
algorithmic approaches to decide program properties

Caterina Urban
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Numerical Abstract Domains

Non-Relational Domains

Sign Domain Interval Domain

Relational Domains C> =

Polyhedra Domain

Abstract Interpretation



Numerical Abstract Domains

Non-Relational Domains

Sign Domain Interval Domain

Relational Domains C> =

Polyhedra Domain

Abstract Interpretation



Sign Abstract Domain

Concrete Value are Replaced with Sign Values

concrete values

sign value




Sign Abstract Domain

.S GERSSilels] Maps variables to their sign

”” | ‘e
. .
* ] ’Q
.
. n *
.
* [ ] *
* = %o
. u *
. .
* [ ] 0.
** " * [ "
. = .
. .
‘ . ‘ e I e e Ia a
. * l l ' I I I
* ] L 4
* L S
* . * I
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“ ] 0.
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.......
. * * -
. * . -
. * . -
. . . .
. . . .
. * - .
. . . * x n
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o0 A
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. . . .
. . * .
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B defined by the diagram

.
. o*
. *
. *
. .

. .

. .

L4 *

. .

L4 *

L4 *

* *

* = *

* *

L 4 [ ] *

* *

* .

* *

* .

* .

. .

* *

* .

* .

i 4 .

. -

., *

1
ASRICIVNID&SRAIZ maps X to e evaluated according to the sign rules

>0+>0=>0-<0=>0
<0+<0=<0->0=<0

SRS PR EIZd modifies a to satisfy e X 0
~ OPLSS2025
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Sign Abstract Domain
maps variables to their sign

A I *
o *
* L 4
* ] ’.
*
. n .
. *
* L] L 4
* L 4
. - ¢
* n L 4
. *
* [ ] L 4
* *
* u *
. ™ *
* L 4
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= S S oy .
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0. “ -
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L 4 [ ] “
* —
¢ u “
‘. [ ] *
L 4 [ ] *
L 4
L 4 [ ] *
Y *
. +*
’ *
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Sign Static Analysis

| sE v Nes|te L pe s pi)>0)
v3dar— >0 b >0
2(—[0,+00] ...... vham >0 b >0 g 0 )-,ZS
b « [0; +00] Cys5a >0 b >0 g 0 "9\ FALSE ALARM
o S y8a >0 b >0 gr— 0O
q <0 L7 >0 b >0 =0
4- v id= Z q
ea wvar >0 b >0 gm0
5 o g%ta- >0 b =20 g >0
while.,ﬁ:(ifié"b)‘dd’::','.'-'“':.’." 6qa—> >0 b >0 g+ >0
7 .,..- ....... »7ar> >0 b >0 g > 0O r—> >0
;‘_"_b .................. v8a> >0 b >0 g >0 A=)
Q<—Q+1 ................. »9am—> >0 b— >0 q|—>>() r— I
g sroett T Y6 a> >0 b >0 g+~ >0 EE
1c!)one .......................... »10.qg—> >0 b— >0 g >0 Eeall

Abstract Interpretation



Static Analysis by Abstract Interpretation

(O

ST
NS

$9:95-$10

Abstract Interpretation
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Numerical Abstract Domains

Non-Relational Domains

Sign Domain Interval Domain

Relational Domains C> =

Polyhedra Domain

Abstract Interpretation



Interval Abstract Domain

Concrete Value are Replaced with Range Values

concrete values

sign value

INnterval value




Interval Abstract Domain

NI maps variables to their lower and upper bounds

defined by the diagram

. .
'Y o *
* 3
* 3
* .
* .
* .
. .
* .
* .
* .
* .
* .
* .
* Iy S
. .
‘‘‘‘‘‘
. .,
¢ .
¢ .
¢ .
¢ .
.
. .
. .
. .
. .
. .

. .
. .
* S
. .

B defined by the diagram
B defined by the diagram

maps X to e evaluated
asSCN RS \/ith interval arithmetic
IR A EVIZd modifies a to satisfy e X O

.,
5
-
.
Iy
°
5
'y
'y
.
Iy
°
5
'y
5
n % *
5
°
°
5
°
bR
°
°
4
°
°
4
°
s

..
°

[— 11] [0 9]

“
*
*
.0
*

[ 1. 0] [0 1] [1 o]

QQQQQ
L * *
00000
L 4
& * *
L 4
00000

—1, _ 11 [0, O] [1 1] 9. 9] Y loosens the unstable bounds
F e [0, 117, [0, 2] = [0, eo]
L [0, 11V, [=1, 1] = [=00, 1]

F

1
a
vy,
Yy
Yy
a
vy
v, *
Ya
»
Yy
a
vy
a
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Interval Abstract Domain

D E=IY1 maps variables to their lower and upper bounds

[— 00, oo Vit : Itv > P(Z)

7/
“““““
* .
* .
¢ .
¢ .
¢ .
\g .
. v .
- N . .
* LY -
o* v . .
* L] . 0.
o* N . .
. « . .
0“ . ° S
R o o o . e o o % e o o .
o* B . .,
. & . *
. .
. .
. .
. .
. .
. .
* S
. .

Vm(l) = &

7itv(la, b]) wef (xeZ|a<x<b}

wmw@z

..
5
IS
°
5
Iy
°
5
Iy
°
°
5
IS
°
5
Iy
5
n % *
5
°
°
I
*
s
°
°
5
°
°
I
°
s
*
°

[— 1 1] [0 9] v A = P(E)

...... def
-1, 0] [o 1] [1 9] ... y(a) = {pe & |Vxe X:pk) € yplakx))]
[—1, —1] ..... [0, 0] [1 ... 099 v: L XA > PE)
........................................... def ,
L v(Z,a)) = ((£,p) e 2| plx) €y(a)]
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Interval Static Analysis

s¥ e pyes|ceZpe® pir)>0)

3 ar> [0,c0] b [0,00]
¢ ar— |0,00] b [0,00] g [0,0] V(Q%H(I)) ,¢— \
7 y8%ae [0,0] b [0,00] g+ [0,0] r [0,00]

T Lemars [0.00] b [0.00] g [0.0] re [o,oo_

yTamr [0,00] b [0,00] g~ [00] re [0,0]
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| ' 9 ar> [0,c0] b [0,c0] g [1,1] [EaslEEnes)
,':.::....°Z°.> 6:a— [0,c0] b [0,00] g [0,1] FESEENC
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Numerical Abstract Domains

Non-Relational Domains

Sign Domain Interval Domain

Relational Domains C> =

Polyhedra Domain

Abstract Interpretation



Polyhedra Abstract Domain

concrete values

_—» Sign value

polyhedra value

Abstract Interpretation



Polyhedra Abstract Domain

set of convex polyhedra AENICIN D &ESRAIl7] affine transformation

_ _ Example
BN inclusion check ASSIGN4[[X <« X + 1]a

convex hull

Intersection

1 g

' SIRISENIEIZ intersection with e

Y remove unstable constraints

Abstract Interpretation



Polyhedra Abstract Domain

set of convex polyhedra

AW ZJE 3] sct of memory states within the polyhedra
y: 2 XA — F(2) BD) * {(Z,p) e X | px) €yla)}

Abstract Interpretation



Polyhedra Static Analysis

def{(fp)EZ\fEfpr%p(r)>O}

1 3:a>0Ab>0

A 4

a < [0, +00] v2a>0Ab>0Ag=0 R() C ¥( ) C S
° 7 95 a>20ANb2>20Ag=0Ar=a 3
E..(-_'"[O; +°°.],..,.--' v85a>0ANb>20ANg=0Ar=a @
q<—,.0‘-"°.. ':,7:a20/\b20/\q=0/\r2b
4 e 8 a>0Ab>20Ag=0Ar>0
rea o T 9 g>0Ab>0Ag=1AT>0
° R 8 g > O0AD>0A0<g<1AFr>0
w","?.fe.(.r?.‘t?)....‘.’..., .......... »7a>0Ab>0AN0Lg<1AFr>b

e rep . .. »8a>0AD20A0<g<IAT20

B v 2a>0Ab>0A1<g<2AT>0

3o<—;jcj,+1 ------- 46a>0Ab>0Ag20ATr>0
ﬂ)one ........................... >1°:a2()/\b20/\q2()/\b>r2()
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Reading Suggestion

Foundations and Trends® in Programming Languages

Vol. 4, No. 3-4 (2017) 120-372 n‘w

© 2017 A. Miné
DOI: 10.1561 /2500000034 the essence of knowledge

Tutorial on Static Inference of Numeric
Invariants by Abstract Interpretation

Antoine Miné
Sorbonne Universités, UPMC Univ. Paris 06, CNRS, LIP6

antoine.mine@lip6.fr
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Static Analysis by Abstract Interpretation

Static Analyzers

practical tools

targeting specific programs

Abstract Interpretation



The Astrée Static Analyzer

Astree

% Centre National de la Recherche Scientifique Ecole Normale Supérieure &zu’a/_ INRIA (since Sep. 2007)

Participants:

Patrick Cousot (project leader), Radhia Cousot, Jérdome Feret, Antoine Miné, Xavier Rival

Who uses Astrée?

Since 2003, Airbus France has been using Astrée in the development of safety-critical software for various aircraft

series, including the A380. AIRBUS

In 2018, Bosch Automotive Steering replaced their legacy tools with Astrée and RuleChecker, resulting in significant
savings thanks to faster analyses, higher accuracy, and optimized licensing and support costs. BOSCH

Framatome employs Astrée for verification of their safety-critical TELEPERM XS platform that is used for engineering,

testing, commissioning, operating and troubleshooting nuclear reactors. framatome
The global automotive supplier Helbako in Germany is using Astrée to guarantee that no runtime errors can occur

in their electronic control software and to demonstrate MISRA compliance of the code. HELBAKO
In 2008, Astrée proved the absence of any runtime errors in a C version of the automatic docking software

of the Jules Verne Automated Transfer Vehicle, enabling ESA to transport payloads to the International Space esa
Station.

A world leader in motors and ventilators for air-conditioning and refrigeration systems, ebm-papst is using Astrée

for fully automatic continuous verification of safety-critical interrupt-driven control software for commutating high- ebm papSt
efficiency EC motors for ventilator systems.

Exploitation license of Astrée

Starting Dec. 2009, Astrée is available from AbsInt Angewandte Informatik AbsInt (ww.absint.de/astree/).
Angewandhe Informatic
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# github.com

I n I er Pull requests 6 ») Actions Projects | 1 Security Insights

Watch 605 ~ r W Starred 14.8k

9 32 t Add file <> Code ~ About

| A static analyzer for Java, C, C++, and
220 skcho facebook-github-bot [inf: v = L) 13,739 Commits Objective-C

Who Uses Infer?

AdaCore azon  Tacebook © nstagam B Microsoft

ll webservices

moz:lla Osonatype | TANGRAMFLEX & U B E R

@ WhatsApp

CodeAl ! Marks and Money Lover Netcetera
Spencer

Sky ' Vuo wolfSSL

FILES.md

INSTALL.md
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# antoinemine.github.io

Apron

Numerical Abstract Domain Library

e0o® (] v < Introduction | Contents | Code € | APIDocumentation | Resources

O antoinemine / apron ‘ ,
f Underlying libranes & abstract domains \

DO

(> Code (%) Issues 9 il Pull requests 2 (*) Actions (" NewPolka '\ / PPL+ Wrapper )

intervals <> <>

SR

- convex polyhedra convex polyhedra
% apron e (;D:cai Static —‘mal\,'i.»:) OCtagons /
i &
Il N W J
linear egualities linesr congruences
T \zgme)] - —
Semantic E{]Lﬂl(!ﬁ *
/ Alwiraca Developper interface
Solver |2
- : : Damain ( Dat atypes ; ’ b
antoinemine typos o J , Semantics A L p(R")
Coefhcionts dimensons and space dmensonality
Expressons
— Congraints | variahles and Environments
= Cenearaars | corentics A (V ~ R)
\Abs values )
apronxx User interface

avoct

Introduction

box

Apron is a library to represent properties of numeric variables, such as variable bounds or linear relations
examples between variables, and to manipulate these properties through semantic operations, such as variable
assignments, tests, conjunctions, entailment.

Apron is intended to be used in static program analyzers, in order to infer invariants of numeric variables, i.e.,
properties that hold for all executions of a program. It is based on the theory of Abstract Interpretation.

The library is open-source, and hosted on GitHub.
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