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Static Analysis of Liveness Properties

Abstract Interpretation



Trace Properties

Example

e Termination: T d=ef 2 F

] cannot be verified by testing
, »

o falsifying 1 requires finding an infinite execution not in 1
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Liveness Properties

“*something good eventually happens at least once”

 Example: Program Termination

“*something good eventually happens infinitely often”

 Example: Starvation Freedom
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Program lTermination
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The Zune Bug SYstems

_ e 00 J/Y E5 zune bug explained in dei % \\‘L\_—l =
31 Decem ber 2008 e« > C :D] techcrunch.com/2008/12/31/zune-bug-explained-in-detail/ 'if‘:( @ © =
Zune bug explained in detail

4 8006 d/' E3OGB Zunes all over the v % ‘\‘— p— Posted Dec 31, 2008 by Devin Coldewey

« > C :[f] techcrunch.com/2008/12/31/all-zun = {E 0 | W Tweet 2 -
]

News TCTV Events Earlier today, the sound of thousands of Zune owners crying out in terror made ripples across
the blogosphere. The response from Microsoft is to wait until tomorrow and all will be well.
LB RN AGRE T =L T SRS B LU You're probably wondering, what kind of bug fixes itself?

£ £ I

30GB Zunes all over

Posted Dec 31, 2008 by Matt Burns (@mjburnsy)

~ N0 RN o vrweas] -

Well, I've got the code here and it’s very simple, really; if you've taken an introductory
programming class, you'll see the error right away.

year = ORIGINYEAR; /* = 1980 */

while (days > 365)
{

if (IsLeapYear(year))
{

It seems that a random bug is affecting a bunch
a bunch of Zune 30s just stopped working. No

if (days > 366)

might have a gadget Y2K going on here. Fan boz: { 5 g
same mantra saying that at 2:00 AM this morni y:: :_ i '
fully reboot. We're sure Microsoft will get floode }
lines open up for the last time in 2008. More as }

else

Update 2: The solution is ... kind of weak: let yoL {

you wake up tomorrow and charge it.

days -= 365;

year += 1;

}
You can see the details here, but the important bit is that today, the day count is 366. As yOUREZSET
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Apache HTTP Server

" NON ) ] A o6 ® O cve.mitre.org & h 2 » T
S g NVD
(} ' Go to for:
? ’ ' CVSS Scores
oA CPE Info
: | iJ’ Advanced Search

Common Vulnerabilities and Exposures

Search CVE List Download CVE Data Feeds Request CVE IDs Update a

CVE Entry

TOTAL CVE Entries: 97475
HOME > CVE > CVE-2009-1890

Printer-Friendly View

CVE-2009-1890 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢ SCAP
Mappings ¢ CPE Information

The stream_regbody_cl function in mod_proxy_http.c in the mod_proxy module in the Apache HTTP Servear
before 2.3.3, when a reverse proxy is configured, does not properly handle an amount of streamed data
that exceeds the Content-Length value, which allows remote attackers to cause a denial of service (CPU
consumption) via crafted requests.
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Azure Storage Service

@00 / B® Update on Azure Storage Ser X | bt

& C | @ Secure | https://azure.microsoft.com/en-us/blog/update-on-azure-st.. ¥ | O @ Ch

Blog > Announcements

Update on Azure Storage Service Interruption
Posted on November 19, 2014

‘ Jason Zander
Corporate Vice President, Microsoft Azure Team

Update: 11/22/2014, 12:41 PM PST Since Wednesday, we have been working to help a subset of customers
take final steps to fully recover from Tuesday's storage service interruption. The incident has now been
resolved and we are seeing normal activity in the system. You can find updates on the status dashboard:
https://azure.microsoft.com/en-us/status. If you feel you are still having issues due to the incident, please
contact azcommsm@microsoft.com, and we will be happy to assist, whether you have a support contract or
not. Thank you all again for your feedback regarding communications around this incident. We are actively
working to incorporate that feedback into our planning going forward. Wednesday, November, 19, 2014 As
part of a performance update to Azure Storage, an issue was discovered that resulted in reduced capacity
across services utilizing Azure Storage, including Virtual Machines, Visual Studio Online, Websites, Search and
other Microsoft services. Prior to applying the performance update, it had been tested over several weeks in a
subset of our customer-facing storage service for Azure Tables. We typically call this “flighting,” as we work to
identify issues before we broadly deploy any updates. The flighting test demonstrated a notable performance
improvement and we proceeded to deploy the update across the storage service. During the rollout we
discovegld an issue that resulted in storage blob front ends going into an infinite loop, whithphad gone
undetected during flighting. The net resuit was an inability for the front ends to take on further traffic, which
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Potential and Definite Termination

Potential Termination

Definition

A program with trace semantics
M € P(2°°) may terminate
if and only if # N X* # @&

Definite Termination

Definition

A program with trace semantics
M € P(2™°) must terminate
if and only if // C 2*

In absence of non-determinism, potential and definite termination coincide




Definite Termination
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Definition

Given a transition system (X, 7), a ranking function is a partial function

f: 2 = W from the set of program states X into a well-ordered set (7, < )
, that Is,

Vo,0' € dom(f): (0,0) € Tt = f(o') < f(0)

The best known well-ordered sets are naturals (N, < ) and ordinals (O, < )
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Ranking Functions

Example

1X < [-00, +O0]
while 2(1 - x < 0) do

X «— X -1

done?

def
T =

\/

\_/

\/

> € (1234 x &

(
(
1

1((1,0),(2,p[X = Vv]))

2,p),B.p)) | |p €&,z

pEeE&,ve Z}
ve E[l —x]p: v <0}

B,p),2,plX>V])) | peE &,veEElx—1lp])

(2,p),(4.p)) | |pE&,=

veE[l —x]lp: v £ 0}
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Ranking Functions

X < |[-00, +00 | | |
while[2(1 S X < %)) do Most obvious ranking function:

a mapping f: 2 — O from each program state to

3 §
X X -1 (@n upper bound on) the number of steps until termination

done?4

We define f: 2 — O by partitioning with respect to the program control points, i.e., f: £ — (& — O)

Ap.0
f(:) /lp | [ p(x) £ 0
/(2 P 20x)—1 1—pkx) <0 -
2 2—px) £0 g ;ufg
e {2p<x> ~2 2 p(x) <0 vy
(1) Ap . @
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Static Termination Analysis
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior




Static Termination Analysis

Program Termination Semantics

concrete semantics
mathematical models of the program behavior




(Yet Another) Hierarchy of Semantics

R Ry termination semantics
a,, xyy
I Ty termination trace semantics
/A maximal trace semantics
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(Yet Another) Hierarchy of Semantics

R, Ry termination semantics
a,, g
I Ty termination trace semantics
A s

maximal trace semantics
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Maximal Trace Semantics

M = |fp§wF
BuUut:, T
FO(Q) — YO

FY(F") = {c} U {abZ?, bbZ?, bcZ®)
F2(FY = {bc, c)} U {abbZ?, bbbZ?, abcZ?, bbcZ®)

F 13 (F g) = {abc, bbc, bc, c} U {abbbX?, bbbbx®”, abbc2?, bbbc2® }

M = {ab'c,b'c,c|i> 1} U {ab®, b}

OPLSS 2025
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Maximal Trace Semantics

Example

while 1([-c0, +00] # 0) do
2skip
done?®

> € 1231 x &

 C{(Ap).@p) | pE )

Ui(@,p),(1,p)) | pe &}
U{((1,p),@B,p)) | p €&}

M E {(1,p)@.p)*3.p) | p € EYU{(A,p)2p)° | p € &)
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(Yet Another) Hierarchy of Semantics

R termination semantics

definite termination trace semantics

/A maximal trace semantics
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Definite Termination Trace Semantics

Definite Termination Abstraction

(P(E®),T) (P(T*), C)
~_

s

- {(teT'nX* | nhdb(t, TN X% =&}

where - it e T | pf(t) Npf(t) # T}

= {reX®\{e} | eX®. t=1 1"}

Example:

a({ab,aba,bb,ba®”}) = {ab,aba} since pf(bb) N pf(ba®) = {b} # &




Order Theory

Theorem

Let (C, <,V,A, L, TYand(A,C,U,M, L™, T" ) be complete lattices, let f: C — C and

f*: A = A be monotonic functions, and let @: C — A be an abstraction function that

e is a complete A-morphism (VS C C: A(AS) =11 {f(s) | s € S}),

. satisfiesf"oca C aof,

. satisfies the post-fixpoint correspondence Va" € A: f"(a" ) Ca" = Jae€ C: fla) <d A ala) =a”
(i.e., each abstract post-fixpoint of f# is the abstraction by a of some concrete post-fixpoint of ).

Then, we have the fixpoint abstraction

Caterina Urban
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Maximal to Definite Termination Trace Semantics

Maximal Trace Semantics
Definite Termination Abstraction

M = Ips, F
P(E®), C P(X*), C
<COI’T§ )> < ( )> BUt, T
olete lattice ~ complete lattice Monoty-;
w
Definite Termination Trace Semantics
lteTNnX*|nhdb(t, TNX*) =g} G 1nC T
complete A-morphism I M= pr@ F
_ ___ _ BU((r; T)Nn E\(z; E\T)))))
VT € PE*): F(T)CT=3IATe PE®): F(TYC TAa(T)=T %

ax(M) = a-(fps, F) = Wipz Fs = T,

Exercise: prove this ®
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Definite Termination Trace Semantics

while 1([-c0, +00] # 0) do
2skip
done?®

M {(1,p)@2,p*@B,p) [ pEEIU{(1,p)2,p)" | p € &}
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(Yet Another) Hierarchy of Semantics

R, definite termination semantics
am
I Ty termination trace semantics
M maximal trace semantics
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Definite Termination Semantics

Definite Ranking Abstraction

~ / count execution steps backwards

(P(ZH), C) (Z—0,%)

\/

£ < £ L' dom(£) C dom(f) A Vx € dom(f)): f;(x) < fo(x)

g

e a(a(T))

def .
= @

def 0 Vo' € 2: (0,0) &€ r
- supiay(r)o’+ 1 | 6’ € dom(a@(r)) A (6,06') € r} otherwise

where

- o, 0)e XXX |dre X1 e X%: too't' € T}




Definite Termination Semantics

Least Fixpoint Formulation

. 0 cE AR
= L sup{f(e) + 1| (0.0) €7} o€ pre(dom(f))
undefined otherwise

Theorem

A program must terminate for traces starting from a set of initial state [ if and only if / C dom(Z%,;,)




Definite Termination Semantics

Denotational Formulation

We define the &£,,: 2 — O by partitioning with respect to £, i.e., £,,: &L — (& — O).

Thus, for each program instruction stmt, we define a transformer %, /[[stmt]]: (& — O) = (& — O):
« X llif e X 0 then s end]]

« Ryllwhile e X 0 do s done||

¢ L%M[[Sl,SZ]] stmt .= KX <« exprf

| if “expr X 0 then stmt end”

while “expr X 0 do stmt done”

stmt; stmt
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Definite Termination Semantics

P {sup{f(p[X —v])+1|veE[ellp} 3Tv € Elellp AVv € Elle]lp: p[X — v] € dom(f)
- undefined otherwise

Example:

Let V= {x} andf: & — O defined as follows:

et 2 px) =1
e
flp) = 3 p(x) =2
undefined otherwise
We have
%M[[x — x+ [12]1f d=6f 0. {4 | p(x) =.O
undefined otherwise
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Ryllif e X O then s end]]

if ¢ O then s end

O sup{Zyls1f(p)

2 Rylslfip) + 1

3 flp)+1

1, f(p)

undefined otherwise

1} p & dom(Z£ylsllf) Nndom(f) A

p € dom(Zlslf) A
Vv e Ele]lp: vIX O

Definite Termination Semantics

v, v, € Ellellp: vi }MO AV, DK O

p € dom(f) AVv € Elle]lp: vk O

Abstract Interpretation




Example:

Let V= {x} andf: & = O, and &,,[s]lf defined as follows:

def 1 x) <0
€. { s
undefined otherwise
def 3 0 < p(x)
R AN = Ap.
M[[ 7 P undefined otherwise
We have
ot 2 px) <0
Ryt 3 —x <0 then s]f = Ap . < 4 3 < p(x)
undefined_ otherwise
def 4 p(x) =0

and X ,,/[[if [—oo, + co] # 0 then s[|f = Ap.

{

Abstract Interpretation

undefined otherwise

Definite Termination Semantics
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Ryllwhile e X 0 do s done]|

while ¢ X1 0 do s done

where = Ap.

D sup{ &y lslx(p)
@ Ruyllslx(p) + 1

3 flp)+1

1, f(p)

def

undefined otherwise

1} p & dom(£,,slx) Ndom(f) A

Definite Termination Semantics

v, v, € Elle]lp: vi )OO A v, DK O

p € dom(Z,,lsllx) A
Vv e El|e]lp: vIXO

p €dom(f)AVv € Ele]lp: vk O
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Definite Termination Semantics

S15 82 Ryl s 1(FE s, 111)
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Definite Termination Semantics

Denotational Formulation

7

The definite termination semantics &£ M[[sf I: & = O of a program s’ is:

def

%M[[Sf]] = Ry llsll(4p.0)

where £ ,[[s]]: (& = Q) = (& — O) is the definite termination semantics of each instruction s

“ must terminate starting from a set of initial states / if and only if I C dom(Z M[[s"ﬂ D

A program s
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Termination Static Analysis

abstract semantics, abstract domains
algorithmic approaches to decide program properties
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Piecewise-Defined Ranking Functions

Y

Definite T, - Abstract
Slnie errr_una on Definite Termination
Semantics :

Semantics

?‘ J%E“ Q%i
FanEar dom(p(R% ) C dom(R,) EEEanEOANE

et Vx € dom(H(B)): Bpylx) < R -
« x € dom(y(K,)): Fylx) < y(R, )(x) —

Abstract Interpretation



Termination Static Analysis

the analysis tries to predict a valid ranking function

37



Piecewise-Defined Function Abstraction

K [stmt’]] € o

%M[[stmt:f]] .2 () h=)h L dom(f;) 2 dom(f,) A Vx € dom(f;): f1(x) < fr(x)

approximation order

By pointwise lifiting we obtain an abstraction #7% of %,

‘e
Y
.

Ry L — (€ = 0) Rt L o
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Piecewise-Defined Function Domain

X «— [-007+00]
while 2(x > 0) do

X «—-2-x+10
done4
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Piecewise-Defined Function Domain

Linear Constraints Auxiliary Abstract Domain

» Parameterized by an underlying numerical abstract domain (<, C, ) (e.g., intervals, polyhedra):

Yc
e T
(P(ECI=c),Ep) (Z,Cp )
~— 7
dc
Example:
Yc

X—->[-03],Y—->[0,cc] — {3—-X2>0,Y >0}

+ @ is a set of linear constraints in canonical form, equipped with a total order <

def
6 = (¢ X+ - Xp+c 1 20| X,.... X, €VAcy,....,e0.1 €ZANged(|c |, ..., e ]) =1}




Natural-Valued Ranking Functions
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Piecewise-Defined Function Domain

Functions Auxiliary Abstract Domain

» Parameterized by an underlying numerical abstract domain (<, C,, )

cFE L yu@Y s N U T,

We consider affine functions:

F, (Lol ZM SN

k
fX,nX) = ) m- X+ q
=1

FUL TE )




